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WWW Apache
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FreeBSD IRIX Solaris
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referer
CaGl
IP
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Windows NT

inetd Unix OS2
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inetd Unix 0OS/2

syslog (Unix) Event Log (Windows NT)

(] Include
Windows CGlI
HTTP/1.1
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Accept
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Include

User-Agent

image-map
HTTP/1.1 URI
If-Modified-Since

HTTP
Microsoft ISAPI

ulD CGl
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-20-



——Apache

SSLv. 2
SSLv.3

URL

GUI

GUI

HTTP

CaGl

3. Oradle

HPUX  Windows NT

CaGl
CERN/NCSA
Windows NT
inetd Unix

syslog (Unix)

Include
SNMP
Windows CGlI
HTTP/1.1

DBMS

Windows 95 Solaris

0s/2

Event Log (Windows NT)

-21-



WWW ——Apache

CGl

HTTP/1.1 byte ranges

HTTP/1.1 PUT
HTML Include

Include
User-Agent
image-map
HTTP/1.1 URI
Netscape Server AP

If-Modified-Since

HTTP
Microsoft ISAPI

uiD CGl

S-HTTP

PCT

SSL v. 2

SSL v. 3

URL

GUI

GUI

HTTP

DNS

CaGl DBMS

-22-



WWW ——Apache
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052 HPUX WindowsNT Linux Windows95 IRIX

referer

CERN/NCSA
Windows NT
inetd Unix OS2

syslog (Unix) Event Log (Windows NT)

Include
SNMP
HTTP/1.1
HTTP/1.1 byte ranges
CaGl

Accept
HTTP/1.1 PUT
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Include
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image-map
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3 Apache

1 Apache

Apache www.apache.org

Windows Apache

3.1.1. Apache

Apache Apache
C++5.0

nmake
Apache
src
Apache Makefile.nt Windows NT

nmake /f Makefile.nt _apacher (rel ease )
nmake /f Makefile.nt _apached (debug )
Windows 95 Apache 1.34
nmake /f Makefile_w n32.txt (rel ease )
nmake /f Makefil e_w n32_debug. txt (debug )
debug

Apache VC++  Visud Studio
Apache

Apache VC .DSP
Apache
1. os\w n32\ Apache(S. dsp

2. regex\regex.dsp

-25-
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3. ap\ap.dsp
4. main\gen_uri _delins.dsp
5. main\gen_test_char.dsp
6. ApacheCore. dsp
7. Apache. dsp
src\os\Wwin32
Apache
\Apache

nmake /f Makefile.nt installr INSTDIR=dir (for rel ease build)

nmake /f Makefile.nt installd INSTDI R=dir (for debug buil d)

Windows 95 Apache 134

nmake /f Mkefile_win32.txt install INSTDIR=dir (for rel ease build)

nmake /f Makefile_w n32_debug.txt install | NSTDIR=dir (for debug buil d)
INSTDIR \Apache

dir\Apache.exe - Apache

dir\ApacheCore.dll -
dir\modules\A pacheModule* .dll - Apache 7
dir\conf - Apache
dir\logs - Apache
nmake Apache
conf * conf-dist-win
conf * conf ServerRoot
"Cilapache" conf/magic  conf/mime.types
Apache Apache
3.1.2 Apache
www.apache.org APACHE_1_3 6 WIN32.EXE
Apache
) Apache \Program Files\Apache Group\Apache
® Windows “ Apache Web Server”
) "Typical" "Minimum"
"Custom"
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Apache conf
.default
conf\httpd.conf
conf\httpd.conf.default .default

htdocs\index.html
index.html.default
Apache
Apache
conf

—APACHE_1 3 6 WIN32.EXE

Please iead the following License Agreement. Press the PAGE DOWMN kep to see
the rest of the agreement.

i -
= Capyright (] 1995-1999 The Apache Group. All rights reserved. j

* Redistribution and use in source and binary farms, with or withaut
* modification, are permitted provided that the following conditions:
* are mel:

* 1. Redistributions of source code must retain the: shove copgright
*  natice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copynight

= natice, this list of conditions and the fallowing disclaimer in

#  the documentation and/or other materials provided with the:

= distribution. LI

Do pou accept all the terms of the preceding License Agreement? If you choose Na, Setup
will close. To install Apache. you must accept this agreement.

< Bachk

“ YS”
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Infarmation:

WWARMIMNG: The Wind2 releaze of Apache should ﬂ
still be considered beta quality code.

It does not meet the normal standards of

stability and security that Unix releazes do.

There are numerous knovan bugs and

inconsistencies. There iz alzo a much

qreater chance of security holes being

prezent in the ‘Win32 verzion of Apache.

3.2

Windows

Setup will install Apache in the follawing directary.
Toingtall to thiz directory, click Nest.

Toinztall to a different directory, click Browse and select another
directory.

“r'ou can chooge not to install Apache by clicking Cancel to exit
Setup.

C:AProgram Filesh&pache Groupispache Browse... |

" Destination Directary

< Back

Cancel |

Apache
Files\Apache Group\Apache’

3.3

“ Browsg’

Pleasze choose the directory for installation.

Eath

Frogran

Directaries:

[=r =i - Ok |
[+ Program File=
= Apache Group Cancel I
= Apache
£ cagi-bin
1 conf v|
Dirives:
I = c: vI Metwork. I

3.4

-28-
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1 OKH @ N@(t"

Setup Type

Click the type of Setup you prefer, then click Mext.

Program will be installed with the most common
optionz. Recommended for most uzers.

 Compact  Program will be installed with minimum required
optionz.

= Custom Y'ou may choose the options you want to install.
Fiecommended for advanced users.

’— Destination Directony

C:%Program Fileshdpache Group'Apache Browse... |

< Back I MHext > I Cancel |

35
Apache Typicd Compact

Custom
Apache
° —778K
° ——1313K
° ——130K
° —2K
L4 —A44K
° ——3392K

Apache 5661K

Setup will add program icons ta the Program Folder listed below.
“r'ou may type a new folder name, or select one fram the existing
Folders list. Click Mext to continue.

Program Folders:

Bankerl.68

CIBATIT

G5 Tools

Huatlava Browser

Java Media Framework

Java'weh Server 1.1 LI

< Back I Mest > I Cancel |

3.6

Windows
“ N eXt"
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g Fleaze wait while zetup determines the files to be installed.

3.7

Apache

File not overwritten

Preserwving existing file C:4“Program Files‘hpache
Groupihpache'confihttpd. conf. The new wersion of this file has been
left in C:4\Program FileshhApache Group'Apachehconfihttpd conf default

Apache Apache

Setup has finizhed copying files ba your computer.

Before pou can use the program, you must restart ‘Windows or
your cormputer,

& Nes, | wank to restart my computer now

€ Mo, | will restart my computer laber.

Remave any disks from their drives. and then click Finish to
complete setup.

< Bachk I Finizh I

3.9

README “ Finish’

Setup haz finished copying files to your computer.
Setup will now launch the program. Select vour option below.

™ es. | want to view the README Fils

Click Finizh to complete Setup.

< Back I Finizh I
3.10

Apache
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Apache
Apache~1.3.6 (Win3d2>» running...
311
2 Apache
Windows Apache
° “ " NT 2000
Apache
) Windows 9
3.2.1.
Apache “ g Windows
‘ Install Apache as Service (NT only)” Services
“ Apache” “ Start” Apache Apache
“ Stop” Apache
Apache
NET START APACHE
NET STOP APACHE
3.2.2.
Apache “ Start Apache as console app”
Apache 1.3.4 “ Apache Server” )
Apache Apache Apache
“ Shutdown Apache console app” Apache 1.3.4
3 4 Apache
Apache 80
Port Listen BindAddress
URL

http://1 ocal host/

-31-



WWW ——Apache

Apache
logs error_log
Apache conf
Windows “ " NT 2000
Apache
Apache
apache -s
Apache control-C Windows 9x -S
Windows NT 2000 Apache Apache
Apache WindowsNT 2000
apache -i
apache -u
3 Apache
Apache Apache
-C ServerRoot
-f
-d
Apache
Apache
"fapache’ -V Apache HTTPD_ROOT
Apache Apache
“ 8 Apache

HKEY_LOCAL_MACHI NE\ Sof t war e\ Apache G oup\ Apache\ 1. 3. 6\ Ser ver Root

Windows
Apache
Apache
Apache
"ServerRoot" conf
Apache httpd.conf
ServerRoot Apache
Apache
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httpd.conf ServerRoot
4 Apache
Apache Windows Apache
3.4.1.
Windows Apache
apache -k shut down
Apache 1.3.3
Control-C Apache Apache 1.3.3
Apache § “ 3
3.4.2.
Apache Apache
apache -k restart
Apache 1.3.3
Control-C Apache
Unix Apache Windows
kill -TERM pid  kill -USR1 pid -k Unix "kill"
5 Apache
Windows Apache " Apache Group\ Apache"
<root> Apache readme
|---bin htpasswd
|---cgi-bin
|---conf
|---htdocs Apache Apache
|---icons
|---logs IP
|---modules Apache
|---src
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4 Apache

Apache WWW  Proxy

Apache

1 WWW

Apache WWW
Apache IP
“ localhost” Apache

41 4.2 IE Netscape  Communicator
URL

80 HTTP

File Edit View Go Communicator Help

- » @ 4 a £ S & @

Back  Forwardl Reload Home Search  Guide Print Security  Siopll

B § "~ Boolmarks  Frocation: [hitp://loealhost 80/

It Worked! The Apache Web Server is Installed on this =
Web Site!

Tf you can see this page, then the people who own this domain have just installed the Apache Web server sofiware successfully
They now have to add content to this directory and replace this placeholder page, or else point the server at their real content

Ifyou are secing this page instead of the site ¥ou expected, please contact the administrator of the site
involved. (Try sending mail to <Uebmasterldomeiz>.) Although this site is running the Apache software it
almost certainly has no other connection to the Apache Group, so please do not send mail about this site or its
contents to the Apache authors. If you deo, your message will be ignored,

The Apache documentation has been included with this distribution,

The Webtnaster of this site is free to use the image below on an Apache-powered Web server. Thanks for using Apachel

g
P L iy = o | =1

= Dozument: Done

ZHFE)  $REE E) ) FElE  fEme) BEh i

- =S5 o ‘ Q & |
JSIE. ki ik HET  ER g g HE s 2R A

#E [ http /flocalhost:0/ =l Hisﬁ

Installed on this Web Site! =)

If you can see this page, then the people who owvm this domain have just installed the Apache
Web server software successfully. They now have to add content to this directory and replace
this placeholder page, or else point the server at their real content.

If you are seeing this page instead of the site you expected, please contact the
administrator of the site involved. (Try sending mail to <Webmaster@domsin>. )
Although this site is running the Apache software 1t almost certainly has no other
commection to the Apache Group, so please do not send mail about this site or its
contents to the Apache authors. If you do, your message will be ignored.

The Apache documentation has been included with this distribution.

The Webmaster of this site is free to use the image below on an Apache—powered Web server.
Thanks for using Apache!

g 2
&1 [ N

4.2
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2 Proxy
Apache Proxy
Apache 7 6
Apache
® |[E4.0
" ” " I nta,.na ”
Internet PEIW
“ i A Internet” “
o § Apache IP
Netscape Communicator4.0x
“ Edit” “ Preferences”
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4.4
“  Advanced-->Proxies”

Configuration

— Servers
Type Addrezs of prody server ta use Port
HTTP: |ac|cu:|
Security: I : IEI
ETP: | o
Socks: I ID
Gopher: I : IEI
WIS | : |D

— Exceptions
Do not use prosy servers for domains beginning with:
localhostict. ac. ch s ict. ac.cn.” ick ac.en, 159, 226. 42,931 2?.[il
Use commas [.] to separate entries.

Ok I Cancel |

4.5

“ 159.226.42.3 HTTP 8000
13 OK”

Uzername and Fassword Reguired

Froxy authentication reguired for
Audi t0fFroxy at 159. 22642, 3:5000:

User I

Paz=word: I

5 6 7 Apache
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5 Apache

Apache Apache
Apache

Apache

conf/httpd.conf Apache

conf/srm.conf

ResourceConfig
conf/access.conf AccessConfig
Apache
Apache
1
5.1.1.
° Unix “r DOS “\
o # #
°
ServerRoot  TypesConfig
°
°
5.1.2.

Apache
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Syntax
Default

Context
Override
Status
Module
Compatibility

Syntax

Default

Context

® server config

access.conf
.htaccess

® virtua host

® (directory

® .htaccess
overrides

"server config, .htaccess'

<Directory> <VirtuaHost>

directive-name

args

directive-name default-value

context-list
override
Status
module-name

compatibility notes

Apache

<VirtualHost>

httpd.conf

-38-
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httpd.conf  srm.conf
<Directory>

<VirtuaHost>

<Directory>

.htaccess
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Override
.htaccess
.htaccess
applicable’
AllowOQverride
AllowOverride
AllowOQverride
Status
Extension Externsibal
® Core
Apache
® Base
Apache
® [Extension
Apache
® Experimental
Apache
Module
Compatibility
Apache 1

NCSA HTTPd
"No compatibility issues’

-30-
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5.2.1. mod_core

mod_core Apache
AccessFi | eName
AddModul e
Al | owOverri de
Aut hNane
Aut hType
Bi ndAddr ess
Cont ent Di gest
Def aul t Type
<Di rectory>
<Di rect or yMat ch>
Docunent Root
Er r or Docunent
Error Log
<Fil es>
<Fi | esMat ch>
KeepAl i ve
KeepAl i veTi nmeout
<Limt>
<Li m t Except >
Li m t Request Li ne
Li sten
<Locati on>
<Locat i oniat ch>
LoglLevel
MaxCients
MaxKeepAl i veRequest s
MaxRequest sPer Chi | d
NaneVi r t ual Host
Opti ons
PidFile
Por t
require
Resour ceConfig
Ser ver Adm n
ServerAlias

Ser ver Nane

-40-



WWW ——Apache

Ser ver Pat h

Ser ver Root
Server Si gnat ure
Server Type

Thr eadsPer Chi | d
Ti meQut

<Vi rt ual Host >

AddModule

Synt ax: AddModul e nobdul e nodul e . ..
Context: server config

Status: core

Conpatibility: Apache 1.2
Apache
Apache modules.c ap_preloaded modules
ClearModuleList

AccessFileName

Syntax: AccessFileNane filenane filenane ...
Defaul t: AccessFil eNanme . htaccess

Context: server config, virtual host

Status: core

Conpatibility: Apache 1.3

AccessFileName

AccessFi | eNane . acl
{usr/locd /web/index.html f.acl lusr/.acl /usr/local/.acl
{usr/local/web/.acl
<Directory />
Al | owOverri de None

</Directory>

AllowOverride

Syntax: AllowOverride override override ...
Defaul t: AllowOverride All

Context: directory

Status: core
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.htaccess AccessFileName

Override None All
Override
® AuthConfig
AuthDBMGroupFile, AuthDBMUserFile,
AuthGroupFile, AuthName, AuthType, AuthUserFile, require
® Filelnfo
AddEncoding, AddLanguage, AddType,
DefaultType, ErrorDocument, LanguagePriority
® |ndexes
AddDescription, Addicon,

AddiconByEncoding, AddiconByType, Defaultlcon, Directorylndex, Fancylndexing,
HeaderName, Indexignore, IndexOptions, ReadmeName

® Limit
dlow, deny  order
® Options
Options  XBitHack
AuthName

Synt ax: Aut hNane aut h- donai n
Context: directory, .htaccess
Override: AuthConfig

Status: core

AuthName
AuthType require
AuthUserFile  AuthGroupFile

AuthType

Synt ax: Aut hType type
Context: directory, .htaccess
Override: AuthConfig

Status: core

Basc Digest
AuthName  require AuthUserFile  AuthGroupFile

BindAddress

Synt ax: Bi ndAddr ess saddr
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Def aul t: Bi ndAddress *
Context: server config

Status: core

http IP
IP Saddr
o *
° IP
() Internet
* IP
IP Port
BindAddress Apache
Listen
BindAddress <VirtualHost>

ClearModuleList

Synt ax: Cl ear Modul elLi st

Context: server config

Status: core

Conpatibility: Apache 1.2
AddModule

ContentDigest

Syntax: ContentDi gest on| off

Defaul t: ContentDi gest off

Context: server config, virtual host, directory, .htaccess
Override: Options

Status: experinental

Conpatibility: Apache 1.1
RFC1864 The Content-MD5 Header Fidd RFC2068 Hypertext

Transfer Protocol -- HTTP/1.1 Content-MD5 HTTP

MD5 113 ”

7 9

Content-MD5 Message | ntegrated

Check
Cont ent - MD5: AuLb7Dplr gt Rt xz2mOkRpA==
core Content-MD5 SS

Cal
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DefaultType

Synt ax: Defaul t Type M ME-type

Defaul t: Defaul t Type text/htni

Context: server config, virtual host, directory, .htaccess
Override: Filelnfo

Status: core

MIME conf/mime.types
TypesConfig
DefaultType
Def aul t Type i nage/ gi f
gif oif
<Directory>
Syntax: <Directory directory> ... </Directory>

Context: server config, virtual host
Status: Core.
<Directory> </Directory>
Directory

? ! Apache 1.3
Unix shell Apache 1.3 Vi
Unix shells
<Directory /usr/local/httpd/ htdocs>
Opti ons I ndexes Fol | owSynlLi nks
</Directory>
Apache 1.2 ~
<Directory ~ "~ ww/ .*/[0-9]{3}">
Iwww/
directory

—_ .htaccess

/home/web/dir/doc.html

<Directory />
Al owOverride None
</Directory>

<Directory /hone/*>
Al owOverride Filelnfo
</Directory>

AllowOverride None .htaccess
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AllowOverride Filelnfo /home/web
/home/web/.htaccess Filelnfo
Apachel1.2 1.3 directory Apache
1.2 directory
Apache 1.3
directory directory

<Directory ~ abc$>

</Directory>

/home/abc/public_html/abc/index.html /, home,
/home/abc, /home/abe/public_html  /home/abc/public_html/abc Apache 1.2
/home/abc Apache 1.3 /home/abc
<Directory> .htaccess

/home/abc/public_html/abc
<Directory /> Allow from All Apache

<Directory />
O der Deny, Al | ow
Deny fromAll

</Directory>

directory access.conf
<Directory> <Limit> <LimitExcept>
Apache <Directory> <DirectoryMatch> <Location> <LocationMatch> <Files>
<FilesMatch> URL
.htaccess
<Directory> .htaccess

1

2 <DirectoryMatch> <Directory>
3. <Files> <FilesMatch>

4 <Location> <LocationMatch>

<Directory>
<Directory>
httpd.conf srm.conf  access.conf Include
Include
<VirtualHost>
<DirectoryMatch>
Syntax: <DirectoryMatch regex> ... </DirectoryMtch>
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Context: server config, virtual host
Status: Core.
Conpatibility: Apache 1.3

<DirectoryMatch> </DirectoryMatch>
<Directory>

<DirectoryMatch "~/ ww/ . */[0-9]{3}">

fwww/
DocumentRoot
Synt ax: Docunent Root directory-fil ename
Def aul t: Docunent Root /usr/l ocal /apache/ htdocs
Context: server config, virtual host
Status: core
Alias
URL
Docurrent Root /usr/web
http://www.my.host.com/index.html
mod_dir DocumentRoot

"DocumentRoot /usr/web/"

ErrorDocument

Synt ax: ErrorDocunent error-code docunent
Context: server config, virtual host, directory,
Status: core
Override: Filelnfo
Conpatibility: directory .htaccess

Apache

1

2.

3. URL

4 URL

2-4 ErrorDocument
HTTP URL
" " Apache

URL L URL

URL

{usr/web/index.html
l/l

. htaccess

Apache 1.1

Error Docunent 500 http://foo.exanpl e.conicgi-bin/tester

Error Docunent 404 /cgi -bin/bad_urls. pl
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Error Docurment 401 /subscription_info. htm
Error Docunent 403 "Sorry can't all ow you access today
URL "http"
ErrorDocument Apache

"ErrorDocument 401"
" HTTP

ErrorLog

Syntax: ErrorLog fil enane|syslog[:facility]

Default: ErrorLog logs/error_log (Unix)

Default: ErrorLog logs/error.log (Wndows and CS/2)
Context: server config, virtual host

Status: core

ErrorLog “r
ServerRoot “r
LogLeve
<Files>
Syntax: <Files filenane> ... </Files>

Context: server config, virtual host, .htaccess

Status: core

Conpati bility: Apache 1.2

<Files> <Directory>
<L ocation> </Files> <Files>

<Files>
<Directory> .htaccess <L ocation>

<Files> <Directory>

filename ‘o

<Files ~ "\.(gif|]jpe?g|png)$">
Internet Apache 1.3
<FilesMatch>
<Directory> <Location> <Files> .htaccess
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<FilesMatch>

Syntax: <FilesMatch regex> ... </FilesMatch>
Context: server config, virtual host, .htaccess
Status: core

Conpatibility: Apache 1.3

<FilesMatch> <Files>

<Fil eshatch "\. (gif|j pe?g| png) $" >

Internet
<IfDefine>
Syntax: <IfDefine [!]paraneter-name> ... </I|fDefine>
Def aul t: None
Context: all
Status: Core
Conpatibility: Apache 1.3.1
The <IfDefine >...</IfDefine>
IfDefine
< IfDefine >
par anet er - name
| par anet er - nane
Apache “ -D” parameter -name

<IfDefine>
> httpd -DReverseProxy ...

# httpd. conf

<I f Defi ne ReverseProxy>

LoadModul e rewite_nodul e nodul es/ nod_rewite.dll
LoadModul e proxy_nodul e nodul es/|i bproxy.dl|

</ | f Define>

<|fModule>

Syntax: <IfMdule [!]nmodul e-nane> ... </I|fMdul e>
Def aul t: None

Context: all

Status: Core

Conpatibility: IfMdule Apache 1.2

<IfModule >..</IfModule>
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IfModule
<IfModule>
nmodul e- nane
I nodul e- name
Apache
module-name “
<IfModule>

mod_rewrite.c”

Include

Syntax: |nclude filenane
Context: server config
Status: Core
Conpatibility: Apache 1.3
8 2 JavaServlet mod_jserv

KeepAlive

Syntax: (Apache 1.1) KeepAlive nmax-requests
Default: (Apache 1.1) KeepAlive 5

Synt ax: (Apache 1.2) KeepAlive on/off
Default: (Apache 1.2) KeepAive On

Context: server config

Status: Core

Conpatibility: Apache 1.1
Keep-Alive
Apache 1.1 max-requests Apache
0
Apache 1.2 "Oon" “ ” "Off"

MaxK eepAliveRequests

KeepAliveTimeout

Synt ax: KeepAliveTi neout seconds

Def aul t: KeepAliveTi neout 15

Cont ext: server config

Status: Core

Conpatibility: Apache 1.1
Apache
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Timeout

<Limit>

Syntax: <Limt method method ... > ... </Linmit>
Cont ext: any
Status: core
<Limit> </Limit>
HTTP <Limit> <Directory>
<Limt CET POST>

require valid-user

</Limt>
<Limit>
<Limit> GET, POST, PUT, DELETE, CONNECT
OPTIONS GET HEAD
<Limit>
<LimitExcept>
Syntax: <LimitExcept nethod nethod ... > ... </LimtExcept>
Cont ext: any
Status: core
Conpatibility: Apache 1.3.5
<LimitExcept> </LimitExcept> HTTP
<Limit>
LimitRequestLine
Syntax: LimtRequestLine nunber
Defaul t: LimtRequestLine 8190
Context: server config
Status: core
Conpatibility: Apache 1.3.2
Number 0 DEFAULT LIMIT_REQUEST LINE
8190
LimitRequestLine HTTP
HTTP URI LimitRequestLine
URI
GET query
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Yahoo eBay Amazon

Listen

Syntax: Listen [IP address:]port numnber
Cont ext: server config
Status: core

Conpatibility: Apache 1.1
Listen Apache IP
Port
Listen BindAddress  Port
Port
IP
Listen
80 8000
Li sten 80
Li sten 8000
Listen 192.170.2.1:80
Li sten 192.170. 2. 5: 8000
<Location>
Syntax: <Location URL> ... </Location>
Context: server config, virtual host
Status: core
Conpatibility: Apache 1.1
<L ocation> URL
</Location>
<Files>
<L ocation> URL
HTTP proxy
http://servername proxy URL
URL
Apache 1.2 ‘o
<Location ~ "/(extra|special)/data">
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"/extraldata’ "/special/data’ URL Apache 1.3
<L ocationMatch> <L ocation>
SetHandler Location
status foo.com

<Location /status>

Set Handl er server -status
order deny, al | ow

deny from all

allow from.foo.com

</ Locati on>

“r Apache 1.3 “r URL
“r /home///foo  /home/foo
URL <L ocationMatch>
<Location> “or “r
<L ocationMatch ~/abc> URL e /labc
<L ocation> proxy proxy
“or “r <L ocation /abc/def> fabc//def

<LocationMatch>

Synt ax: <LocationMatch regex> ... </Locati onMatch>

Context: server config, virtual host

Status: core

Conpatibility: Apache 1.3

<LocationMatch> URL <Location>

<LocationMatch "/ (extra| special)/data">
"/extraldata’ "/specia/data’  URL

LogLevel

Synt ax: LogLevel |evel
Def aul t: LogLevel error
Context: server config, virtual host
Status: core
Conpatibility: Apache 1.3
LogLeve ErrorLog )
51
51
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Emergencies - syStlemis | wcopiig cannot open lock file. Exiting"
emerg | unusable.
Action must be taken . . . )
det | immediaely. getpwu!d. couldn't deten_nme user name from uid
getpwuid uid
gt Critical Conditions. "socket: Failed to get a socket, exiting child"
socket
error Error conditions. "Premature end of script headers’
child process 1234 did not exit, sending another
Warning conditions. SIGHUP
wan 1234 SIGHUP
Normal but significant
notice condition. httpd: caught SIGBUS, attempting to dump corein ...
' SIGBUS
Server seems busy, (you may need to increase
inf Informational. StartServers, or Min/MaxSpareServers)...
inro StartServers
Min/MaxSpareServers
debug Debug-level messages. Opening config file ...
LogLevel info
notice  warn
crit
MaxClients
Syntax: MaxCients nunmber
Default: Maxdients 256
Context: server config
Status: core
MaxClients
MaxClients 256
httpd.h HARD_SERVER LIMIT
MaxClients
ListenBacklog

MaxKeepAliveRequests

Synt ax: MaxKeepAl i veRequest s nunber
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Def aul t: MaxKeepAl i veRequests 100
Context: server config
Status: core
Conpatibility: Apache 1.2
MaxK eepAliveRequests
KeepAlive on "o

MaxRequestsPerChild

Synt ax: MaxRequest sPer Chi | d nunber

Def aul t: MaxRequestsPerChild O

Context: server config

Status: core

MaxRequestsPerChild

MaxRequestsPerChild
M axRequestsPerChild 0
M axReguestsPerChild
([ ]

Win32

NameVirtualHost

Syntax: NaneVirtual Host addr[: port]
Context: server config

Status: core

Conpatibility: Apache 1.3
NameVirtualHost

addr IP

NarmeVi rt ual Host 111. 22. 33. 44

NameVirtualHost IP
IP
_default NameVirtualHost
IP NameVirtualHost
VirtuaHost

NanmeVi rt ual Host 111. 22. 33. 44: 8080
3
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Options

Syntax: Qptions [+|-]option [+ -]option ...

Context: server config, virtual host, directory, .htaccess
Override: Options

Status: core

Options
option None
e All
MultiViews
® [ExecCGl
Cal
® FollowSymLinks
symbolic links
<Directory>
<L ocation>
® |ncludes

SSI  Seaver-side includes
® IncludesNOEXEC
SS|I  Server-side includes H#exec #include

® |ndexes
URL Directorylndex
index.html
® MultiViews
Content Negotiation MultiViews
® SymLinkslfOwnerMatch

<Location>
Options
Options + -

+ -

<Directory /web/docs>

Options | ndexes Fol | owSynLi nks

</Directory>

<Directory /web/docs/ spec>

Opti ons | ncl udes

</Directory>
/web/docs/spec Includes Options
+ -

<Directory /web/docs>
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Opti ons | ndexes Fol | owSynii nks
</Directory>

<Directory /web/ docs/ spec>
Options +Incl udes -1 ndexes

</Directory>

PidFile

Port

/web/docs/spec FollowSymLinks
-IncludesNOEXEC -Includes
Syntax: PidFile filenane
Default: PidFile |ogs/httpd.pid
Cont ext: server config
Status: core
PidFile ID
ServerRoot PidFile
ID PidFile 7
PidFile ID
Syntax: Port number
Default: Port 80
Context: server config
Status: core
number 0 65535
http 80
Port Apache
) Listen  BindAddress
Port <VirtualHost>
Listen BindAddress
® Port SERVER_PORT
URL
UseCanonicalName
Port
Port ServerName
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UseCanonicaName
Port 80  Unix 1024

80
Apache
User
80
1023 8000

User

require

Syntax: require entity-nane entity entity...
Context: directory, .htaccess
Override: AuthConfig

Status: core
® require user 1 2...
® require group 1 2.
® require vaid-user
require <Limit>

Aut hType Basi c
Aut hNarme sonedomai n
Aut hUser Fi | e / web/ users
Aut hG oupFi | e / web/ gr oups
<Limt CET PCST>
requi re group admn
</Limt>
Require AuthName  AuthType AuthUserFile  AuthGroupFile

ScriptinterpreterSource

Syntax: ScriptlnterpreterSource 'registry' or 'script'
Defaul t: ScriptlnterpreterSource script

Context: directory, .htaccess
Status: core W ndows

Apache 1.3.5 CGl
‘o ScriptlnterpreterSource
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Apache Windows .pl

ServerAdmin

Syntax: Server Adm n enmil - addr ess
Context: server config, virtual host
Status: core

ServerAdmin Email

Server Adm n www adni n@ oo. bar. com

ServerAlias

Syntax: ServerAlias hostl host2 ...
Context: virtual host

Status: core

Conpatibility: Apache 1.1
ServerAlias

ServerName

Syntax: ServerName fully-qualified domain name

Context: server config, virtual host

Status: core

ServerName URL

monster.wibble.com

Server Namre www. wi bbl e. com

ServerPath

Synt ax: Server Pat h pat hname
Context: virtual host

Status: core

Conpatibility: Apache 1.1
ServerPath
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ServerRoot

Syntax: ServerRoot directory-fil enanme

Def aul t: ServerRoot /usr/local/apache

Context: server config

Status: core

ServerRoot conf/ logs

ServerRoot

ServerType

Syntax: ServerType type
Defaul t: ServerType standal one
Context: server config
Status: core

Windows
ServerType

® inetd
Unix  inetd [etc/inetd.conf

® standaone
/etc/rc.loca
fetc/rc3.d/....
Inetd

Standalone ServerType
Apache standalone

Satisfy

Syntax: Satisfy 'any' or 'all'’
Default: Satisfy all

Context: directory, .htaccess
Status: core

Conpatibility: Apache 1.2
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adlow  require
Ialll lar.]yl
/
lIaIIII
Ilanyll
ThreadsPerChild
Synt ax: ThreadsPer Chi | d nunber
Defaul t: ThreadsPer Child 50
Cont ext: server config
Status: core (W ndows)
Conpatibility: W ndows Apache 1.3
Unix Unix StartServers  MaxRequestsPerChild
TimeOut
Synt ax: Ti neQut nunber
Default: TinmeQut 300
Context: server config
Status: core
TimeOut Apache
1. GET
2. POST PUT TCP
3. ACK TCP
1.2 1200
300
UseCanonicalName
Synt ax: UseCanoni cal Nane on| of f
Def aul t: UseCanoni cal Nane on
Context: server config, virtual host, directory, .htaccess
Override: Options
Conpatibility: Apache 1.3
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Apache URL URL
UseCanonicalName on 1.3 Apache ServerName  Port
URL cal
SERVER_NAME SERVER PORT
UseCanonicalName off Apache
URL URL
cal SERVER NAME  SERVER_PORT
WwWw
URL
http://www/splat “or Apache
http://www.domain.com/splat/
WWwW www.domain.com UseCanonicalName of f
Apache http://www/splat/
CGl SERVER_NAME
cal SERVER_NAME URL
User
Synt ax: User unix-userid
Default: User #-1
Context: server config, virtual host
Status: core
User ID UNIX
standalone unix-userid
)
o #
HTTP
Apache
mod_proxy
CacheRoot

<VirtualHost>

Syntax: <Virtual Host addr[:port] ...> ...
Context: server config
Status: Core.
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Conpatibility: 1P Apache 1.1
Conpatibility: Apache 1.2
<VirtuaHost> </Virtuad Host>

<VirtuaHost>

Addr
[ ) IP
[ ] IP

<Virtual Host 10.1.2.3>

Server Adm n webmast er @ost . f 00. com
Docurent Root /www/ docs/ host. f 00. com
Server Nanme host. foo.com

ErrorLog | ogs/ host.foo.comerror_| og
TransferLog | ogs/ host. foo.comaccess_| og
</ Vi r t ual Host >

VirtuaHost IP
ifconfig
VIF SunOS TM
“ _default ”
IP “ _default_ "

<VirtualHost>  Apache
BindAddress Listen
3

5.2.2. mod_proxy

Pr oxyRequest s

Pr oxyRenot e

Pr oxyPass

Pr oxyPassRever se
Pr oxyBIl ock

Al | oWwCONNECT

Pr oxyRecei veBuf fer Si ze
NoPr oxy
ProxyDomai n
ProxyVi a
CacheRoot
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CacheSi ze
CacheMaxExpire

CacheDef aul t Expire
CachelLast Modi f i edFact or
CacheCcl nt erval
CachebDirLevel s

CacheDi r Lengt h

CacheFor ceConpl eti on
NoCache

ProxyRequests

Syntax ProxyRequests on/of f

Def aul t ProxyRequests O f

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility ProxyRequests Apache 1.1
Apache
ProxyRequests ‘of f* ProxyPass
ProxyRemote

Syntax ProxyRenote <nmatch> <renote-server>
Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e  nod_pr oxy

Conpatibility ProxyRenote Apache 1.1
proxy proxy <match>
URL URL !
<remote-server> URL

<renote-server> = <protocol > //<hostname>[ port]
<protocol > "http"
ProxyRenote http //goodguys .conl http://mrrorguys. com 8000
ProxyRermote * http://cleversite.com
ProxyRemote ftp http://ftpproxy.nydomai n. com 8080
proxy FTP HTTP proxy proxy
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ProxyPass

Syntax ProxyPass <pat h> <url >

Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility ProxyPass Apache 1.1
<path> <url> URL
http://wibble.org/

ProxyPass /mrror/foo/ http://foo.con
<http://wibble.org/mirror/foo/bar>
<http://foo.com/bar>  proxy

ProxyPassReverse

Syntax ProxyPassReverse <path> <url >
Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility ProxyPassReverse Apache 1.3.6
Apache HTTP Location URL
Apache proxy
HTTP proxy
<path> <url> URL ProxyPass
http://wibble.org/
Pr oxyPass Imrror/foo/ http://foo.com

ProxyPassReverse /mrror/foo/ http://foo.com

<http://wibble.org/mirror/foo/bar>

<http://foo.com/bar>  proxy ProxyPass foo.com
http://foo.com/bar  foo.com http://foo.com/quux Apache
HTTP http://wibble.org/mirror/foo/quux
ProxyPassReverse mod_rewrite  proxy pass-through
ProxyPass
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AllowCONNECT

Syntax Al | owCONNECT <port |ist>

Def aul t Al | ownCONNECT 443 563

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility Al owCONNECT Apache 1.3.2
AllowCONNECT proxy  CONNECT
HTTPS HTTP CONNECT
https 443 snews 563 AllowCONNECT
ProxyBlock

Syntax  ProxyBl ock <word/host/domain |ist>
Def aul t None
Cont ext server config virtual host
Override
Status Base
Modul e nod_pr oxy
Conpatibility ProxyBl ock Apache 1.2
ProxyBlock
HTTP HTTPS FTP proxy

IP

ProxyBl ock j oes-garage. com some-host. co. uk rocky.wot samatt au. edu

‘rocky.wotsamattau.edu’ IP
'wotsamattaur ‘wotsamattau.edu’

ProxyBl ock *

ProxyReceiveBufferSize

Syntax ProxyRecei veBufferSi ze <bytes>

Def aul t None

Cont ext server config virtual host

Override

Status Base

Modul e nod_pr oxy

Conpatibility ProxyReceiveBufferSize Apache 1.3
ProxyReceiveBufferSize HTTP FTP
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512 0
Pr oxyRecei veBuf fer Si ze 2048

NoProxy

Syntax NoProxy { <Domai n> | <SubNet> | <I|pAddr> | <Hostnanme> }
Def aul t None

Cont ext server config virtual host

Override

Status Base

Modul e nod_pr oxy

Conpatibility NoProxy Apache 1.3
Intranet Apache NoProxy
IP
proxy ProxyRemote
proxy

ProxyRenote * http://firewall. myconpany.com 81

NoPr oxy . hyconpany. com 192. 168. 112. 0/ 21
NoProxy
[ J

“ DNS DNS

.com . apache. org

DNS
DNSA “u
DNS
.MyDomain.com .mydomain.com. o
DNS
°
IP
0
8
192. 168 192.168.0.0
192.168.0.0 16 255.255.0.0
192.168. 112. 0/ 21
192.168.112.0/21 21 255.255.248.0
32 IP
0.0.0.0/0 _Default_ IP
e |P
IP Internet
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DNS
192.168.123.7
IP DNS Apache
([ ]
DNS DNS
IP IP
IP
prep.ai.mt.edu ww. apache. or g.
IP DNS
Apache PPP
DNS
WWW.MyDomain.com www.mydomain.com.
ProxyDomain
Syntax ProxyDonmai n <Donai n>
Def aul t None
Cont ext server config virtual host
Override
Status Base
Modul e nod_pr oxy
Conpatibility ProxyDomain Apache 1.3
Intranet Apache ProxyDomain
Apache
ProxyRenote * http://firewall. myconmpany.com 81
NoPr oxy . nyconpany. com 192. 168. 112. 0/ 21
Pr oxyDonai n . myconpany. com
ProxyVia
Syntax ProxyVia { off | on | full | block }
Def aul t ProxyVi a of f
Cont ext server config virtual host
Overri de
Status Base
Modul e nod_pr oxy
Conpatibility ProxyVia Apache 1.3.2
HTTP Via proxy
proxy RFC2068 HTTP/1.1 Via
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o of f Via
o on Via
(] full Via Apache
° block proxy Via
Via

CacheForceCompletion

Syntax CacheFor ceConpl eti on <percent age>
Def aul t 90

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility CacheForceConpl etion Apache 1.3.1
HTTP
CacheForceCompletion
1 100 0 100
60 D
CacheRoot

Syntax CacheRoot <directory>

Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility CacheRoot Apache 1.1
User
CacheRoot proxy CacheRoot
ProxyRequests On proxy
CacheSize

Syntax CacheSize <size>

Def aul t CacheSi ze 5

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy
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Conpatibility CacheSize Apache 1.1
KB 1024
20 40% CacheGclnterval

CacheGclinterval

Syntax CacheCGclnterval <tinme>

Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility CacheCGecinterval Apache 1.
<time> CacheSize
<time> CacheGclnterval 1.5

CacheGclnterval
CacheMaxExpire

Syntax CacheMaxExpire <ti nme>

Def aul t CacheMaxExpire 24

Cont ext server config virtual host

Override

Status Base

Modul e nod_pr oxy

Conpatibility CacheMaxExpire Apache 1.1

HTTP <time>
<time>

CachelLastModifiedFactor

Syntax CachelLast Modi fi edFact or <factor>

Def aul t CachelLast Modi fi edFactor 0 1

Context server config virtual host

Override

Status Base

Modul e nod_pr oxy

Conpatibility CachelLastMdifiedFactor Apache 1.1

HTTP
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expiry-period = tine-since-last-nodification * <factor>

10 <factor> 0.1

CacheMaxExpire

CacheDirLevels

Syntax CacheDirlLevel s <l evel s>
Def aul t CacheDirLevels 3

Cont ext server config virtual host

Override
Status Base

Modul e nod_pr oxy

Conpatibility CacheDirlLevels Apache

CacheDirLevels
CacheRoot <levels>

CacheDirLength

Syntax CacheDbirLength <l engt h>
Def aul t CacheDirLength 1

Cont ext server config virtual host

Override
Status Base
Modul e nod_pr oxy

Conpatibility CacheDirlLength Apache

CacheDirLength

CacheDefaultExpire

Syntax CacheDefaul t Expire <tinme>
Def aul t Cache
Defaul t Expire 1

Cont ext server config virtual host

Override

Status Base

Modul e nod_pr oxy

Conpatibility CacheDefaul t Expire

CacheMaxExpire
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NoCache

Syntax NoCache <word/ host/domain |ist>
Def aul t None

Cont ext server config virtual host
Override

Status Base

Modul e nod_pr oxy

Conpatibility NoCache Apache 1.1
NoCache HTTP
FTP proxy
IP
NoCache j oes-garage. com sone- host. co. uk bul | wi nkl e. wot samat t au. edu
'bullwinkle.wotsamattau.edu’ IP
‘wotsamattau' ‘wotsamattau.edu’
NoCache *
5.2.3. mod_cqgi CGl
mod_cgi
ScriptLog

Syntax: ScriptLog fil ename

Defaul t: none

Context: server config

Status: nod_cgi

ScriptLog CGl ScriptLog Cal
Cal filename

User

Cal Cal

ScriptLogLength

Syntax: ScriptLogLength size
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Default: 10385760

Context: server config

Status: nod_cgi

ScriptLogL ength CGl
Cal

ScriptLogBuffer

Synt ax: ScriptLogBuffer size
Default: 1024
Context: server config
Status: nod_cgi
PUT POST
1024

5.2.4. mod_access

al | ow

all ow fromenv=
deny

deny from env=

or der

allow

Syntax: allow from host host
Context: directory, .htaccess
Override: Limt

Status: Base

Mbdul e: nod_access

dlow Host
e 4l
°
) IP
IP
® |P
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IP 1 3
] / Apache 1.3
ab.cd P W.X.y.Z
10.1.0.0/255.255.0.0
() nnn CIDR Apache 1.3
nnn nnn
10.1.0.0/255.255.0.0

alow from .ncsa.uiuc.edu

bar.edu foobar.edu
deny order BrowserMatch
Syntax: allow from env=vari abl enane
Context: directory, .htaccess
Override: Limt
Status: Base
Mbdul e: nod_access
Conpatibility: Apache 1.2
allow from env

Br owser Mat ch "KnockKnock/ 2.0 let_nme_in
<Directory /docroot>

order deny, al | ow

deny fromall

allow fromenv=let_ne_in
</Directory>

KnockKnock/2.0
deny fromenv  order

deny

Syntax: deny from host host

Context: directory, .htaccess

Override: Limt

Status: Base

Modul e: nobd_access

deny Host

deny from 16

alow  order
Syntax: deny from env=vari abl enane

Context: directory, .htaccess
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Override: Limt

Status: Base

Mbdul e: nmod_access
Conpati bility: Apache 1.2
deny from env

Br owser Mat ch “BadRobot/ 0.9 go_away
<Directory /docroot >

order all ow, deny

allow fromall

deny from env=go_away
</Directory>

BadRobot/0.9
allow fromenv  order

order

Syntax: order ordering

Defaul t: order deny, al |l ow

Context: directory, .htaccess

Override: Limt

Status: Base

Mbdul e: nod_access

order dlow  deny Ordering

® deny,alow

deny dlow
® dlow,deny
alow deny
FORBIDDEN
® mutual-falure
alow deny
alow  deny “

order deny, al | ow

deny fromall

al low from.ncsa. ui uc. edu
ncsa.uiuc.edu

5.2.5.

) mod_auth
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Aut hG oupFi | e
Aut hUserFi | e
Aut hAut horitative

e mod_auth_anon
Anonynous
Anonynous_Aut horitative
Anonynous_LogEnai |
Anonynous_Mist G veEmai |
Anonynmous_NoUser | D
Anonynous_Veri f yEnai |

) mod_auth_db
Aut hDBGr oupFi | e
Aut hDBUser Fi | e
Aut hDBAut hori tative

] mod_auth_dbm
Aut hDBM> oupFi | e
Aut hDBMJser Fi | e
Aut hDBMAut horitative

(] mod_digest
Aut hDi gestFi l e

AuthGroupFile

Syntax AuthGoupFile filenanme
Cont ext directory . htaccess
Override AuthConfig
Status Base
Modul e nod_aut h
AuthGroupFile

Filename

ServerRoot

nygroup: bob joe anne
AuthDBM GroupFile
AuthGroupFile

AuthName AuthType AuthUserFile

AuthUserFile

Syntax AuthUserFile filenane
Cont ext directory . htaccess
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Override AuthConfig
Status Base
Modul e  nod_auth
AuthUserFile
Filename
ServerRoot
Windows
htpasswd ap ap_md5.c ap_MD5Encode
[ 11 ]
[ Apache 11 -salt]"$"[ MD5 ]
[Apache ] "$aprl$" | -salt]
srand rand ap_md5.c to64
8 [MD5 ] [Apache
10 -salf]
[Apache
] Apache
[Apache ] [MD5 ]
Unix crypt()
AuthDBMUserFile
AuthUserFile
AuthName AuthType AuthGroupFile
AuthAuthoritative
Syntax AuthAuthoritative < on(default) | off >
Cont ext directory . htaccess
Override AuthConfig
Status Base
Modul e  nod_auth
off
/
mod_auth_db mod_auth
/
/ 401
WWW /
/
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Authorization Required ”
NCSA
AuthName AuthType AuthGroupFile

Anonymous

Syntax  Anonynopus user user
Def aul t none

Cont ext directory .htaccess
Override AuthConfig

Status Extension

Modul e nod_aut h_anon

ID

Anonynmous anonynous "Not Regi stered” ‘I
‘anonymous
'I Don't Know'

Anonymous_Authoritative

Syntax Anonynous_Authoritative on | off
Def aul t Anonynous_Aut horitative off
Cont ext directory .htaccess
Override AuthConfig
Status Extension
Modul e nod_aut h_anon
‘on'
ID Anonymous

Anonymous_LogEmail

Syntax  Anonynous_LogEmail on | off
Def aul t Anonynous_LogEmai | on

Cont ext directory .htaccess
Override AuthConfig

Status Extension
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Modul e  nod_aut h_anon

on

Anonymous_MustGiveEmail

Syntax  Anonynous_Mist G veEmail on | off
Def aul t Anonynous_Mist G veEnai | on

Cont ext directory .htaccess

Override AuthConfig

Status Extension

Modul e  nod_aut h_anon

emall
Anonymous_NoUserID

Syntax  Anonynous_NoUser|I D on | off
Def aul t Anonynous_NoUser | D of f
Cont ext directory .htaccess
Override AuthConfig
Status Extension
Modul e  nod_aut h_anon
‘on' ID

Anonymous_VerifyEmail

Syntax  Anonynous_VerifyEmail on | off
Def aul t Anonyrous_Veri fyEmai | of f
Cont ext directory .htaccess
Override AuthConfig
Status Extension
Modul e nod_aut h_anon
on' ‘@
email Auth_L ogEmail
access.conf
Anonynous_NoUser | d of f

Anonynous_Must G veEnai | on

Anonynous_Veri fyEmail on

Anonynous_LogEmai | on

Anonynpus anonynmous guest www test wel cone

Aut hName Use 'anonynous' & Emmil address for guest entry
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Aut hType basic

# An Aut hUser Fi | e/ Aut hDBUser Fi | e/ Aut hDBMJser Fi | e
# directive nust be specified or use

# Anonynous_Aut horitative for public access.

#1n the .htaccess for the public directory add
<Files *>

order deny allow

allow fromall

require valid-user

</Files>
° Anonymous_NoUserld
° Anonymous_MustGiveEmail
° email '@
Anonymous_VerifyEmail
) ‘anonymous' ‘'guest’ ‘www' ‘test’ ‘welcome
() Email Anonymous_L ogEmail

GDM  mSQL

AuthDBGroupFile

Syntax Aut hDBG oupFile filenane

Cont ext directory .htaccess

Override AuthConfig

Status Extension

Modul e mod_aut h_db

AuthDBGroupFile DB
Filename

“ ”

AuthDBGroupFile

DB

DB

Aut hDBGr oupFi | e / www/ user base

Aut hDBUser Fi | e / ww// user base

Unix DB
Uni x [ ]
“o Unix crypt()

Windows AuthUserFile
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AuthName AuthType  AuthDBUserFile

AuthDBUserFile

Syntax AuthDBUserFile fil enane
Cont ext directory .htaccess
Override AuthConfig

Status Extension

Modul e  nod_auth_db
AuthDBUserFile

Filename
Unix
AuthUserFile
AuthDBUserFile
Apache "dbopen" DB
NULL
NULL DB

AuthName AuthType AuthDBGroupFile

AuthDBAuthoritative

Syntax  Aut hDBAut horitative < on(default) | off >
Cont ext directory .htaccess
Override AuthConfig
Status Base
Modul e  nod_aut h
AuthDBA uthoritative ‘of f'
on'

AuthName AuthType AuthDBGroupFile

AuthDBMGroupFile

Syntax Aut hDBMG oupFil e fil ename
Cont ext directory .htaccess
Override AuthConfig

Status Extension

Modul e  nod_aut h_dbm
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AuthDBMGroupFile
Filename

“ ”

AuthDBMGroupFile

DBM

DBM

AuthDBMGroupFile /www/userbase

AuthDBMUserFile /www/userbase

Unix DBM

Unix [ ]
Unix
Windows AuthUserFile

AuthName AuthType  AuthDBMUserFile

AuthDBMUserFile

Syntax Aut hDBMJserFile fil ename
Cont ext directory .htaccess
Override AuthQonfig

Status Extension

Modul e  nod_aut h_dbm
uthDBMUserFile

Filename
Unix
AuthUserFile
AuthDBMUserFile
Apache "dbm_open" DBM
NULL
NULL DBM

AuthName AuthType AuthDBM GroupFile

AuthDBMAuthoritative

Syntax  Aut hDBMAut horitative < on(default) | off >
Cont ext directory .htaccess
Override AuthConfig
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Status Base
Modul e nod_aut h
AuthDBMAuthoritative 'of f*
lonl

“ ”

AuthName AuthType

AuthDigestFile

Syntax: AuthDigestFile fil ename

Context: directory, .htaccess

Override: AuthConfig

Status: Base

Modul e: nod_di gest

AuthDigestFile

Filename

htdigest htdigest
mod_digest.c

5.2.6. mod_log_config

Cooki eLog
Cust onLog

Cust onmLog
LogFor mat

Tr ansf er Log

CookieLog
Syntax  Cooki eLog fil enanme
Cont ext server config virtual host
Modul e  nmod_cooki es
Conpatibility Apache 1.2
Cookielog cookies
mod_cookies
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CustomLog

Syntax Custonlog fil e-pipe format-or-ni cknane
Cont ext server config virtual host
Status Base
Conpatibility Apache 1.3
Modul e  nod_l og_config
TransferLog

format L ogFormat
format
LogFormat

CustomLog

Syntax Custonlog fil e-pi peformat-or-ni cknane env=[!]environment-vari abl e
Cont ext server config virtual host

St at us Base

Conpatibility Apache 1.3.5
Modul e nod_l og_config
CustomLog ‘env="
‘env=Inam¢e

mod_setenvif /  mod_rewrite
GIF

Set Envlf Request URI \.gif$ gif-inmge
Custonliog gi f-requests.|l og comon env=gif -inage

Cust onLog nongi f-requests.| og common env=!gif-imge

LogFormat

Syntax LogFormat format [nicknane]
Def aul t LogFormat "% % % % \"%W\" % %"
Cont ext server config virtual host
Status Base
Conpatibility Apache 1.3
Modul e  nod_l og_config

TransferLog

7 10
nickname L ogFormat
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CustomLog
L ogFormat

TransferLog

Syntax TransferlLog file-pipe

Def aul t none

Cont ext server config virtual

Status Base

Modul e nod_l og_config

TransferLog
°
ServerRoot
° I
agent
TransferLog

5.2.7.mod_status

mod_status
Ext endedSt at us

ExtendedStatus

Synt ax: ExtendedStatus On| O f
Def aul t: ExtendedStatus O f
Cont ext: server config
Status: Base

Mbdul e: nod_st at us
Conpatibility: ExtendedStatus

5.2.8. mod_headers

host

Apache 1.3.2

nickname

LogFormat

mod_status
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<Files>

access. conf

. htaccess

Header
Header
Syntax Header [ set | append | add ] header val ue
Syntax Header unset header
Cont ext server config virtual host
Status optional
Modul e  nod_header
HTTP
® set
® append
HTTP
® odd
llmpmdll
® unset
add append set
unset
Header
Header
<Directory> <L ocation>
Header
1.
2.
3. <Directory> .htaccess
4. <L ocation>
5. <Files>

Header append Aut hor "John P. Doe"
Header unset Aut hor

Author
Header

Author
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5.2.9. mod_info

mod_info
AddModul el nf o

AddModulelnfo

Syntax: AddModul el nfo nodul e-nane string
Context: server config, virtual host
St atus: base
Modul e: nod_br owser
Conpati bility: Apache 1.3
HTML

AddMbdul el nfo nbd_auth. c ' See <A HREF="/docs/ nod/ nod_auth. htd " >
/ docs/ mod/ nod_aut h. ht m </ A>

3
5.3.1. proxy
mod_proxy
httpd.conf ‘o
LoadMbdul e proxy_nodul e nobdul es/ ApacheMbdul eProxy. dl |
Apache LoadModule mod_proxy

ProxyRequest CacheRoot
mod_proxy
proxy mod_proxy LoadModule

ProxyHunter

Apache
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5.3.2. auth

Apache
Apache

proxy IP
<Directory proxy:*>
O der deny, al | ow
deny fromall
al l ow from 159. 226. 42. 66 159. 226. 42. 67 159. 226. 42. 68 159. 226. 42. 69
al | ow from 159. 226. 42. 93 159. 226. 42. 92 159. 226. 42. 91 159. 226.42.71

</Directory>

<Directory proxy:* > proxy:*
proxy Apache proxy
URL proxy http proxy mod_proxy
Order deny,dlow deny dlow deny

alow
deny from all
al l ow from 159. 226. 42. 66 159. 226. 42. 67 159. 226. 42. 68 159. 226. 42. 69
al  ow from 159. 226. 42. 93 159. 226. 42. 92 159. 226. 42. 91 159. 226.42.71
159.226.42.66 159.226.42.67 159.226.42.68 159.226.42.69 159.226.42.93
159.226.42.92 159.226.42.91 159.226.42.71 IP proxy
<Directory> /| <Files>

URL <L ocation>
proxy <Directory>
<L ocation> proxy <L ocation>
<Location>
2.
1. ServerRoot bin htpasswd htpasswd -c <passwd file
path>
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2. htpasswd -m <passwd file path> <new user name>

3.
<Directory *>
O der deny, al | ow
allow from al |
Aut hUser Fil e <passwd fil e path>
Aut hNane AnyName
Aut hType basic
require valid-user
</ Directory>
4, Apache
IP
<Directory proxy:*>
O der deny, al | ow
deny fromall
al  ow from 159. 226. 42. 66 159. 226. 42. 67 159. 226. 42. 68 159. 226. 42. 69
al l ow from 159. 226. 42. 93 159. 226. 42. 92 159. 226. 42. 91 159. 226.42.71
Aut hUser Fil e control / passwd
Aut hNanme Pr oxyOnHonenet wor k
Aut hType basic
require valid-user

</Directory>

IP

AccessFi | eNane . htaccess
.htaccess

<Files .htaccess>
O der al |l ow, deny
Deny fromall

</Files>

2. .htaccess

Aut hUser Fil e \control\ passwd

Aut hGroupFi |l e Nul |

Aut hNanme AnyNaneFor User Tol denti f yTheDomai n
Aut hType basic
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<Limt GET>
requi re user homne
</Limt>

AuthUserFile AuthGroupFile

<Limit> GET require user home
home
IP

3.

Apache htpasswd

groupl userl1l userl12 userl13 ...
group2 user2l user22 user23 ...
htpasswd Apache

5.3.3.1og

LogLevel LogFormat CustumLog ErrorLog
1. ErrorLog logs/error.log
2. LogLevel warn

3. LogFormat "%m% %% \"%\" %s % \"% Referer}i\" \"% User-Agent}i\""
conbi ned

4. LogFormat "% % % % \"%\" %s %" conmon

5. LogFormat "% Referer}i -> %J' referer

6. LogFormat "% User -agent}i" agent

Custonlog | ogs/access. | og comon
CustomLog logs/referer.log referer
9. Custonlog | ogs/agent.|og agent
10. #Custonlog | ogs/ access. | og conbi ned

logs/error.log

——combined common referer
agent common
referer
URI agent
combined
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logs/access.log logdrefererlog  logsagent.log common
referer agent
combined logs/access.log

5.3.4. virtual hosts

Apache IP
11
IP IP
HTTP1.1
Host
HTTPL.1
RFC2068 HTTP1.1 52 1951
Apache
Apache man server <VirtualHost>
——vhosts <VirtualHost>
Port, ServerName, ServerPath
ServerAlias
Port 80 ServerPath  ServerAlias ServerName
IP
Port Apache
Listen URL
Apache
<VirtuaHost>
IP NameVirtualHost
IP IP
NameVirtualHost IP
NameVirtualHost <VirtualHost>
IP:Port NameVirtua Host
NameVirtualHost <VirtualHost>

<VirtuaHost>
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NameVirtua Host

“ default_*”

1. Hash table lookup
_default
IP
2. IP
IP
3.
IP
Host
Host
Apache
HTTP1.0
ServerPath
4,
TCPIP IP
5.
URL
URL
proxy
(] ServerAlias  ServerPath

Apache

Host

URL

-01-
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1P _default_

IP
Host
ServerName  ServerAlias
Host
URI
URL
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proxy
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[ ] Host
® ServerPath
Host
[ ) IP P
®  default_
*
[ ] Host
_default
1P
[ ) IP
1 1P ——111.22.33.44 111.22.33.55

server.domain.tld www.otherdomain.tld  www.domain.tld CNAME

Port 80

Docurnent Root /ww/ domai n

Server Nane www. domai n.tld

<Virtual Host 111.22.33.55>

Docunent Root /www/ ot her domai n

Server Nane www. ot her domai n. tl d

</ Vi rt ual Host >

www.domain.tld 111.22.33.44 www.otherdomain.tld
111.22.33.55
2 1
Port 80

Server Nane server.domain.tld

<Virtual Host 111.22. 33. 44>
Docurnent Root /ww/ domai n

Server Nane www. domai n.tld

</ Vi rt ual Host >

<Virtual Host 111.22.33. 55>

Docunent Root /www/ ot her domai n

Server Name www. ot herdomain.tld

</ Vi r t ual Host >
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localhost IP
IP
3 IP ——111.22.33.44 111.22.33.55
server.domaintld  www.otherdomain.tld  www.domain.tid CNAME
80 www-cache.domain.tld 8080
Port 80

Li sten 111.22.33.44:80
Li sten 111.22. 33.55:8080
Server Nanme server.domain.tld

<Virtual Host 111.22. 33. 44: 80>
Docunent Root /www/ donai n
Server Name www. domai n.tld

</ Vi r t ual Host >

<Virtual Host 111.22. 33.55: 8080>
Server Name ww«+ cache. domain.tld

<Directory proxy:>
order deny, al | ow
deny fromall
allow from 111. 22. 33
</Directory>

</ Vi r t ual Host >

Listen
Listen www.smallco.com:80
VirtualHost
VirtuaHost ServerAdmin  ServerName

DocumentRoot ErrorLog  TransferLog  CustomLog
<Vi rt ual Host www. smal | co. conp
Server Adnm n webmaster @mi |l . smal | co. com
Docunent Root /groups/ smal | co/ www
Server Name www. snal | co. com
ErrorLog /groups/smallco/logs/error_|og
TransferLog /groups/smallco/l ogs/access_| og
</ Vi rt ual Host >

<Vi r t ual Host www. baygr oup. or g>

Server Adnmi n webnast er @rai | . baygr oup. org
Docunent Root / gr oups/ baygr oup/ www

Ser ver Nane www. baygr oup. or g
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ErrorLog /groups/baygroup/logs/error_|og
TransferLog /groups/ baygroup/| ogs/access_| og
</ Vi rt ual Host >

www.smallco.com  www.baygroup.org IP
DNS
°
1 IP ——111.22.33.44 server.domain.tid
CNAME ——www.domaintld  www.sub.domain.tld
Port 80

Server Nane server.domain.tld
NameVi rt ual Host 111. 22. 33. 44

<Virtual Host 111.22. 33. 44>
Docunent Root /www/ donai n

Server Name ww. domain.tld
</ Vi rt ual Host >

<Virtual Host 111.22. 33. 44>
Docurent Root / www subdomai n

Server Nane www. sub. domain.tld

</ Vi rt ual Host >

localhost /
locd host www.domain.tld 111.22.33.44
2 IP ——111.22.33.44 111.22.33.55
serverl.domaintld  server2.domain.tld www.domain.tld
www.otherdomain.tld
* sub.domain.tld server
name www.sub.domain.tld 111.22.33.55

Port 80

Server Nanme www. domai n.tld
Docunent Root /www/ donai n
NanmeVi rtual Host 111.22. 33.55
<Virtual Host 111.22.33.55>
Docunent Root /www/ ot her domai n

Server Name www. ot herdomain.tld

</ Vi r t ual Host >

-94-



WWW ——Apache

<Virtual Host 111.22.33.55>
Docunent Root /ww/ subdonai n
Server Name www. sub. donmain.tld

ServerAlias *.sub.domain.tld

</ Vi rt ual Host >
111.22.33.55 111.22.33.55
Host www.otherdomain.tld
NameVirtualHost IP
IP NameVirtualHost IP
<VirtualHost>

Port 80
Server Nane ww. dtl.ict.ac.cn
NanmeVi rt ual Host 159. 226. 42. 93

<Virtual Host 159.226. 42. 93>

Server Adm n user nane@onai nnanel

Docunent Root "d:/Program Fi | es/ Apache G oup/ Apache/ ht docs"
Server Name homeserver.ict.ac.cn

ErrorLog | ogs/error.|og

TransferLog | ogs/access. | og

</ Vi r t ual Host >

<Vi rtual Host 159. 226. 42. 93>

Server Adm n user nane@onai nnane2

Docunent Root "d:/Program Fi | es/ Apache G oup/ Apache/ ht docs/ hone93"
Server Name honme93.ict.ac.cn

ErrorLog | ogs/ hone93/error. | og

TransferLog | ogs/ hone93/access. | og

</ Vi r t ual Host >

<Virtual Host 159. 226. 42. 9>

Server Adm n user nane@onai nnane3

Docunent Root "d:/Program Fi | es/ Apache G oup/ Apache/ ht docs/ hone9"
Server Name hone9.ict.ac.cn

ErrorLog | ogs/ hone9/error.|og

TransferLog | ogs/ home9/ access. | og

</ Vi rt ual Host >
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homeserver.ict.ac.cn home93.ict.ac.cn home9.ict.ac.cn

1P 159.226.42.93 159.226.42.93
IP 1P
IP DNS
WWW
o
IP 111.22.33.44 www.domain.tld
DNS
Li sten 80
Li sten 8080

Server Nanme www. domai n.tld
Docunent Root /www/ donai n

<Virtual Host 111.22. 33. 44: 8080>
Docunent Root / wwwW/ domai n2

</ Vi rt ual Host >
www.domain.tld 80

® ServerPath
HTTP/1.0 Apache

/www/subdomain/index.html
URL
NameVi rt ual Host 111. 22. 33. 44

<Virtual Host 111.22. 33. 44>

# primary vhost

Docurent Root /www/ subdomai n

Rewr i t eEngi ne On

RewiteRule ~/.* /ww/ subdomai n/index. htm

</ Vi r t ual Host >
<Virtual Host 111.22. 33. 44>
Docunent Root / www/ subdonmai n/ subl

Server Nane www. subl. domain.tld
ServerPath /subl/
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Rewr i t eEngi ne On
RewriteRule ~(/subl/.*) /ww/ subdomai n$1

</ Vi rt ual Host >

<Virtual Host 111.22. 33. 44>

Docunent Root /www// subdonai n/ sub2

Server Name www. sub2. domain.tld

Server Path /sub2/

Rewr i t eEngi ne On

RewriteRule ~(/sub2/.*) /ww subdonmai n$1

</ Vi r t ual Host >

ServerPath http://www.subl.domain.tld/subl/ subl
http://www.subl.domain.tld/ Host
subl
Host http://www.sub2.domain.tld/subl/
subl
RewriteRule Host URL
URL RewriteRule
Apache
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6 Apache

Apache Apache
Apache o
Apache
1

Apache Apache

AP
1. module
2.
3. command _rec
4, handler rec
5. module

Apache Apache
module
handler_rec content_type
Apache
3
Apache
create server_config  create_default_per_dir_config
Apache ap_single_module_config

module init
Apache “ i
“ ” “ API"
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2 Apache API

Apache AP

Apache

Apache

6.2.1.

AP

Apache

MIME
Fixup

CGl

Apache

Apache

Netscape

URI

MIME

SetEnv

OK DECLINED

DECLINED

HTTP
ErrorDocument

-90-
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MIME 1
MIME
Y MIME
MIME
MIME
request_rec
OK DECLINE
Cal cal
ScriptAlias
CGl
Cal cal
ScriptAlias ScriptAlias
ScriptAlias
ScriptAlias
CGl ScriptAlias
pool source pool 7 3
cmd_parms
Cal

/* Declarations of handlers. */

int translate_scriptalias (request_rec *);
int type_scriptalias (request_rec *);
int cgi_handler (request_rec *);

/* Subsidiary dispatch table for response-phase handl ers,

handl er _rec cgi _handl ers[] = {

-100-
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{ "application/x-httpd-cgi", cgi_handler },
{ NULL }
h

/* Declarations of routines to mani pulate the nodul e's configuration
* info. Note that these are returned, and passed in, as void *'s;

* the server core keeps track of them but it doesn't, and can't,

* know their internal structure

*/

voi d *make_cgi _server_config (pool *);

void *merge_cgi _server_config (pool *, void *, void *)

/* Declarations of routines to handle config-file comrands */

externchar *script_alias(cnd_parns *, void*per_dir_config, char *fake, char

*real);

comand_rec cgi _cnds[] = {

{ "ScriptAias", script_alias, NULL, RSRC CONF, TAKE2,
"a fakename and a real nanme"},

{ NULL }

H

nmodul e cgi _nodul e = {
STANDARD MODULE_STUFF,

NULL, [* initializer */
NULL, /* dir config creator */
NULL, /* dir merger --- default is to override */
make_cgi _server _config, /* server config */
mer ge_cgi _server_config, /* merge server config */
cgi _cnds, /* command table */
cgi _handl ers, /* handl ers */
transl ate_scriptali as, /* filenane translation */
NULL, /* check_user _id */
NULL, /* check auth */
NULL, /* check access */
type_scriptalias, /* type_checker */
NULL, [* fixups */
NULL, /* | ogger */
NULL /* header parser */
H
Apache mod_example.c example
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6.2.2.
request_rec
request_rec HTTP1.1
Apache
conn_rec
request_rec
request_rec pool
server connection
URI
uri filename Content Type  content_type Content
Encoding content_encoding
HEAD header_only protocol method
table 7 3
MIME headers in MIME headers out
subprocess_env ap table get  ap table set
content-handlers ap table *
Content-type request_rec content_type
r->content_type = "text/htm";
HTTP Content-type
request_rec headers out Content-type
request_rec
.htaccess <Directory>
request_rec server_rec
server_rec
request_rec

struct request_rec {

pool *pool;
conn_rec *connecti on;

server_rec *server;
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/* What object is being requested */

char *uri;
char *fil enane;

char *path_info;

char *args; /[* QUERY_ARGS, if any */
struct stat finfo; /* Set by server core; st_node set to zero if no such
file */

char *content_type;

char *content _encodi ng;

/* M ME header environments, in and out. Also, an array containing
* environnent variables to be passed to subprocesses, so people can

* wite nodules to add to that environnent.

* The difference between headers_out and err_headers_out is that

* the latter are printed even on error, and persist across internal
* redirects (so the headers printed for ErrorDocunent handlers will
* have then.

*/

tabl e *headers_in;
tabl e *headers_out;
tabl e *err_headers_out;

t abl e *subprocess_env;

/* Info about the request itself... */

i nt header _only; /* HEAD request, as opposed to GET */

char *protocol; /* Protocol, as given to us, or HTTP/0.9 */
char *met hod; /* CET, HEAD, POST, etc. */

i nt met hod_nunber; /[* M CGET, MPOST, etc. */

/* Info for |ogging */

char *the_request;

int bytes_sent;
/* A flag which nodul es can set, to indicate that the data being
* returned is volatile, and clients should be told not to cache it.

*/

int no_cache;
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/* Various other config info which may change with . htaccess files
* These are config vectors, with one void* pointer for each nodul e
* (the thing pointed to being the nodul e s business).

*/
voi d *per_dir_config; /* Options set in config files, etc. */
voi d *request_config; /* Notes on *this* request */

request_rec

request_rec HTTP
) ImageMap *var
URI CGl URI
URI internal
redirect URI request_rec
URI
o ErrorDocument
o
mod_index
MIME
ap _sub req lookup file  ap_sub req lookup uri
sub_request request_rec
URI URI
SSi ap _run_sub request
request_rec
OK
DECLINED
HTTP
REDIRECT headers _out
request_rec Location
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request_rec

HTTP ap_send_header

HTTP 0.9 header_only HTTP HEAD
HTTP

ap_rputc  ap_rprintf ap_send_fd
Apache GET http_core.c
GET ap_set_last_modified
If-modified_since 0 USE LOCAL_COPY

ap_set_content_length

“ ” “ ”

int default_handler (request_rec *r)

{

int errstatus;

FILE *f;

if (r->method_nunber !'= M GET) return DECLI NED;

if (r->finfo.st_npbde == 0) return NOT_FOUND;

if ((errstatus = ap_set_content _length (r, r->finfo.st_size))
|| (errstatus = ap_set_last_nodified (r, r->finfo.st_ntine)))
return errstatus;

f = fopen (r->filename, "r");

if (f == NULL) {
| og_reason("fil e perm ssions deny server access",

r->filename, r);

ret urn FORBI DDEN,

}

regi ster_tineout ("send", r);

ap_send_http_header (r);

if (!r->header_only) send_fd (f, r);

ap_pfcl ose (r->pool, f);

return CK

}
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internal_redirect “ ” “ OK”
internal_redirect

core
ap auth type ap auth name ap requires
7 9 auth
Apache
request_rec r->prev  r->next
request_rec
request_rec bytes sent
6.2.3.
configuration pool
ap_pfopen Cal

ap paloc  malloc
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ap_palloc
request_rec pool

int nmy_handl er(request_rec *r)

{
struct ny_structure *foo;
foo = (foo *)ap_pall oc (r->pool, sizeof(nmy_structure));
}
“ ap_pfree’ malloc free paloc
ap_palloc malloc
ap_palloc
malloc ap_palloc
ap _palloc
ap pcalloc ap palloc
ap_pstrdup pool char *
ap_pstrcat pool char *
NULL
ap_pstrcat (r->pool, "foo", "/", "bar", NULL);
8 “ foo/bar”

http_main
http_main
® permanent_pool

® pconf
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permanent_pool
cmd->pooal "poal *p"
init()
® ptemp
ptrans ptrans
permanent_pool
cmd->temp_pool
® pchild
permanent_pool
child_init child_exit
® ptrans
pchild permanent_pool
accept connection->paool
® r->pool

connection->pool

process_request
ap destroy sub req  child main
r r->pool r->pool r r->pool
r->pool pchild
r->pool
connection->user r->pool connection
connection->pool
mod_include/mod_cgi
r->pool wait()
mod_include 3
r->main->pool
ap_pfopen pool C

fopen

FILE *f = ap_pfopen (r->pool, r->filename, "r");
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if (f ==NULL) { ... } else{ ...}
ap_popenf open

pfopen popenf ap_pfclose
ap_pclosef close
Linux
palloc
ap_make sub_pooal
ap clear_pool ap destroy pool
ap_clear_pool
ap_destroy_pool
ap_destroy_sub_request
“ " request_rec
filename
2k
destroy
6.2.4.
Apache NCSA 1.3
NCSA
AddType
DefaultType
Alias Redirect
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“ " NCSA Apache NCSA
.htaccess URI
.htaccess
mod_mime.c mod_mime.c
NCSA
AddType  AddEncoding .htaccess
MIME
typedef struct {
tabl e *forced_types; /* Additional AddTyped stuff */
t abl e *encodi ng_t ypes; /* Added wi th AddEncoding... */
} mime_dir_config;
MIME <Directory>
mime_dir_config
mod_mime module create per_dir
config srm.conf NULL
.htaccess
MIME “ pdloc”

void *create_mne_dir_config (pool *p, char *dunmy)

{
m me_dir_config *new =
(mme_dir_config *) ap_palloc (p, sizeof(mne_dir_config));
new >f orced_types = ap_nake_table (p, 4);
new >encodi ng_types = ap_nake_table (p, 4);
return new,
}
.htaccess
.htaccess

per_directory config merge
MIME
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overlay
voi d *merge_mi me_dir_configs (pool *p, void *parent_dirv, void *subdirv)
{
mnme_dir_config *parent _dir = (mne_dir_config *)parent _dirv;
m me_dir_config *subdir = (m me_dir_config *)subdirv;
mne_dir_config *new = (mnme_dir_config *)ap_palloc (p,

sizeof (mne_dir_config));

new >f orced_types = ap_overlay_tables (p, subdir->forced_types,
parent _dir->forced_types);
new >encodi ng_types = ap_over|ay_tables (p, subdir->encoding_types,

parent _dir->encodi ng_t ypes);

return new,

}
includes XBITHACK
NULL
MIME
AddType  AddEncoding
AddType
AddEncoding

char *add_type(cnd_parnms *cmd, mine_dir_config *m char *ct, char *ext)
{
if (*ext ==".") ++ext;

ap_table_set (m>forced_types, ext, ct);

return NULL,;

}

cmd_parms cmd_parms

NULL

.htaccess
HTTP
500

MIME

command_rec mnme_cnds[] = {
{ "AddType", add_type, NULL, OR FILEINFO, TAKE2,
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"amme type followed by a fil e extension" },
{ "AddEncodi ng", add_encodi ng, NULL, OR_FILEINFO TAKE2,

"an encoding (e.g., gzip), followed by a file extension" },
{ NULL }

b
° “ AddType’
) “ add type”’
(] void * cmd_parms e
) AllowOverride
RSRC_CONF
.htaccess
° TAKE2
TAKEL FLAG
On off RAW_ARGS
ITERATE TAKEL
ITERATE2
TAKE2
°
NULL
ap_get_ module config request_rec
int find_ct(request_rec *r)
{

int i;
char *fn = ap_pstrdup (r->pool, r->filenane);
m me_dir_config *conf = (mime_dir_config *)
ap_get _nodul e_confi g(r->per_dir_config, & me_nodule);

char *type;

if (S_ISDIR(r->finfo.st_node)) {
r->content_type = DIR_MAG C_TYPE;
return CK;

if((i=ap_rind(fn,'.")) < 0) return DECLI NED,

++i;

if ((type = ap_table_get (conf->encoding_types, &n[i])))
{

r->content_encodi ng = type;
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/* go back to previous extension to try to use it as a type */

fnli-1] ="'\0";
if((i=ap_rind(fn,'.")) <0) return OK;

+4i ;

if ((type = ap_table_get (conf->forced_types, &n[i])))
{

r->content_type = type;

return K

create per_server config merge per_server config

cmd_parms
dias

“ ”

“ dummy”

char *add_redirect(cnd_parns *cnd, void *dunmmy, char *f, char *url)

{
server_rec *s = cnd->server;
alias_server_conf *conf = (alias_server_conf *)
ap_get _nodul e_confi g(s->nmodul e_confi g, &l i as_nodul e) ;

alias_entry *new = ap_push_array (conf->redirects);
if (lap_is_url (url)) return "Redirect to non- URL";

new >fake = f; new>real = url;
return NULL;
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7 Apache

Apache

Apache

7.1.1.

Windows Apachel.3.6

<root>
.C MD5
—-—|ncI ude .h

--modules
---example
---experimental

-proxy proxy

I
I
|-
[---standard Apache

--08
[---win32 Windows

---regex
---support

main 7
® http main.c:

® http_protocoal.c:
® http_request.c:
® http_config.c:

® http log.c:
http_protocol.c  http_request.c
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® http_vhost.c:

® http_core.c:
Apache

modules
standard
Apache
® mod access.c:
IP

® mod_actions.c:

modules mod_core.c
“ i main
proxy
standard Apache

order, dlow  deny

® mod auth.c/ mod_auth anon.c/ mod auth _db.c/ mod_auth dbm.c:

MIME HTTP
® mod alias.c:
Alias
® mod asis.c:
ASIS
HTTP
® mod_autoindex.c:
HTML
® mod cern_metac:
CERN HTTPD
® mod_cgi.c:
CGl
® mod digest.c
® mod dir.c:
<Directory>

® mod_env.c:
CGl/SsI

® mod_expires.c:

® mod headers.c:
HTTP

® mod_imap.c:
image map server

® mod includes.c:
server
® mod info.c:

Meta

</Directory>

expire

client  browser
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® mod isapi.c:
Microsoft  ISAPI
® mod log_config.c:
® mod mime.c:
MIME
® mod_negotiation.c:
CacheNegotiatedDocs
® proxy\*.c:
Proxy HTTP/FTP
® mod rewrite.c:
URL
® mod setenvif.c:
® mod_so.c
Apache
® mod_speling.c:
URL
® mod_ status.c:
Apache
® mod userdir.c:
UserDir directive
® mod usertrack.c:
Cookie
2 ——Apache
Apache
http_main.c one_process 1
Apache http_main.c apache_main
worker_main
child sub main 7.2
service_main ——master_main
master_main worker_main
7.4
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7.2.1.

7.1
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7.1

comon_init();
pool  socket

ap_setup_prelinked_nodul es();
getopt (argc, argv, "D:Cc:Xd:f:vVILZ:iusSthk:")

server_conf = ap_read_config(pconf, ptrans, ap_server_confnane);
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init_config_globals->ap_init_vhost_config(p);
process_command_confi g(s, ap_server_pre_read_config, p, ptenp);

ap_srm comand_| oop( &ar ns, s->| ookup_defaults);

ap_process_resource_config(s, confnanme, p, ptenp);
ap_srm conmand_| oop( &ar ns, s->| ookup_defaul ts);
ap_handl e_command(parns, config, |);
ap_process_resource_config(s, s->srmconfnane, p, ptenp);
ap_process_resource_config(s, s->access_confnane, p, ptenp);

process_conmand_confi g(s, ap_server_post_read_config, p, ptemp);

fixup_virtual hosts(p, s);

default _listeners(p, s);
/ listen rec listen rec
/

ap_fini_vhost_config(p, s);

if (signal _to_send) { send_si gnal (pconf, signal _to_send); exit(0);
shutdown  restart
ap_| og_pi d(pconf, ap_pid_fnane);

ID
ap_i nit _nodul es(pconf, server_conf);
init build_method_shortcuts
method_ptrs
offsets_into_method_ptrs init_handlers handler
wildcard handlers handlers wildhandlers  handlers

ap_open_l ogs(server_conf, pconf);
strerr

if (one_process &% !exit_event) exit_event = create_event(0, 0, NULL);

if (one_process && !start_nutex) start_nutex = ap_create_nutex(NULL);

if (child || one_process) {
wor ker _mai n() ;
ap_destroy_nutex(start_nutex);

destroy_event (exit_event);

telse {
service_mai n(master_main, argc, argv, "Apache", install,
run_as_service)
}
worker_main
service_ main
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cl ean_parent _exit(0);

ap_destroy_pool (pconf);

return O;

7.2.2. ——worker_main

http_main.c 7.2

| BT FIE S B R |

__-..'ﬁaﬂﬁiﬁi..-ﬁ
Tes
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¥
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¥
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¥
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| ERIEEENFIRNEREAESE |

7.2
copy_l i steners(pconf);
ap_listeners old_listeners
rei nit_scoreboard(pconf);

scoreboard

-119-

T EERsz




WWW ——Apache

hQoj ect s[ 0] (HANDLE) st art _mut ex;

hQoj ect s[ 1] (HANDLE) exi t _event;

rv = WaitForMil tipl eCbjects(2, hObjects, FALSE, |NFIN TE);
start mutex  exit_event

if (rv == WAIT_OBJECT_ 0 + 1) {

/* exit event signalled - exit now */

ap_destroy_pool (pchild);
cl eanup_scoreboard();
exit(0);
}
exit_event
start_mutex
setup_listeners(pconf);
make_sock(p, & r->local _addr);
socket (AF_I NET, SOCK_STREAM | PPROTO_TCP)
bi nd(s, (struct sockaddr *) server, sizeof(struct sockaddr_in))
listen(s, ap_|listenbackl og)
set sockopt () ;
ap_listeners socket
old listeners socket
ap_chil d_init_nodul es(pconf, server_conf);
child_init
al | owed_gl obal s. j obsermaphore = create_semaphore(0);
al  oned_gl obal s. j obmutex = ap_create_mut ex(NULL);
job
/* spawn off the threads */

child_handles = (thread *) alloca(nthreads * sizeof(int));

for (i =0; i < nthreads; i++) {
child_handles[i] =create_thread((void (*)(void=*)) child_main, (void?*) i)
}

if (nthreads > max_daenons_limt) {
max_daenons_limt = nthreads

}
child main
child_sub_main
while (1) {.........
rv = wait_for_many_obj ects(nthreads, child_handles, 0);
if (rv != WAIT_TIMEQUT) {.. cleanup_thread(child_handles, &nthreads,

rv);..break; .}

srv = ap_select(listenmaxfd + 1, &main_fds, NULL, NULL, &tv);
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socket
Ir = find_ready_|istener(&min_fds)
if (Ir = NULL) {
sd = | r->fd;
socket select  socket
do {
csd = accept(sd, (struct sockaddr *) &sa_client, &clen);
} while (csd < 0 & errno == EINTR);

add_j ob(csd);
total _j obs++;

}
alowed_globalsjobhead
while
if (!start_mutex_rel eased) {
ap_rel ease_nut ex(start_mutex);
}
start_mutex
for (i = 0; i < nthreads; i++) {
kill_thread(child_handles[i]);
free_thread(child_handles[i]);

}

destroy_semaphore(al | oned_gl obal s. j obsemaphore);

ap_destroy_nut ex(al | owed_gl obal s. j obnut ex) ;

ap_chil d_exit_nodul es(pconf, server_conf);
child_exit
cl eanup_scoreboard();
scoreboard

cl ean_parent _exit(0);

7.2.3. ——child_sub_main

http_main.c
7.3
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¥
B ap_process_request
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¥
7.3

ptrans = ap_nake_sub_pool (pconf);

(void) ap_update_child_status(child_num SERVER READY, (request_rec *)
NULL) ;

child scoreboard
setj mp(j npbuffer);
jumpbuffer
while (1) {....
job

(void) ap_update_child_status(child_num SERVER READY,
(request _rec *) NULL);
SERVER_READY
csd = renove_j ob();
job job

ap_not e_cl eanups_f or _socket (ptrans, csd);

i f (getsockname(csd, &sa_server, &clen) < 0) {...}

socket cd
if ((getpeernane(csd, &sa_client, &clen)) <0) {...}
socket cd

(void) ap_update_child_status(child_num SERVER BUSY_READ,
(request _rec *) NULL);
SERVER BUSY_READ

-122-



WWW ——Apache

conn_i o = ap_bcreate(ptrans, B RDWR | B_SOCKET);
1/0
ap_bpushfd(conn_i o, csd, dupped_csd);
conn_io  socket csd dupped_csd
current _conn = new_connection(ptrans, server_conf, conn_io,
(struct sockaddr_in *) &sa_client,

(struct sockaddr_in *) &sa_server,

child_nunm;
conn_rec
while ((r = ap_read_request(current_conn)) != NULL) {
ap_process_request(r);
}
ap_read request r ap_process_request
ap_kill _cl eanups_for_socket (ptrans, csd);
socket
}
while(1)

ap_destroy_pool (ptrans);

7.2.4.

service_main NT

service_main

service_ main 7.4
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Tex=
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7.4

if(install _flag > 0)
{
Install Service();

return(0);

else if(install_flag < 0)
{
RenoveSer vi ce() ;
return(0);

i f(run_as_service){
if(!StartServiceCrl D spatcher(di spatchTabl e))
{

return((*main_fn)(argc, argv));
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}
el se
{
return(gl obdat. exit_status);
}
StartServiceCtrlDispatcher service_ main_fn
master_main globdat.exit_status
StartServiceCtrlDispatcher 0 master_main
main_fn service_ main master_ main
el se
{
gl obdat . connected = 0;
return((*main_fn)(argc, argv));
}
master_main
service_main_fn
service_main StartServiceCtrlDispatcher
service main_fn service_main_fn NT Apache
—master_main
i f(!(globdat.hServiceStatus = RegisterServiceCrl Handler( globdat.nane,
service_ctrl)))
{
gl obdat . exit_status = -1;
return;
}
RegisterServiceCtrIHandl er service_ctrl

Report St at usToSCMr (
SERVI CE_START_PENDI NG, // service state
NO_ERROR, /] exit code
3000); /] wait hint

gl obdat . exit_status = (*globdat.main_fn)( argc, argv );
master_main

Report St at usToSCMyr ( SERVI CE_STOPPED, NO_ERROR, 0);

return;
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7.2.5. ——master_main

master_main
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7.5

nchild = 1; /* only all owed one child process for current generation */

processes_to_create = nchild;

si gnal _shutdown_event = CreateEvent (NULL, TRUE, FALSE,
si gnal _shut down_nane) ;

shutdown

signal _restart_event =CreateEvent (NULL, TRUE, FALSE, signal _restart_nane);
restart

start_mutex = ap_create_nutex(signal _prefix_string);
gart
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7.6

ﬁﬁﬁ¢m1¢ﬁﬁ

whil e (processes_to_create--) {
servi ce_set _stat us( SERVI CE_START_PENDI NG) ;
if (create_process(process_handl es, process_kill _events,
&current _|ive_processes, &child_num signal _prefix_string, argc,
argv) < 0) {

got o di e_now,
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create_process create_event_and_spawn

process_handles process kill_events

-Z child 1 worker_main
do { /* restart-pending */
restart pending O

server_conf = ap_read_config(pconf, pparent, ap_server_confnane);

ap_open_l ogs(server_conf, pconf);
strerr

ap_set_version();

ap_i nit_nodul es(pconf, server_conf);

init build_method_shortcuts
method_ptrs
offsets_into_method_ptrs init_handlers handler
wildcard handlers handlers wildhandlers  handlers
while (1) {
RPC
if (current_live_processes == 0) {

/* Shoul dn't happen, but better safe than sorry */

ap_|l og_error (APLOG_MARK, APLOG ERR| APLOG NOERRNO, server _conf,
"master_main: no child processes alive! creating one");

if (create_process(process_handl es, process_kill_events,
&current _|live_processes, &child_num signal _prefix_string,
argc, argv) < 0) {
goto di e_now;

}

if (processes_to_create) {

processes_to_create--;

process_handl es[current _| i ve_processes] = signal _shutdown_event;

process_handl es[current _| i ve_processes+1] = signal _restart_event;
shutdown restart process_handles

rv = WaitForMultipleOojects(current_|ive_processes+2,
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(HANDLE *) process_handl es, FALSE, | NFIN TE);

if (rv == WAIT_FAILED) {
/* Somet hing serious is wong */
ap_|l og_error ( APLOG_MARK, APLOG CRI T| APLOG_W N32ERRCR, server _conf,
"Wai t ForMul ti pehjects on process handl es and apache-signal -- doing
shut down") ;
shut down_pendi ng = 1;

br eak;

shutdown_pending 1
if (rv == WA T_TI MEQUT) {
/* Hey, this cannot happen */
ap_|l og_error (APLOG_MARK, APLOG ERR, server_conf,
"Wai t ForMul ti peCbjects with INFINITE wait exited with WAIT_TI MEQUT") ;
shut down_pendi ng = 1;

}

cld =rv - WAIT_OBJECT_O;
if (cld == current_live_processes) {
/* shutdown event signalled, we should exit now */
i f (Reset Event(signal _shutdown_event) == 0) {
ap_|l og_error (APLOG_MARK, APLOG ERR| APLOG W N32ERROR, server _conf,
"Reset Event ( si gnal _shut down_event)");
}
shut down_pendi ng = 1;

br eak;

shutdown
shutdown_pending 1
if (cld == current_Ilive_processes+1) {
/* restart event signalled, we should exit now */
if (ResetEvent(signal _restart_event) == 0) {
ap_|l og_error (APLOG_MARK, APLOG ERR| APLOG W N32ERROR, server_conf,
"Reset Event (signal _restart_event)");
}
restart_pending = 1;
br eak;

restart
restart_pending 1
cl eanup_process(process_handl es, process_kill _events, cld,
&current _|ive_processes);
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if (!shutdown_pending &% !restart_pending) {
ap_|l og_error (APLOG_MARK, APLOG _CRI T| APLOG_NOERRNO, server_conf,
"mast er _mai n: no shutdown or restart vari abl es set -- doi ng shutdown");

shut down_pendi ng = 1;

shutdown restart shutdown

i f (shutdown_pending) {

/* tell all child processes to die */

for (i =0; i <current_live_processes; i++) {

if (SetEvent(process_kill_events[i]) == 0)
ap_| og_error (APLOG_MARK, APLOG W N32ERROR, server _conf,
"SetEvent for child process in slot #%", i);

}

br eak;

}
shutdown
do..while

if (restart_pending) {

int children_to_kill = current_live_processes;

processes_to_create = nchil d;
for (i =0; i <nchild; ++i) {
if (current_live_processes >= MAX PROCESSES)
br eak;
create_process(process_handl es, process_kill _events,
&current _|ive_processes,
&child_num signal _prefix_string, argc, argv);

processes_to_create--;

}

for (i =0; i <children_to kill; i++) {

if (SetEvent(process_kill_events[i]) == 0)
ap_l og_error ( APLOG_MARK, APLOG W N32ERRCR, server_conf,
"SetEvent for child process in slot #%", i);

}

}
restart

++ap_my_generati on;

} while (restart_pending);
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di e_now.

tnstart

time(NULL);

while (current_live_processes & ((tnmstart+60) > tinme(NULL))) {

rv = Wai t For Ml ti pl eObj ects(current _|ive_processes,

(HANDLE *) pr ocess_handl es,
cld = rv - WAIT_OBJECT_O;

FALSE, 2000);

ap_assert(rv < current_live_processes);

cl eanup_process(process_handl es,

&current _|ive_processes);

60

for (i

=0; i < current_live_processes;

process_kill _events,

cld,

i++) {

ap_|l og_error (APLOG_MARK, APLOG ERR| APLOG NOERRNO, server _conf,

"forcing term nation of child #% (handl e %) ",

Ter mi nat ePr ocess(( HANDLE) process_handl
}

Cl oseHandl e(si gnal _restart_event);

Cl oseHandl e( si gnal _shut down_event);

{

const char *pidfile

NULL;

pidfile
if ( pidfile !'= NULL && unlink(pidfile)

ap_server _root_rel ative (pparent,

i, process_handles[i]);

es[i], 1);

ap_pi d_fname);
0)

ap_l og_error (APLOG_MARK, APLOG NOERRNQ APLCG | NFQ,

server _conf,
"renoved PID file % (pid=% d)
pidfile, (long)getpid());

ID
ap_destroy_mutex(start_mutex);

start_mutex
return(0);

Apache

7.3.1.

Apache
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struct pool {
uni on bl ock_hdr *first;
uni on bl ock_hdr *| ast;
struct cl eanup *cl eanups;
struct process_chai n *subprocesses;
struct pool *sub_pool s;
struct pool *sub_next;
struct pool *sub_prev;
struct pool *parent;

char *free_first_avail;

b
pool parent sub_pools
sub_prev
block _hdr
uni on bl ock_hdr {
union align a;
struct {
char *endp;
uni on bl ock_hdr *next;
char *first_avail;
}oh
b
h.next h.first_avail
pool first last
free first_avail
Apache permanent_pool
static pool *permanent _pool;
ap_init_alloc
pool *ap_init_alloc(void)
ap_create_mutex alloc mutex  spawn_mutex
ap_make_sub_pool permanent_pool

malloc_block

static union block_hdr *mall oc_bl ock(int size)

block hdr

block_hdr

-132-

sub_next

h.endp



WWW ——Apache

malloc block_hdr
——block_hdr
exit

new_block

static union bl ock_hdr *new_ bl ock(int mn_size)

block_freelist
malloc_block

ap_make _sub_pool

APl _EXPORT(struct pool *) ap_make_sub_pool (struct pool *p)

p
alloc_mutex

new_block sizeof (struct pool)
pool

ap_palloc

APl _EXPORT(void *) ap_palloc(struct pool *a, int reqgsize)
a regsize
a
new_block

ap_pcalloc

APl _EXPORT(void *) ap_pcalloc(struct pool *a, int size)
a size 0

ap_palloc
ap_pstrdup

APl _EXPORT(char *) ap_pstrdup(struct pool *a, const char *s)
a S ap palac
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ap_pstrndup

APl _EXPORT(char *) ap_pstrndup(struct pool *a, const char *s, int n)
a S n

ap_paloc
ap_pstrcat

APl _EXPORT_NONSTD( char *) ap_pstrcat (pool *a,...)
a

ap_palloc
ap_pvsprintf

APl _EXPORT(char *) ap_pvsprintf(pool *p, const char *fnt, va_list ap)
p ap fmt

ap_psprintf

APl _EXPORT_NONSTD(char *) ap_psprintf(pool *p, const char *fnt, ...)
ap_pvsprintf

71.3.2.

Apache HTTP aloc.c

typedef struct ({

ap_pool *pool;

int elt_size;

int nelts;

int nalloc;

char *elts;
} array_header;

pool nalloc et size

elts nelts 0
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make_array core

make_array_core(array_header *res, pool *p, int nelts, int elt_size)
nelts et size res

ap_push_array

APl _EXPORT(void *) ap_push_array(array_header *arr)
arr
array (arr->nelts == arr->nalloc)

table push

static table_entry *table_push(table *t)
ap_push_array

ap_array_cat

APl _EXPORT(voi d) ap_array_cat (array_header *dst, const array_header *src)
src dst
dst dst dst

ap_make_array

ap_meke_array(pool *p, int nelts, int elt_size)
p nelts et sze
make array_core

ap_copy_array _hdr

APl _EXPORT(array_header *) ap_copy_array_hdr(pool *p, const array_header
*arr)
arr copy_array_hdr_core
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copy_array _hdr_core

static ap_inline void copy_array_hdr_core(array_header *res, const
array_header *arr)

arr res
ap_append_arrays

APl _EXPORT(array_header *) ap_append_arrays(pool *p, const array_header
*first, const array_header *second)

second first
ap_array_cat

ap_array_pstrcat

APl _EXPORT(char *) ap_array_pstrcat(pool *p, const array_header *arr, const

char sep)
arr sep
p
7.3.3.
Apache table

struct table {

array_header a;

H
table
table_entry
typedef struct {
char *key;
char *val;

} table_entry;

table table_entry table
overlap_key
typedef struct {
char *key;
char *val;
int order;

} overl ap_key;
table entry order
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ap_make_table

APl _EXPORT(tabl e *) ap_nake_tabl e(pool *p, int nelts)
nelts

ap_copy_table

APl _EXPORT(tabl e *) ap_copy_tabl e(pool *p, const table *t)
t

ap_clear_table

APl _EXPORT(void) ap_clear_table(table *t)
t t->anelts 0

ap_table get

APl _EXPORT(const char *) ap_table_get(const table *t, const char *key)
t key NULL

ap_table set

APl _EXPORT(void) ap_table_set(table *t, const char *key, const char *val)
t key val

ap_table setn

ap_table setn

APl _EXPORT(voi d) ap_table_setn(table *t, const char *key, const char *val)
t key val

ap_table set
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ap_table_unset

APl _EXPORT(voi d) ap_table_unset(table *t, const char *key)
t key

ap_table_merge

APl _EXPORT(voi d) ap_table_nerge(table*t, const char *key, const char *val)
t
t kw Val “ , ”

ap_table_mergen

APl _EXPORT(voi d) ap_tabl e_nergen(table *t, const char *key, const char *val)
t
t key va 7
ap table merge

ap_table _add

APl _EXPORT(void) ap_table_add(table *t, const char *key, const char *val)
key va t

ap_table _addn

APl _EXPORT(voi d) ap_table_addn(table *t, const char *key, const char *val)
ap_table add t

ap_overlay_tables

APl _EXPORT(tabl e *) ap_overlay_tabl es(pool *p, const table *overlay, const

t abl e *base)
a b
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ap_table do

APl _EXPORT(voi d) ap_table_do(int (*conp) (void *, const char *, const char
*), void *rec, const table *t,...)
t
1

sort_overlap

static int sort_overlap(const void *va, const void *vb)
va Wb overlap_key
key 1 order

ap_overlap tables

APl _EXPORT(voi d) ap_overl ap_t abl es(tabl e *a, const tabl e *b, unsi gned fl ags)
a b a

7.3.4. cleanups

pool cleanups cleanup
struct cleanup {
void *data
void (*plain_cleanup) (void *);
void (*child_cl eanup) (void *)
struct cl eanup *next;
b
Apache cleanup
plan _cleanup  child_cleanup
cleanup pool cleanups
cleanup

[ ) cleanup
ap_regi ster_cl eanup
ap_ki I | _cl eanup
ap_run_cl eanup
run_cl eanups
run_chil d_cl eanups
o

fd_cl eanup
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ap_note_cl eanups_for_fd

ap_kill _cleanups_for_fd
ap_popenf

ap_pcl osef

° HANDLE
h_cl eanup

ap_note_cl eanups_for_h

ap_pcl oseh
[ J

socket _cl eanup

ap_not e_cl eanups_f or _socket
ap_kill _cl eanups_f or_socket
ap_psocket

ap_pcl osesocket

ap_register_cleanup

APl _EXPORT(voi d) ap_regi ster_cl eanup(pool *p, voi d *dat a, voi d
(*pl ai n_cl eanup) (void *), void (*child_cleanup) (void *))
cleanup cleanups

ap_kill_cleanup

APl _EXPORT(voi d) ap_kill _cl eanup(pool *p, void *data, void (*cl eanup) (void
*))
p cleanups data cleanup cleanup

ap_run_cleanup

APl _EXPORT(voi d) ap_run_cl eanup(pool *p, void *data, void (*cl eanup) (void
*))
data cleanup ap_kill_cleanup p-> cleanups

run_cleanups

static void run_cl eanups(struct cleanup *c)
cleanup c data plain_cleanup
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run_child_cleanups

static void run_child_cl eanups(struct cleanup *c)
run_cleanups cleanup child_cleanup

fd_cleanup

static void fd_cl eanup(void *fdv)

ap_note _cleanups_for_fd

APl _EXPORT(voi d) ap_note_cl eanups_for_fd(pool *p, int fd)
ap_register_cleanup fd fd_cleanup

ap_kill_cleanups_for_fd

APl _EXPORT(voi d) ap_kill_cleanups_for_fd(pool *p, int fd)
p cleanup cleanup

ap_popenf

APl _EXPORT(i nt) ap_popenf(pool *a, const char *name, int flg, int node)
name
ap_note_cleanups for_fd

ap_pclosef

APl _EXPORT(int) ap_pcl osef(pool *a, int fd)
fd a cleanup

h_cleanup

static void h_cleanup(void *fdv)
CloseHandle
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ap_note_cleanups_for_h

APl _EXPORT(voi d) ap_note_cl eanups_for_h(pool *p, HANDLE hDevi ce)
ap_register_cleanup hDevice  cleanup h_cleanup

ap_pcloseh

APl _EXPORT(int) ap_pcl oseh(pool *a, HANDLE hDevi ce)
hDevice a cleanup

socket_cleanup

static void socket_cl eanup(void *fdv)
closesocket fdv

ap_note_cleanups_for_socket

APl _EXPORT(voi d) ap_note_cl eanups_for_socket (pool *p, int fd)
ap_register_cleanup fd cleanup socket_cleanup

ap_kill_cleanups_for_socket

APl _EXPORT(voi d) ap_kill _cl eanups_for_socket (pool *p, int sock)
p cleanup sock cleanup

ap_psocket

APl _EXPORT(int) ap_psocket(pool *p, int donmin, int type, int protocol)
ap_note cleanups for_socket
cleanup

ap_pclosesocket

APl _EXPORT(int) ap_pcl osesocket (pool *a, int sock)
sock ap_kill_cleanup cleanup a
cleanup
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7.3.5.
Apache
process_chain
struct process_chain {
pid_t pid;
enumKki I | _condi tions kill _how,
struct process_chain *next;
H
next pool subprocesses
pid ID kill_how
enum ki | | _conditions {
kill _never, [* process is never sent any signals */
kill _always, /* process is sent SIGKILL on pool cleanup */
kill _after_timeout, /* SIGTERM wait 3 seconds, SICKILL */
just_wait, /* wait forever for the process to conplete */
kill _only_once [/* send SIGIERM and then wait */
H

ap_note_subprocess

APl _EXPORT(voi d) ap_not e_subprocess(pool *a, pid_t pid, enumkill _conditions

how)
process _chain a

subprocesses spawn_child_core
spawn_child _core

static pid_t spawn_child_core(pool *p, int (*func) (void *, child_info *),
void *data,enum kill_conditions kill_how, int *pipe_in, int *pipe_out, int
*pi pe_err)
ap_spawn_child (*func) (data, &info)
func

pipe in pipe out pipe_err
ap_spawn_child

APl _EXPORT(int) ap_spawn_child(pool *p, int (*func) (void *, child_info *),
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voi d *data, enumkill _conditions kill_how, FILE **pipe_in, FILE **pi pe_out, FILE
**pi pe_err)
ap_bspawn_child FILE
ap_bspawn_child BUFF

ap_bspawn_child

APl _EXPORT(i nt) ap_bspawn_chil d(pool *p, int (*func) (void*, child_info *),
voi d *data, enumkill _conditions kill _how, BUFF **pi pe_in, BUFF **pi pe_out, BUFF
**pi pe_err)

func(data, &info) pipe in pipe_out pipe_err
7
mod_cgi
Windows
fork Windows
func mod_cgi
cgi_child func ap cal_exec
mod_rewrite rewritemap_program_child func
CreateProcess

7.3.6.Server_rec

“ ” “

server_rec Apache
“ 8 Apache

struct server_rec {

server_rec *next;

const char *def n_nane;

unsi gned def n_I i ne_nunber;

char *srm conf nane;
char *access_conf nane;

char *server_adm n;
char *server_host nane;

unsi gned short port;
char *error_fnane;

FILE *error_| og;
int |oglevel;
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int is_virtual;
voi d *nodul e_confi g;

voi d *| ookup_def aul ts;

server_addr_rec *addrs;
int tinmeout;

int keep_alive_tineout;
int keep_alive_max;

int keep_alive;

int send_buffer_size;

char *path;

int pathlen;

array_header *nanes;

array_header *wi | d_nanes;

uid_t server_uid;
gid_t server_gid;

int limt_req_line;
int limt_req_fieldsize;

int limt_req_fields;

b
Apache ap read config init_server_config
server_rec ap_read config
server_conf
VirtuaHost core virtualhost_section
<VirtualHost server_rec
VirtuaHost server_rec
server_conf
server_rec next server_rec defn_name
defn_line_number VirtualHost
srm_confname  access confname srm.conf access.conf
server_admin Email ServerAdmin
server_hostname port
ServerName  Port error_fname eror_log  logleve
TransferLog  LogLeve is virtua
module_config
lookup_defaults ~ module_config
addrs timeout keep alive timeout keep aive max keep alive
send_buffer_size limit_req_line limit_req fieldsize limit_req fields HTTP
path ServerPath pathlen names  wild_names
ServerAlias
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7.3.7.command_rec

command_rec command_rec

typedef struct command_struct {
const char *nane;
const char *(*func) ();
voi d *cnd_dat a;
int req_override;
enum cnd_how ar gs_how;,
const char *errnsg;

} command_r ec;

name func
cmd_data
core dirsection Directory  DirectoryMatch 0
NULL 1 ap_set_string_slot
req_override args_how

6 2

7.3.8.cmd_parms

cmd_parms

typedef struct {
voi d *info;
int override;
int limted,
configfile_t *config_file;
ap_pool *pool;
struct pool *tenp_pool ;
server_rec *server;
char *path;
const comuand_rec *cnd;

const char *end_t oken; /* end token required to end a nested section */

} cmd_par s;
cmd command_rec info

cmd cmd_data path

NULL end token server
server
config_file pool temp_pool
cmd_parms cmd_parms

default_parms
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static cnd_parnms default_parns =
{NULL, O, -1, NULL, NULL, NULL, NULL, NULL, NULL, NULL};
default_parms

Apache default_parms

ap_process _resource_config
ap_parse_htaccess R CHE o
process_command_config

7.3.9.

6 Apache
——module
typedef struct nodul e_struct {
int version;
int mnor_version;
i nt nodul e_i ndex;
const char *nane;

voi d *dynami c_| oad_handl e

struct nodul e_struct *next;

unsi gned | ong magi c;

void (*init) ();

void *(*create_dir_config) ();
void *(*nmerge_dir_config) ();
void *(*create_server_config) ();

void *(*nerge_server_config) ();

const command_rec *cnds;

const handl er _rec *handl ers;

int (*transl ate_handler) (request_rec *);
int (*ap_check_user_id) (request_rec *);
int (*auth_checker) (request_rec *);

int (*access_checker) (request_rec *);
int (*type_checker) (request_rec *);

int (*fixer_upper) (request_rec *);

int (*logger) (request_rec *);

int (*header _parser) (request_rec *);

void (*child_init) ();
void (*child_exit) ();
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int (*post_read_request) (request_rec *);

} nodul e;
version  minor_version Apache API
module_index name
next module
init Apache
init create_dir_config

create_server_config
merge dir_config  merge server_config

cmds handlers
trandate handler ap check user id auth checker  access checker  type checker
fixer_upper logger 6
2
child_init  child_exit heavy weight process
child_init  child_exit
init
Apache Apache
os\win32\modules.c
Apache

ap_preloaded modules
nmodul e *ap_prel oaded_nodul es[] = {
&cor e_nodul e,
&so_nodul e,
&M me_nodul e,
&access_nodul e,
&aut h_nodul e,
&negoti ati on_nodul e,
& ncl udes_nodul e,
&aut oi ndex_nodul e,
&di r _nodul e,
&cgi _nodul e,
&user di r _nodul e,
&al i as_nodul e,
&env_nodul e,
&config_| og_nodul e,
&asi s_nodul e,
& map_nodul e,
&action_nodul e,
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&set envi f _nodul e,
& sapi _nodul e,
NULL
h
ap_prelinked_modules
nmodul e *ap_prel i nked_modul es[] = {
&cor e_nodul e,
&so_nodul e,
&m me_nodul e,
&access_nodul e,
&aut h_nodul e,
&negoti ati on_nodul e,
& ncl udes_nodul e,
&aut oi ndex_nodul e,
&di r _nodul e,
&cgi _nodul e,
&user di r _nodul e,
&al i as_nodul e,
&env_nodul e,
&config_| og_nodul e,
&asi s_nodul e,
& map_nodul e,
&acti on_nodul e,
&set envi f _nodul e,

& sapi _nodul e,

NULL
}s
Apache ap loaded modules  top_module
module NULL
module next

APl _VAR_EXPORT nodul e **ap_| oaded_nodul es;
APl _VAR EXPORT nodul e *top_nodul e = NULL;

total_modules  dynamic_modules
static int total _nodules = 0;

static int dynam c_nodul es = 0;

7.3.10.

module

Apache
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Apache

static

static

nt
nt
nt
nt
nt
nt
nt
nt

nt

handl er _func *nethod_ptrs;
struct {

transl at e_handl er;
ap_check_user _i d;

aut h_checker;
access_checker;

t ype_checker;

fi xer_upper;

| ogger;

header _par ser;

post _read_request;

} offsets_into_method_ptrs;
method_ptrs

offsets_into_method_ptrs

7.7

method ptrs

tran=late_handlezr 0

tran=slate _handler 1

tran=slate _handler n

HIILL

ap_check u=er_id 1

ap_check u=er_id m

HIILL

translate_handlezr 0

tran=slate _handler 1

post_read request k

HILL

7.7

cff=sets into_methoed prrs

translate_handler

ap_chech un=er_ id
ap_check u=er_id 0 % &

post_read request

method_ptrs

method_ptrs [offsets into_method ptrs.logger]

static fast_handl er _rec *handl ers;

static fast_handl er_rec *w | dhandl ers;

NULL
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wildhandlers core

{ "*/*", default_handler }

handlers proxy

{"proxy-server", proxy_handler},

http_config.c

build_method_shortcuts

static void build_nethod_shortcuts(void)

method_ptrs
method_ptrs

offsets into_method ptrs

run_method

static int run_nethod(request_rec *r, int offset, int run_all)
r offset
method_ptrs run_dl
1 DECLINED OK
2. OK runal O
rundl 1 OK DECLINED
http_config.c run_method
7.1
run_all
ap trandate name trandate handler 0
ap check access access checker 1
ap_find_types type_checker 0
ap_run_fixups fixer_upper 1
ap log transaction logger 1
ap _header parse header parser 1
ap_run_post_read_request post_read request 1
ap check user id ap check user id 0
ap check auth auth checker 0
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ap_invoke handler

i nt ap_i nvoke_handl er (request_rec *r)

r

init_handlers

static void init_handl ers(pool

*

“p)

wildhandlers  handlers

7.3.11. listen_rec

Apache

listen rec
struct listen_rec {
listen_rec *next;
struct sockaddr_in | ocal _addr;
int fd;
int used;

next listen rec

Apache

listen_rec *ap_listeners;
static listen_rec *head_listener;
ap listeners
socket ap_listeners

socket

7.3.12.

Apache
child_sub_main

worker_ main

Apache joblist_s

typedef struct joblist_s {
struct joblist_s *next;
int sock;

} joblist;

/* local |P address and port */

local_addr fd

NULL
socket head listener

listen rec

-152-



WWW ——Apache

next joblist s sock
worker_main
joblist
allowed globals
typedef struct globals_s {
int exit_now,
senmaphor e *j obsenaphore;
joblist *jobhead;
joblist *jobtail;
mut ex *j obrut ex;
int jobcount;
} gl obal s;
jobmutex
jobtail jobcount

add_job

voi d add_j ob(i nt sock)
socket

remove_job

int renove_j ob(void)

7.3.13. BUFF

Apache C 1/10
1/0 1/0

°

°

°

°

°

°

Apache |I/O BUFF

typedef struct buff_struct BUFF;

struct buff_struct {

int flags;
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unsi gned char *inptr;
int incnt;

i nt out chunk;

int outcnt;

unsi gned char *inbase;
unsi gned char *out base
int bufsiz;

void (*error) (BUFF *fb, int op, void *data);
void *error_data

l ong int bytes_sent;
ap_pool *pool;

int fd;

int fd_in;

HANDLE hFH,

voi d *t _handl e;

inbase outbase inptr inbase
incnt outcnt  bytes sent inbase
outbase flags BUFF
bit B_SOCKET B_RD B WR error error_data

BUFF
o
ap_bcreate
ap_bpushfd
ap_bpushh
ap_bset opt
ap_bget opt
ap_bsetfl ag
ap_bcl ose
o
sendwi t hti meout
recvwi t hti neout
ap_read
buf f _read
ap_wite
buff _write
doerror
o chunk
start _chunk
end_chunk
o
ap_bnonbl ock
ap_bfileno
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ap_bhal f dupl ex
saf eread_guts
read_with_errors
ap_bread
ap_bgets

ap_bl ookc
ap_bski pl f
ap_bf | sbuf
ap_bfi | buf
wite_it_al
wite with errors
bcwite
ap_bwite

bfl ush_core
ap_bflush
ap_bputs
ap_bvputs
ap_bonerror

® printf
bprintf_flush
ap_bprintf
ap_vbprintf

ap_bclose

APl _EXPORT(i nt) ap_bcl ose(BUFF *fb);
synchronize fb EOF EOUT

ap_bcreate

APl _EXPORT(BUFF *) ap_bcreate(pool *p, int flags);

BUFF flags
BUFF flags B_RD 1
BUFF inbase inbase NULL BUFF flags
B WR 1 BUFF outbase outbase
NULL
ap_Dbfilbuf

APl _EXPORT(i nt) ap_bfil buf (BUFF *fb)
ap_bread fb
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ap_bfileno

APl _EXPORT(int) ap_bfileno(BUFF *fb, int direction)

direction fb
ap_bflsbuf
APl _EXPORT(int) ap_bflsbuf(int ¢, BUFF *fb)
ap_bwrite fb
ap_bflush
APl _EXPORT(int) ap_bflush(BUFF *fb)
0 -1
fb -1
end_chunk
bflush_core
start_chunk
ap_bgetopt

APl _EXPORT(int) ap_bgetopt(BUFF *fb, int optnanme, void *optval)
fb fb->bytes sent  fb->outcnt *optval

ap_bgets

APl _EXPORT(int) ap_bgets(char *buff, int n, BUFF *fb);
fb buff buff
0 -1
ap_bhalfduplex

APl _EXPORT(voi d) ap_bhal f dupl ex( BUFF *fb)
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saferead guts

ap_blookc

APl _EXPORT(int) ap_bl ookc(char *buff, BUFF *fb);
fb buff
1 0 -1

ap_bnonblock

APl _EXPORT(i nt) ap_bnonbl ock(BUFF *fb, int direction);
Win32

ap_bonerror

APl _EXPORT(voi d) ap_bonerror (BUFF *fb, void (*error) (BUFF *, int, void *),
voi d *data);
BUFF fb error error_data

ap_bprintf

APl _EXPORT_NONSTD(int) ap_bprintf(BUFF *fb, const char *fnt, ...)
fb
AP\ap_snprintf.c ap_vformatter

ap_bpushfd
APl _EXPORT(voi d) ap_bpushfd(BUFF *fb, int fd_in, int fd_out);
fo fd fdin fdin  fd out
fb fd_in fd_out fb
ap_bpushh

APl _EXPORT(voi d) ap_bpushh(BUFF *fb, HANDLE hFH);
fb->hFH hFH fb hFH
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ap_bputs
APl _EXPORT(int) ap_bputs(const char *x, BUFF *fb);
ap_bwrite -1
ap_bread
APl _EXPORT(int) ap_bread(BUFF *fb, void *buf, int nbyte);
fb buff buff
0 -1 ap_bfilbuf
ap_bsetopt

APl _EXPORT(int) ap_bsetopt(BUFF *fb, int optnane, const void *optval)

fb->bytes sent *optval fb->outcnt  fb->bytes sent
ap_bskiplf
APl _EXPORT(i nt) ap_bskipl f(BUFF *fb);
LF 1 0
-1
ap_bvputs

APl _EXPORT(int) ap_bvputs(BUFF *fb,...);

ap_bvputs

APl _EXPORT_NONSTD(i nt) ap_bvputs(BUFF *fb,...)
-1

ap_bwrite

APl _EXPORT(int) ap_bwite(BUFF *fb, const void *buf, int nbyte);
fb nbyte
-1
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ap_read

static int ap_read(BUFF *fb, void *buf, int nbyte)

fb->hFH socket
ap_vbprintf
APl _EXPORT(int) ap_vbprintf(BUFF *fb, const char *fnt, va_list vlist);
fmt g
ap_bprintf
ap_write

static int ap_wite(BUFF *fb, const void *buf, int nbyte)
ap_read fb->hFH socket

bcwrite

static int bcwite(BUFF *fb, const void *buf, int nbyte)

bytes sent
write it all write with_errors ap_bwrite
bflush_core
static int bflush_core(BUFF *fb)
write with_errors
0 -1
bprintf_flush
static int bprintf_flush(ap_vformatter_buff *vbuff)
ap_bflush vbuff->fb outcnt

vbuff ap_bprintf  ap vbprintf
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buff read

static ap_inline int buff_read(BUFF *fb, void *buf, int nbyte)
fb nbyte buf socket
recvwithtimeout ap_read saferead guts

buff _write

static ap_inline int buff_wite(BUFF *fb, const void *buf, int nbyte)
fb socket
sendwithtimeout ap_write write it all write with_errors

doerror

static void doerror(BUFF *fh, int direction)
direction fb->flags fb

end_chunk

static void end_chunk(BUFF *fb)

0 0 EOF
CRLF EOF
fb->outchunk -1

read_with_errors

static int read_with_errors(BUFF *fb, void *buf, int nbyte)
saferead saferead_guts EOF

fb->flags B_EOF doerror
saferead
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recvwithtimeout

int recvwithtinmeout(int sock, char *buf, int len, int flags)
Win32 socket recv

saferead guts

static ap_inline int saferead_guts(BUFF *fb, void *buf, int nbyte)
buff_read read_with_errors
saferead

sendwithtimeout

int sendw thtinmeout(int sock, const char *buf, int len, int flags)
Win32 socket send

start_chunk

static void start_chunk(BUFF *fb)

fb->outchunk = -1 fb
CHUNK_HEADER_SIZE + 1 bflush_core

outchunk outcnt
write_it_all

static int wite_it_all (BUFF *fb, const void *buf, int nbyte)
fb buf nbyte
bytes sent fb->flag B_WRERR 0
-1 buff_write

write_with_errors

static int wite with_errors(BUFF *fb, const void *buf, int nbyte)
buff_write bytes sent
0 bcwrite ap_bwrite bflush_core
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7.3.14. conn_rec

conn_rec
struct conn_rec {

ap_pool *pool;

server_rec *server;

server_rec *base_server;

voi d *vhost _| ookup_dat a;

int child_num

BUFF *client;

struct sockaddr _in | ocal _addr;

struct sockaddr_in renote_addr;

char *remote_ip;

char *renote_host;

char *renote_| ognane;

char *user;

char *ap_aut h_type;

unsi gned aborted: 1;

signed int keepalive: 2;

unsi gned keptalive: 1;

signed i nt doubl e_reverse: 2;

int keepalives;

h
child sub_main socket
new_connection conn_rec
conn_rec pool server
child_num client 1/0 local_addr
remote_addr sockaddr remote ip remote host
IP usr  ap_auth_type

aborted keepalive  keptalive

conn_rec ap _read request

ap_process _request

7.3.15. request_rec

struct request_rec {
ap_pool *pool;
conn_rec *connection;
server_rec *server;

request _rec *next;
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request _rec *prev;
request _rec *nmin;

char *the_request;

i nt assbackwards

int proxyreq;

i nt header_only;

char *protocol

int proto_num

const char *host nane;
tine_t request_tine;
const char *status_|ine;
int status;

const char *net hod

i nt nmethod_nunber;

int allowed;

int sent_bodyct;

| ong bytes_sent;

time_t ntine;

i nt chunked;

int byterange;

char *boundary;

const char *range;

I ong cl engt h;

| ong remai ni ng;

| ong read_l| engt h;

int read_body;

int read_chunked

unsi gned expecting_100;
tabl e *headers_in

tabl e *headers_out;
table *err_headers_out;
t abl e *subprocess_env;
tabl e *not es;

const char *content_type
const char *handl er;
const char *content_encodi ng
const char *content_| anguage
array_header *content_| anguages
char *vlist_validator;
int no_cache;

int no_l ocal _copy;

char *unparsed_uri;

char *uri;

char *fil enane;
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char *path_info;

char *args;

struct stat finfo;

uri _conponents parsed_uri ;

voi d *per_dir_config;

voi d *request _config;

const struct htaccess_result *htaccess;

b
HTTP1.1 conn_rec
request_rec
request_rec connection server next prev man
reque;t_rec

6 2 request_rec

7.3.16. handler_rec

handler rec

typedef struct {

const char *content_type;

int (*handler) (request_rec *);
} bhandl er_rec;

content_type handler
handler_rec
module handles
http_config.c init_handlers ap_invoke_handler
4
Apache
Apache
Apache
7.4.1.
Windows Apache os\win32 main_win32.c

__decl spec(dl |l export) int apache_main(int argc, char *argv[]);
int main(int argc, char *argv[])
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{
return apache_nwmi n(argc, argv);

}

apache_main http_main.c
Apache 6 http_main.c http_protocol.c
http_request.c http_config.c http_log.c http_vhost.c 6
core http_core.c
ApacheCore.dll
Apache main_win32.c  Apache
Apache.exe 4k 263k ApacheCoredll Windows
Apachel.3.6
Apache

7.4.2. http_main.c

ap_add _version_component

APl _EXPORT(voi d) ap_add_versi on_conponent (const char *conponent)

version locked O component

ap_get_server_version

APl _EXPORT(const char *) ap_get_server_version(void)

ap_set_version

static void ap_set_version(void)
ap_add version_component

ap_util_init
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ap_util_uri_init

common_init

static void comon_init(void)

INIT_SIGLIST() siglist_init

AMCSocketlnitialize WinSock

ap_init_aloc permanent_pool pconf
ap_make sub_pool pconf ptrans

ap_util_init

ap_util_uri_init

ap_make_sub_pool pcommands

ap_server_pre read config ap_server_post read config ap _server_config_defines

default_listeners

static void default_listeners(pool *p, server_rec *s)
ap_listeners s listen_rec
http_config.c ap_read_config

make_sock

static int make_sock(pool *p, const struct sockaddr_in *server)
/ socket

socket setsockopt hbind listen setup_listeners

reset_version

static void reset_version(void *dumy)

-166-



WWW ——Apache

setup_listeners

static void setup_listeners(pool *p)
ap_listeners
head listener make_sock

setup_signal_names

voi d setup_signal _nanmes(char *prefix)
signa_name _prefix  signa_restart_name
signal_shutdown_name

siglist_init

static void siglist_init(void)
ap_sys siglist common_init

7.4.3. http_protocol.c

ap_basic_http_header

APl _EXPORT(voi d) ap_basic_http_header(request_rec *r)
Date  Server r Date Saver
r->headers out

ap_discard_request_body

APl _EXPORT(int) ap_discard_request_body(request_rec *r)
HTTP1.1 GET

ap_finalize_request_protocol

APl _EXPORT(void) ap_finalize_request_protocol (request_rec *r)

chunked chunked
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ap_get_client_block

APl _EXPORT(I ong) ap_get_client_bl ock(request_rec *r, char *buffer,

buf si z)
r buffer
chunked buffer
r->connection->keepaive -1
chunked buffer -1
-1
chunked getline
chunked
-1
0 r remaning 0 chunked
chunked get_mime_headers
ChunkedBody footer Transfer -Encoding
Content-Length 0 r->remaining -1
footer
chunked chunked-size
CRLF chunked-size
footer r->remaining==-1 footer
-1
r->remaining -2
r
footer r->remaining==- r->remaining 0
0
chunked
-1
chunked
LF -1 chunked
CRLF

ap_index_of_response

APl _EXPORT(int) ap_i ndex_of _response(int status)
status status lines
LEVEL_500

-168-

CR



WWW ——Apache

ap_method_number_of

APl _EXPORT(i nt) ap_nethod_nunber _of (const char *nethod)

HTTP method
M_INVALID
" HEAD' M GET
“CGET" M GET
" POST" M _PCOST
" PUT" M_PUT
" PATCH' M_PATCH
" PROPFI ND' M_PRCPFI ND
" PROPPATCH' M_PROPPATCH
" DELETE" M _DELETE
" CONNECT" M_CONNECT
" COPY" M _COoPY
" MKCOL" M_MKCOL
" MOVE" M_MOVE
" OPTI ONS" M_CPTI ONS
" TRACE" M TRACE
" LOCK" M _LOCK
" UNLOCK" M_UNLOCK

ap_parse_uri

CORE_EXPORT(voi d) ap_parse_uri(request_rec *r, const char *uri)

uri r URL
r->unparsed_uri uri
ap_parse_uri_components  uri r

ap_read_request

request _rec *ap_read_request(conn_rec *conn)
conn request_rec
request_rec NULL
conn request_rec
read request_line
ap_send_error_response
r NULL
HTTPO0.9
get_mime_headers
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r
HTTP 0.9 HEAD HEAD
ap_send_error_response ap log_transaction
r
ap_update vhost from_headers
HTTP1.1 Host URI

Expect “ 100-continue” r->expecting_100
ap_discard_request_body
r
ap_run_post_read request
0 http_request.c gp_die
NULL

ap_setup_client_block

APl _EXPORT(int) ap_setup_client_block(request_rec *r, int read_policy)

r Transfer-Encoding  Content-Length
OK

ap_send_header_field

APl _EXPORT_NONSTD(i nt) ap_send_header field(request_rec *r, const
*fiel dname, const char *fiel dval)

r fidldname fieldva

ap_send_http_header

APl _EXPORT(voi d) ap_send_http_header (request_rec *r)

r HTTP
HTTPO.9
r->err_headers out r->headers _out
ap_basic_http_header Date  Server r

Transfer-Encoding Content-Type Content-Encoding Content-Language Expires
terminate_header

ap_send_http_trace

APl _EXPORT(int) ap_send_http_trace(request_rec *r)
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TRACE
ap_send_http_header ap_rvputs ap_rputs

ap_should_client_block

APl _EXPORT(int) ap_shoul d_client_bl ock(request_rec *r)
r
chunked 0 0

HTTP1.1 100 Continue 100

ap_rputs

APl _EXPORT(int) ap_rputs(const char *str, request_rec *r)

r

EOF
buff.c ap_bputs

ap_rvputs

APl _EXPORT_NONSTD(i nt) ap_rvputs(request_rec *r,...)
r
EOF

ap_bwrite

ap_send_error_response

voi d ap_send_error_response(request_rec *r, int recursive_error)

r

ap_send http_header
H1 HTML

ap _finalize request_protocol

get_mime_headers

static void get_m ne_headers(request_rec *r)

r r->headers in
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getline

static int getline(char *s, int n, BUFF *in, int fold)
in fod 1
n S -1 S

read _request_line

static int read_request_line(request_rec *r)

r 1
0
getline
r->the_request r->request_time
r->method r->method_number
HEAD r->header only 1
ap_parse uri uri r
r-> datus
HTTP_REQUEST_URI_TOO_LARGE 0
HTTPO.9 r->asshackwards r->proto_num
1

terminate_header

static void term nate_header (BUFF *client)

7.4.4. http_request.c

ap_die
APl _EXPORT(void) ap_die(int type, request_rec *r)

type

type DONE
ap_finalize_request_protocol
r->gatus  type
AUTH_REQUIRED r->status
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HTTP_PROXY_AUTHENTICATION_REQUIRED

r->status HTTP_NOT_MODIFIED

HTTP_NOT_MODIFIED GET
HTTP_NO _CONTENT ap_discard_request_body

o URI REDIRECT r->headers _out

Location URI
) r->no_local_copy = 1
r->subprocess_env "REQUEST_METHOD" "ERROR_NOTES"
GET ap_internal_redirect
o recursive_error =

SERVER_ERROR
ap_send_error_response

ap_process_request

voi d ap_process_request (request_rec *r)
r process request_internal
ap_log_transaction ap_update child_status

decl_die

static void decl _die(int status, char *phase, request_rec *r)

ap_die
ap_die
directory_walk
static int directory_wal k(request_rec *r)
Directory
r->per_dir_config
r->filename
r->per_dir_config OK location walk
ap_os case canonical_filename ap_os canonica_filename r->filename
ap_os is filename valid r->filename
base_path HTTP_FORBIDDEN
check_sdofe file
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util.c ap_make_dirstr_prefix

.htaccess
ap_parse_htaccess .htaccess
core reorder_sorter
OK
file_walk
static int file_wal k(request_rec *r)
Files
r->per_dir_config
location_walk
static int |location_wal k(request_rec *r)
Location Location
r->per_dir_config
URL OK
URL URL
r->per_dir_config
URL URI entry_url
regexec
entry_url URI entry_core->d_is fnmatch ap_fnmatch
entry_url
process_request_internal
static void process_request_internal (request_rec *r)
r
proxy URI ap_unescape_url
ap_die
ap_getparents  r->uri
location walk ap_trandate name Location
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proxy TRACE ap_send_http_trace
ap_finalize_request_protocol gp_die
directory walk file wak location walk ap_header_parse
ap die decl_die
location_walk directory_walk per_dir_config
ap_header_parse Apache

ap_satisfies
ap check access ap auth type ap some auth required ap check user id ap_check auth

HTTP proxy ap_find_types ap_run_fixups
ap_invoke_handler gp_die  decl_die
ap_finalize_request_protocol

7.4.5. http_config.c

ap_add loaded _module

APl _EXPORT(voi d) ap_add_| oaded_nodul e( nodul e *nod)
mod ap_add_module

0 LoadModule

ap_add_module

APl _EXPORT(voi d) ap_add_nodul e(nodul e *m)

m top_module

ap_check_access

int ap_check_access(request_rec *r)
mod_access check _dir_access
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ap_add _named_module

APl _EXPORT(int) ap_add_naned_nodul e(const char *name)
ap loaded modules name
1 0

ap_check_auth

i nt ap_check_aut h(request_rec *r)

mod_auth check user_access
mod_digest digest_check_auth mod_anon_auth check_anon_access
mod_auth_db db_check _auth mod_auth_dbm dbm_check_auth

ap_check_user_id

int ap_check_user_id(request_rec *r)

mod_auth authenticate basic_user
mod_digest authenticate digest_user mod_anon_auth
anon_authenticate basic_user mod_auth_db db_authenticate basic_user
mod_auth_dbm db_authenticate basic_user

ap_child_init_modules

voi d ap_child_init_nodul es(pool *p, server_rec *s)
ap_init_modules
child init worker_main

ap_clear_module_list

APl _EXPORT(void) ap_clear_modul e_list()
top_module core ClearModuleList

ap_create_per_dir_config

CORE_EXPORT(void *) ap_create_per_dir_config(pool *p)
create_empty_config
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ap_handle_command

ap_find_command

CORE_EXPORT(const conmmand_rec *) ap_find_conmmand(const char *nanme, const
comand_rec *cnds)
name
command_rec cmds name
command_rec
cmds

ap_find_command_in_modules

CORE_EXPORT(const command_rec *) ap_find_command_i n_nodul es(const char

*cnd_nane, nodul e **nod)

mod cmd_name
mod ap_find_command
cmd_name mod
command_rec

ap_find_linked_module

APl _EXPORT(nodul e *) ap_find_|inked_nodul e(const char *nane)
name Apache
NULL http_core.c start_ifmod

ap_find_types

int ap_find_types(request_rec *r)
MIME mod_mime find _ct
mod_mime_magic magic_find_ct mod_negotiation handle_multi

ap_handle_command

CORE_EXPCORT(const char *) ap_handl e_comrand( cnd_parnms *parns, void *confi g,

const char *I)
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# NULL

ap_getword_conf cmd_name

ap_find_command_in_modules cmd _name mod
command_rec (cmd)

ap_get module_config mod mconfig

sconfig
mconfig mod per dir
sconfig mod per server
module_config sconfig
invoke_cmd NULL DECLINE_CMD,
cmd_name

ap_header_parse

i nt ap_header _parse(request_rec *r)

ap_init_modules

voi d ap_init_nodul es(pool *p, server_rec *s)

top_module init build_method_shortcuts
init_handlers

ap_init_vhost_config

voi d ap_init_vhost_config(pool *p)

ap_init_virtual _host

CORE_EXPORT( const char *) ap_init_virtual _host(pool *p, const char *host nane,
server_rec *main_server, server_rec **ps)
server_rec ps
hostname main_server
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server_rec is virtual 1
ap_parse_vhost_addrs
NULL

ap_log_transaction

int ap_l og_transaction(request_rec *r)
mod_log_referer referer_log_transaction
mod_log_config multi_log_transaction mod_log_agent
agent_log_transaction

ap_process_resource_config

voi d ap_process_resource_config(server_rec *s, char *fnane, pool *p, pool
*pt enp)
fname

fname ap _server_root_relative
fname RESOURCE _CONFIG FILE ACCESS CONFIG FILE fname

fname SERVER_CONFIG_FILE
ap_server_pre read config  ap_server post_read_config

parms ap_srm_command_loop
server 3

ap_srm_command_loop

ap_merge_per_dir_configs

void * ap_nerge_per_dir_configs(pool *p, void *base, void *new)
merge_server_configs

ap_read_config

server_rec *ap_read_config(pool *p, pool *ptenp, char *confnane)
init_server_config server_rec
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ap_process_resource_config process_command_config

fixup_virtual_hosts default_listeners ap_fini_vhost_config

ap_listeners

ap_remove_module

APl _EXPORT(voi d) ap_renove_nodul e(nmodul e *m
ap_add module

ap_remove_loaded module

APl _EXPORT(voi d) ap_renove_| oaded_nodul e( modul e *nod)

ap_add loaded_module
ap_run_fixups

int ap_run_fixups(request_rec *r)
mod_negotiation

ap_run_post_read_request

int ap_run_post_read_request(request_rec *r)

match_headers mod_unique id gen_unique id
ap_setup_prelinked_modules

voi d ap_setup_prelinked_nodul es()
Apache
ap_preloaded_modules
ap_loaded_modules
ap_add module ap_prelinked_modules
6 3
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ap_srm_command_loop

APl _EXPORT(const char *) ap_srm command_I| oop(cnd_par ns *par ns, voi d *confi g)
parms-> config file
ap_handle_command
NULL

ap_translate_name

int ap_transl ate_nanme(request_rec *r)
mod_core core_trangdlate mod_proxy
proxy_trans

create_default_per_dir_config

static void *create_default_per_dir_config(pool *p)
create_server_config

create_empty_config

static void *create_enpty_config(pool *p)

p

create_server_config

static void *create_server_config(pool *p, server_rec *s)

Apache create_server_config

fixup_virtual _hosts

static void fixup_virtual _hosts(pool *p, server_rec *nmin_server)

ap_read_config
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init_config_globals

static void init_config_global s(pool *p)

init_server_config

static server_rec *init_server_config(pool *p)
server_rec
server_rec module_config
create_server_config
lookup_defaults
create_default_per_dir_config 3

invoke _cmd

static const char *i nvoke_cnd(const conmand_rec *cnd, cnd_par ns *parns, void
*mconfig, const char *args)
NULL DECLINE _CMD

cmd
ap_find_command_in_modules
command_rec pams cmd parms
mconfig args
(parms->override & cmd->req_override)==
TRUE
cmd->args_how
cmd
merge_server_configs
static void merge_server_configs(pool *p, void *base, void *virt)
base virt
virt
base merge_server_config

virt
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process_command_config

static void process_command_confi g(server_rec *s, array_header *arr, pool

*p, pool *ptenp)
arr

ap_server_pre_read_config
ap_server_post_read config
ap_srm_command_loop

7.4.6. http_log.c

ap_log_error

APl _EXPORT(void) ap_l og_error(const char *file, int line, int |evel, const
server_rec *s, const char *fnt, ...)
ap_log_rerror
log_error_core

ap_log_ pid
voi d ap_l og_pi d(pool *p, char *fnane)
Apache id fname
Apache 14

ap_log_rerror

APl _EXPORT(void) ap_l og_rerror(const char *file, int line, int | evel, const

request _rec *r, const char *fm, ...)
ap_log_error
"warning"
r->notes  "error-notes’ Apache
ErrorDocument
"error-notes’

ap_open_logs
voi d ap_open_| ogs(server_rec *s_nain, pool *p)
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open_error_log
stderr

log_error_core

static void log_error_core(const char *file, int line, int level, const
server_rec *s, const request_rec *r, const char *fnt, va_ list args)
ap_log_error  ap_log_rerror

stderr logging
DEFAULT _LOGLEVEL notice
s->loglevel
notice
notice
ap_snprintf
open_error_log
static void open_error_log(server_rec *s, pool *p)
ap_spawn_child

openlog

7.4.7. http_vhost.c

ap_fini_vhost_config

voi d ap_fini_vhost_config(pool *p, server_rec *nmain_s)

ap_read_config
ap_init_vhost_config

void ap_init_vhost_config(pool *p)
http_config.c init_config_globals
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ap_matches_request_vhost

ap_mat ches_request _vhost (request_rec *r, const char *host, unsigned port)
r

ap_parse_vhost_addrs

const char *ap_parse_vhost _addrs(pool *p, const char *hostnane, server_rec

* S)
<VirtuaHost> hostname

server_addr rec s>addrs
NULL get_addresses o

ap_set _name_virtual_host

ap_set _nane_virtual _host (cnd_parns *cnd, void *dummy, char *arg)
arg cmd->server ->port get_addresses
IP
NameVirtualHost

ap_update_vhost from_headers

voi d ap_updat e_vhost _from headers(request_rec *r)
r Host

fix_hostname  r->hostname

r->hostname check_hostalias r->connection
check_serverpath r->connection
ServerPath r URL
http_protocol.c ap_read request new_connection
ap read request ap_update vhost_given ip  ap update vhost_from_headers
IP
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ap_update_vhost_given_ip

ap_updat e_vhost _gi ven_i p(conn_rec *conn)

“ ”

conn
find_ipaddr conn IP IP
server_rec conn server
vhost_|lookup_data
vhost_|lookup_data NULL find_default_server
conn->server
http_main.c new_connection

check_hostalias

check_hostal i as(request _rec *r)

matches aliases
r->server  r->connection->server

find_ipaddr

find_i paddr(struct in_addr *server_ip, unsigned port)
IP
NULL
ipaddr_chain sar
hash_inaddr

find_default_server

find_default _server(unsi gned port)
default_list port “ _default ”

ipaddr_chain NULL

fix_hostname

fix_host name(request_rec *r)
r->hostname
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get_addresses

static const char *get _addresses(pool *p, char *w, server_addr_rec ***paddr,

unsi gned port)

w hostent
paddr port
w “ hostname:port number” “oxxno v default 7 * 255.255.255.255”
IP ap_inet_addr Windows
inet_addr gethostbyname Windows
in_addr paddr
NULL

hash_inaddr

hash_i naddr (unsi gned key)
IPHASH_TABLE_SIZE

matches_aliases

mat ches_al i ases(server_rec *s, const char *host)
host SeverName  ServerAlias
host S 1 S
1 S 1

5 core

core www
http_core.c

7.5.1. mod_core

core_dir_config

core
typedef struct {
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char *d;

unsi gned d_conponents;

al |l ow_options_t opts;

al | ow_options_t opts_add;

al | ow_options_t opts_renove;

overrides_t override;

char *ap_defaul t _type;

int satisfy;

char *ap_aut h_type;

char *ap_aut h_narne;

array_header *ap_requires;

char **response_code_strings;

unsi gned i nt host name_I| ookups : 4;

signed int do_rfcl413 : 2;

signed int content_nd5 : 2;

unsi gned use_canoni cal _nane : 2;

unsigned d_is_fnmatch : 1;

unsigned long limt_req_body;

enum{ srv_sig off, srv_sig on, srv_sig withmail } server_signature;

int |oglevel;

array_header *sec;

regex_t *r;

interpreter_source_e script_interpreter_source;
} core_dir_config;

d core_dir_config d components d
d_is fnmatch bit d
d r opts
override Options  AllowOverride
opts add  opts_remove Options "]
ap_default_type MIME
response_code_strings satisfy  ap_auth_type
ap_auth_name  ap_requires Satisfy
AuthType AuthName require hostname lookups  do_rfc1413 content md5
use_canonical_name bit HostNamelL ookups  IdentityCheck
ContentDigest UseCanonicalName DNS
RFC1413 MD5 URL
limit_req_body LimitRequestBody loglevel sec
Files script_interpreter_source

ScriptinterpreterSource

core_server_config

typedef struct {
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char *ap_docunent _root;

char *access_nane;
array_header *sec
array_header *sec_url;
} core_server_config;
ap_document_root DocumentRoot
access hame s sec url acess Directory
Location

7.5.2. mod_core

[ ]
create_core_dir_config
nmerge_core_dir_configs
create_core_server_config
nerge_core_server_configs
[ ]

ap_add_per _dir_conf
ap_add_per _url _conf
add_fil e_conf
reorder_sorter
ap_core_reorder_directories
ap_limt_section
endlimt_section

di rsection

filesection

url section

start _ifnod

end_i f nod
ap_exists_config_define
start_ifdefine

end_i fdefine

vi rtual host _section
end_nested_section
require

satisfy

set _access_nane

set _docunent _r oot

set _error_docunent

set _override

set_options

set _server_alias
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add_nodul e_comand

cl ear _nodul e_l i st_command
set _server_string_sl ot
server_type

server _port

set _user

set _server _root

set _ti meout

set _keep_alive_timeout
set _keep_alive

set _keep_al i ve_max
set_pidfile

set _serverpath

set _content _nd5

set _use_canoni cal _nane
set _server _limt

set _max_requests

set _t hreads

set _bi nd_address

set _|istener

i ncl ude_config

set _| ogl evel

set _aut hname

set _limt_reqg_line

set _interpreter_source
{

ap_docunent _r oot
ap_requires
ap_satisfies
ap_response_code_string
ap_get _renot e_host
ap_get _server_nane
ap_get _server_port
ap_construct _url
core_translate
do_not hi ng

def aul t _handl er

[ ]

ap_aut h_type

ap_aut h_name
ap_defaul t _type
ap_note_auth_failure
ap_not e_basi c_auth_failure
ap_note_digest_auth_failure
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ap_get _basi c_aut h_pw

ap_add_per_dir_conf

CORE_EXPORT(voi d) ap_add_per_dir_conf(server_rec *s, void *dir_config)
dirsection Directory  DirectoryMatch
dir_config s core core_server_config  sc

ap_add_per_url_conf

CORE_EXPORT(voi d) ap_add_per _url _conf(server_rec *s, void *url _config)
urlsection Location  LocationMatch url
url_config s core core_server_config  sec_url

ap_allow_options

APl _EXPORT(int) ap_al |l ow options(request_rec *r)
core_dir_config opts Options

ap_allow_overrides

APl _EXPORT(int) ap_all ow overrides(request_rec *r)
request_rec->per_dir_config  core override
AllowOverride

ap_auth_type

APl _EXPORT(const char *) ap_auth_type(request_rec *r)
request_rec->per_dir_config  core ap_auth_type
AuthType

ap_auth_name

APl _EXPORT(const char *) ap_aut h_name(request_rec *r)
request_rec->per_dir_config  core ap_auth_name
AuthName
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ap_check _cmd_context

APl _EXPORT(const char *) ap_check_cnd_context(cnd_parns *cnd, unsigned
f or bi dden)

cmd forbidden
NULL
forbidden http_config.h bit

#define NOT_I N_VI RTUALHOST 0x01 /* <Virtual host> */

#define NOT_INLIMT 0x02 /* <Limt> */

#define NOT_I N DI RECTORY 0x04 /* <Directory> */

#define NOT_I N_LOCATI ON 0x08 /* <Location> */

#define NOT_IN FILES 0x10 /* <Files> */

#define NOT_INDIRLOC FILE ( NOT_IND RECTORY | NOT_IN _LOCATION |
NOT_I N_FI LES )

#def i ne GLOBAL_ONLY  ( NOT_I N_VI RTUALHOST | NOT INLIMT |

NOT_IN DI R LOC FILE )
ap_construct_url

APl _EXPORT(char *) ap_construct_url(pool *p, const char *uri, const

request_rec *r)
uri r URI

ap_core_reorder_directories

voi d ap_core_reorder_directories(pool *p, server_rec *s)

s core module_config sec
gsort reorder_sorter
s->module_config core sec
1-component 2-component
"special" sections  "specid" sections /

ap_custom_response

APl _EXPORT(voi d) ap_cust om response(request_rec*r, i nt status, char *stri ng)
core_dir_config response_code_strings status

Apache
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ap_default_type

APl _EXPORT(const char *) ap_default_type(request_rec *r)

request_rec->per_dir_config  core ap_default_type
DEFAULT _CONTENT _TYPE "text/plain”
DEFAULT_CONTENT_TYPE Content-Type

ap_document_root

APl _EXPORT(const char *) ap_docunent _root (request_rec *r)
core_server_config ap_document_root

ap_exists_config_define

API_EXPORT(int) ap_exists_config_define(char * name)
Apache “ -D” name

add_file_conf

static void add_file_conf(core_dir_config *conf, void *url _config)
filesection Fle FilesMatch url_config
core core dir_config  sec

ap_get basic_auth_pw

APl _EXPORT(int) ap_get_basic_auth_pw(request_rec *r, const char **pw)

"Basic"
AuthType DECLINED
AuthName SERVER _ERROR
"Proxy-Authorization"  "Authorization"
ap_note basic_auth failure AUTH_REQUIRED
"Basic" AUTH_REQUIRED
ap_uudecode
r->connection pw

OK
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ap_get_remote_host

APl _EXPORT( const char *) ap_get _renpte_host (conn_rec*conn, void*dir_config,
int type)
conn type

http_core.h

core_dir_config hostname_lookups Hostnamel ookups

type  Hostnamel ookups

gethostbyaddr conn->remote_host
Hostnamelookups do_double reverse
conn->remote_ host  NULL
type REMOTE_DOUBLE_REV NULL
type NULL

ap_get_server_name

APl _EXPORT(const char *) ap_get_server_nanme(const request_rec *r)

ServerName Port
Host URI Apache
socket
r->sarver ->server_hostname
hostname r->server->server_hostname

ap_get_server_port

APl _EXPORT(unsi gned) ap_get_server_port(const request_rec *r)
ap_get_server_name

ap_limit_section

CORE_EXPORT_NONSTD( const char *) ap_limt_section(cnd_parns*cnd, voi d*dunmy,
const char *arg)
Limit  LimitExcept
cmd->limited
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add_module_command

static const char *add_nodul e_comrand(cnd_par ns *cnd, voi d *dunmy, char *arg)
AddModule

ap_note_auth_failure

APl _EXPORT(void) ap_note_auth_failure(request_rec *r)

"Basic" ap_note basic_auth failure
"Digest” ap_nhote_digest_auth_failure

ap_note_basic_auth_failure

APl _EXPORT(voi d) ap_note_basic_auth_failure(request_rec *r)
"Basic" "Proxy-Authenticate"
"WWW-Authenticate"
ap_note auth_failure

ap_note _digest_auth_failure

APl _EXPORT(void) ap_note_digest_auth_failure(request_rec *r)
Proxy-Authenticate =~ WWW- Authenticate
WWW

ap_requires

APl _EXPORT(const array_header *) ap_requires(request_rec *r)
core_dir_config ap_requires require

ap_response_code_string

char *ap_response_code_string(request_rec *r, int error_index)
core_dir_config response_code strings
error_index

ap_satisfies

APl _EXPORT(int) ap_satisfies(request_rec *r)
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core_dir_config satisfy satisfy satisfy

clear_module_list command

static const char *clear_nodul e_|list_command(cnd_parns *cnd, void *dunmy)
ClearModuleList
http_config.c ap_clear_ module list

core_translate

static int core_translate(request_rec *r)

r->uri
r->server_path core ap_document_root
r->filename
HTTP_FORBIDDEN
r->uri A e BAD_REQUEST
r->server ->path r->uri r->server->path
r->filename core ap_document_root + r->uri r->server->path
r->filename ap_document_root + r->uri
OK

create_core_dir_config

static void *create_core_dir_config(pool *a, char *dir)
core

create _core_server_config

static void *create_core_server_config(pool *a, server_rec *s)
core

default_handler

static int default_handl er(request_rec *r)
MIME
GET OPTION
ap_discard request_body
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GET  OPTIONS
r

1 M_INVALID
NOT_IMPLEMENTED
2. OPTIONS ap_send http_options
3. PUT METHOD_NOT_ALLOWED
4. HTTP_NOT_FOUND
5. GET METHOD_NOT_ALLOWED
6. FORBIDDEN
7. Last-Modified
8. Accept-Ranges "bytes’;
0. "Content-Length"
10. content_md5 0 MD5
Content-MD5 ap_mdsdigest
11 ap_set byterange Range  Reguest-Range
12. ap_send_http_header
13. HEAD ap_send_fd_length
ap_send_fd
14. ap_pfclose
OK
dirsection

static const char *dirsection(cnmd_parms *cnd, voi d *dummy, const char *arg)
Directory  DirectoryMatch

ap_create per_dir_config

“ o
cmd->path
ap_srm_command_loop
core end nested section
ap_srm_command_loop

ap _add per_dir_conf
cmd->server core
core r
NULL

-197-



WWW ——Apache

do_nothing

static int do_nothing(request_rec *r) { return OK; }

end_ifdefine

static const char *end_ifdefine(cnd_parns *cnd, void *dunmy)
</IfDefine> end ifmod

end_ifmod

static const char *end_ifrod(cnmd_parns *cnd, void *dummy)

</IfModule> NULL
Apache IfModule Directory Location Files
ap_srm_command_loop
ap_srm_command_loop ap_cfg_getline
" </IfModule>” start_ifmod

end_nested_section

static const char *end_nested_section(cnd_parns *cnd, void *dummy)
Directory DirectoryMatch Location LocationMatch Files FilesMatch
VirtualHost
NULL
ap_srm_command_loop

endlimit_section

staticconst char *endlimt_section(cnd_parns*cnd, voi d*dumry, voi d*dumy?2)
Limit  LimitExcept cmd->limited
-1

filesection

static const char *fil esection(cnd_parmnms *cnd, core_dir_config*c, const char

*ar g)
FHles FilesMatch
dirsection
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include_config

static const char *include_config (cnd_parns *cnd, void *dunmy, char *nane)
Include ap_process_resource _config

merge_core_dir_configs

static void *nmerge_core_dir_configs(pool *a, void *basev, void *new)
core

merge_core_server_configs

static void *merge_core_server_configs(pool *p, void *basev, void *virtv)
core

missing_endsection

static const char *m ssing_endsection(cnd_parnms *cnd, int nest)

reorder_sorter

static int reorder_sorter(const void *va, const void *vb)

va b gsort va> vb 1 va=vb
0 va< vb -1
va Wb reorder_sort_rec

struct reorder_sort_rec {
void *elt;
int orig_index;

b
dt core core_dir_config orig_index
corea coreb va W core_dir_config
core a core b
1
core a core b
-1
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core_a>d_components > core_b->d_components

core_a>d core b->d
1
core_a>d_components < core_b->d_components
-1

a>orig_index - b->orig_index

core_dir_config r d “ o

require

static const char *require(cnd_parns *cnd, core_dir_config *c, char *arg)
Satisfy require_line
core _dir_config ap_requires

require_line
typedef struct ({

i nt method_nask;

char *requirenent;
} require_line;

requirement ag method_mask

bit cmd->limited

satisfy

static const char *satisfy(cnmd_parns *cnd, core_dir_config *c, char *arg)
Satisfy core_dir_config satisfy

server_type

static const char *server_type(cnd_parns *cnd, void *dunmy, char *arg)
ServerType ap_standalone
Windows

server_port

static const char *server_port(cnd_parns *cnd, void *dunmy, char *arg)
Port cmd->server->port
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set_access_name

static const char *set_access_nane(cnd_parns *cnd, void *dunmy, char *arg)
AccessFileName core_server_config
access _name

set_authname

static const char *set _aut hname(cnd_parns *cnd, void *ntonfig, char *wordl)
AuthName core_dir_config
ap_auth_name

set_bind_address

static const char *set_bi nd_address(cnd_parns *cnd, void *dummy, char *arg)

BindAddress ap_bind_address.s_addr

set_content_md5

static const char *set_content_nd5(cnd_parns *cnd, core_dir_config *d, int
ar g)
ContentDigest core_dir_config
content_md5

set_document_root

static const char *set _docunent _root (cnd_parns *cnd, voi d *dummry, char *arg)
DocumentRoot core_server_config
ap_document_root

set_error_document

static const char *set _error_document (cnd_parns *cnd, core_dir_config*conf,
char *1ine)
ErrorDocument
core_dir_config response_code_strings
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set_interpreter_source

static const char *set_interpreter_source(cnd_parnms *cnd, core_dir_config
*d, char *arg)
ScriptinterpreterSource
core _dir_config script_interpreter_source

set_keep_alive_timeout

static const char *set_keep_alive_timeout(cnd_parns *cnd, void *dumy, char

*arg)
KeepAliveTimeout

cmd->server->keep_alive timeout
set_keep_alive

static const char *set_keep_alive(cnd_parns *cnd, void *dumry, char *arg)
KeepAlive cmd->server->keep_dlive

set_keep_alive_max

staticconst char *set _keep_al i ve_nmax(cnd_par s *cnd, voi d *dunmy, char *arg)
MaxK eepAliveRequests
cmd->server->keep_aive_max

set_limit_req_line

staticconst char *set_|limt_req_line(cnd_parns *cnd, voi d*dummy, char *arg)
LimitRequestLine cmd->server->limit_req _line

set_listener

static const char *set_listener(cnd_parnms *cnd, void *dunmy, char *ips)
Listen listen rec
ap _listeners
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set_loglevel

static const char *set _| ogl evel (cnd_parns *cnd, voi d *dummy, const char *arg)
LogLeve cmd->server->loglevel

set_max_requests

static const char *set _max_requests(cnd_parns *cnd, void *dunmy, char *arg)
MaxRequestsPerChild
ap_max_requests per_child

set_override

static const char *set_override(cnd_parnms *cnd, core_dir_config *d, const
char *1)
AllowOverride core_dir_config
override

set_options

static const char *set _opti ons(cnd_parnms *cmd, core_dir_config*d, const char
*1)
Options core_dir_config opts
opts_add opts_remove

set_pidfile

static const char *set_pidfile(cnd_parnms *cnd, void *dummy, char *arg)

PidFile ap_pid fname
set_server_alias

static const char *set_server_alias(cnmd_parns *cnd, voi d *dummy, const char
*arg)
ServerAlias arg server_rec
wild_names arg names
NULL
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set_server_string_slot

static const char *set_server_string_slot(cnd_parns *cnd, voi d *dumy, char

*arg)
cmd->server
ServerAdmin  ServerName ErrorLog AccessConfig  ResourceConfig

set_server_limit

static const char *set_server_limt (cnd_parms *cnd, voi d *dunmy, char *arg)
MaxClients ap_daemons_limit

set_server_root

static const char *set_server_root(cnd_parnms *cnmd, void *dummy, char *arg)
ServerRoot ap_server_root

set_serverpath

static const char *set_serverpath(cnd_parns *cnd, void *dummy, char *arg)
ServerPath cmd->server ->path
cmd->server->pathlen

set_threads

static const char *set_threads(cnd_parnms *cnd, void *dunmy, char *arg)

ThreadsPerChild ap_threads per_child

set_timeout

static const char *set_tineout(cnd_parns *cnd, void *dunmy, char *arg)
Timeout cmd->server ->timeout

set_use _canonical_name

static const char *set_use_canoni cal _nane(cnd_parns *cnd, core_dir_config

*d, int arg)

-204-



WWW ——Apache

UseCanonicalName core_dir_config
use _canonica _name

set_user

static const char *set_user(cnd_parnms *cnd, void *dummy, char *arg)
User Windows 5 2 Use

start_ifmod

static const char *start_ifrmod(cnd_parnms *cnd, void *dunmy, char *arg)

[fModule
ap_find_linked_module Apache
IfModule NULL
“ </IfModule>"
“ </IfModule>" NULL

start_ifdefine

static const char *start_ifdefine(cnd_parns *cnd, void *dumry, char *arg)
IfDefine ap_exists config_define
start_ifmod

unclosed_directive

static char *uncl osed_directive(cnd_parns *cnd)

urlsection

static const char *urlsection(cmd_parns *cnmd, voi d *dumy, const char *arg)
Location  LocationMatch
dirsection

virtualhost_section
staticconst char *virtual host _section(cnd_parns*cnd, voi d*dunmy, char *ar g)
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VirtualHost
ap_init_virtual_host server_rec
main_serser->next
ap_srm_command_loop VirtuaHost
srm access
ap_process_resource_config
NULL
6 proxy
Apache proxy/cache / FTP SSL
CONNECT HTTP/0.9 HTTP/1.0 proxy
7.6.1. mod_proxy
mod_proxy
) - e
o
o —— __ -
o
mod_proxy
® proxy_detect
proxy request_rec.proxyreq 1
® proxy_trans
r
® proxy_fixup
proxy r URL
® proxy_handler
proxy
proxy_handler ap_proxy_connect_handler
ap_proxy_http_handler ap_proxy_ftp_handler HTTP FTP
proxy
1. r->method_number TRACE
2
3. URL
4,
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o CONNECT SSL  Secure Socket Layer
9 HTTPL1
° HTTP
HTTP_FORBIDDEN
Via
ap_proxy_cache _update
ap_proxy_cache_tidy
ap_proxy_garbage call
o FTP proxy_ftp.c ap_proxy_ftp_handler
FTP

proxy
proxy_server_conf

create_proxy_config

set _proxy_req

add_proxy

add_pass

add_pass_reverse

set _proxy_excl ude

set _recv_buffer_size

set _proxy_dirconn

set _proxy_domai n

set _al | owed_ports

set _cache_r oot

set _cache_si ze

set _cache_maxex

set _cache_def ex

set _cache_factor

set _cache_gci nt

set _cache_dirlevels

set _cache_dirlength

set _cache_excl ude

set_recv_buffer_size

set _cache_conpl etion

set _vi a_opt

proxy_init
ap_proxy_cache_error

ap_proxyerror
ap_proxy_doconnect
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ap_proxy_bputs2
ap_proxy_send_hdr _line
ap_proxy_send_fb
ap_proxy_send_headers
proxy_getline
proxy_get host _of _request
ap_proxy_read_headers
ap_proxy_c2hex
ap_proxy_hex2c
ap_proxy_liststr
ap_proxy_hash
ap_proxy_sec2hex
ap_proxy_hex2sec
ap_proxy_dat e_canon
ap_pr oxy_canonenc
ap_proxy_canon_net| oc
proxy_mat ch_i paddr
pr oxy_mat ch_domai nnane
pr oxy_mat ch_host nane
proxy_mat ch_wor d
ap_proxy_i s_i paddr
ap_proxy_i s_domai nnane
ap_proxy_i s_host name
ap_proxy_is_word
ap_proxy_host 2addr
proxy_cache.c
ap_proxy_garbage_init

ap_proxy_gar bage_col

add_| ong61
sub_| ong61
cnp_l ong61
gedi ff

sub_garbage_col |
hel p_pr oxy_gar bage_col
rdcache
ap_proxy_cache_updat e
ap_proxy_cache_ti dy
ap_proxy_cache_check
proxy_connectc

al | oned_port
ap_proxy_connect _handl er

HTTP proxy_http.c
ap_proxy_http_canon
cl ear _connecti on
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proxy_l ocati on_reverse_nap

ap_proxy_http_handl er

alias_match
proxy_det ect
proxy_trans
proxy_fixup

pr oxy_needsdonai n
proxy_handl er

create_proxy_config

create_proxy_config(pool *p, server_rec *s)

proxy
set_proxy_req

set _proxy_req(cnd_parns *parns, void *dunmmy, int flag)
ProxyRequests proxy flag
proxy_server_conf->req

add_proxy

add_proxy (cnd_parnms *cmd, void *dummy, char *f, char *r)

ProxyRemote
f ProxyRemote URL r r
f URL proxy_server_conf.proxy
r defports

add_pass

add_pass (cnd_parnms *cnd, void *dummy, char *f, char *r)
URL ProxyPass
f r proxy_server_conf.aliases

-209-



WWW ——Apache

add_pass_reverse

add_pass_reverse(cnd_parns *cnd, void *dummy, char *f, char *r)

add pass
add_pass add_pass_reverse
RewriteRule rewrite
Rewrite Apache f URL
r proxy_server_conf.raliases

set_proxy_exclude

set _proxy_excl ude(cnd_parms *parms, void *dunmy, char *arg)
Apache
IP IP DNS
ProxyBlock ag IP
proxy_server_conf.noproxies

set_recv_buffer_size

set _recv_buffer_size(cnd_parns *parns, void *dummy, char *arg)
http ftp
ProxyReceiveBufferSize arg proxy_server_conf,
recv_buffer_size

set_proxy_dirconn

set _proxy_dirconn (cmd_parns *parns, void *dunmy, char *arg)

NoProxy ag
arg proxy_server_conf.dirconn name

set_proxy_domain

set _proxy_domai n(cnd_parmnms *parmns, void *dummy, char *arg)

redirection
response ProxyDomain ag
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set_allowed ports

set _all owed_ports (cnd_parns *parns, void *dummy, char *arg)
allowCONNECT CONNECT arg
proxy_server_conf.allowed_connect_ports

set_cache_root

set _cache_root (cnd_parnms *parns, void *dummy, char *arg)
CacheRoot CacheRoot
arg proxy_server_conf.
cache_conf.root

set_cache_size

set _cache_si ze(cnd_parnms *parnms, char *struct_ptr, char *arg)
CacheSize kb ag
proxy_server_conf. cache_conf.space

set_cache_maxex

set _cache_maxex (cmd_parmnms *parns, void *dummy, char *arg)

CacheMaxExpire arg
proxy_server_conf. cache_conf.maxexpire

set_cache_defex

set _cache_defex (cnmd_parns *parns, void *dumry, char *arg)
CacheDefaultExpire
CacheMaxExpire arg
proxy_server_conf. cache_conf.defaultexpire

set_cache_factor

set _cache_factor (cnd_parns *parns, void *dummy, char *arg)
Cachel_astM odifiedFactor
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expiry-period = time-since-last-nodification * <factor>
arg proxy_server_conf. cache_conf. Imfactor

set_cache_gcint

set _cache_gcint(cnmd_parnms *parms, void *dummy, char *arg)
CacheGclnterval cache
arg proxy_server_conf. cache_conf. gcinterval

set_cache_dirlevels

set _cache_dirl evel s(cnd_parnms *parns, char *struct_ptr, char *arg)
CacheDirLevels arg
proxy_server_conf. cache conf.dirlevels
Hash 9 MD5

set_cache_dirlength

set _cache_dirlength(cnmd_parnms *parns, char *struct_ptr, char *arg)
CacheDirLength arg

proxy_server_conf. cache conf.dirlength
Hash Hash

set_cache_exclude

set _cache_exclude (cnd_parns *parns, void *dunmmy, char *arg)
NoCache
arg hostent
proxy_server_conf.nocaches

set_recv_buffer_size

set _recv_buffer_size(cnmd_parms *parns, void *dumy, char *arg)
ProxyReceiveBufferSize arg
proxy_server_conf. cache conf. recv_buffer_size

set_cache_completion
set _cache_conpl eti on(cnd_parns *parns, void *dummy, char *arg)
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CacheForceCompletion
arg
proxy_server_conf. cache _conf. cache completion

set_via_opt

set _via_opt(cnd_parns *parns, void *dummy, char *arg)
ProxyVia proxy HTTP Via on | off
| block | full arg proxy_server_conf.cache conf.viaopt

proxy_init

proxy_init(server_rec *r, pool *p)
ap_proxy_garbage init mutex
proxy_cache.c garbage_mutex

ap_proxy_cache_error

ap_proxy_cache_error(cache_req *c)
NULL

ap_proxyerror

ap_proxyerror(request_rec *r, int statuscode, const char *nessage)
statuscode message r error-notes
verbose-error-to

ap_proxy_doconnect

ap_proxy_doconnect (i nt sock, struct sockaddr_in *addr, request_rec *r)
-1 0

ap_proxy_bputs2

ap_proxy_bputs2(const char *data, BUFF *client, cache_req *cache)
data client  cache->fd
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ap_proxy_send_hdr_line

ap_proxy_send_hdr_line(void *p, const char *key, const char *val ue)
p cache table do_args
HTTP1.x 1

ap_proxy_send fb

ap_proxy_send_fb(BUFF *f, request_rec *r, cache_req *c)
r

ap_proxy_send_headers

ap_proxy_send_headers(request _rec *r, const char *respline, table *t)

r respline t
r  headers out

proxy_getline

proxy_getline(char *s, int n, BUFF *in, int fold)
getline

proxy_get host_of request

proxy_get _host_of _request (request_rec *r)

r NULL

URL “ scheme://” NULL
ap_proxy_canon_netloc URL r
hostname

ap_proxy_read headers

ap_proxy_read_headers(request_rec *r, char *buffer, int size, BUFF *f)
f table
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ap_proxy_c2hex

ap_proxy_c2hex(int ch, char *x)
ch “ %" ASCII X ch

ca X “ %61" a ASCl 97=61H ch *“ Z
X L %7AH

ap_proxy_hex2c

ap_proxy_hex2c(const char *x)

X ASCII X
“ 61" “ad ASCII 97

ap_proxy_liststr

ap_proxy_liststr(const char *list, const char *val)
list va 1 0 lig o

ap_proxy_hash

ap_proxy_hash(const char *it, char *val, int ndepth, int nlength)
it URL hash 16 32 26
26 val
32 0-255 8 it ASCII 0-31 5 hit
32 5 40 it 5 it
3 0 8 5 5
Bhit= 8hit 8

ap_proxy_sec2hex

ap_proxy_sec2hex(int t, char *y)
16 y t 135a9b01H
“ 135A9B01”
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ap_proxy_hex2sec

ap_proxy_hex2sec(const char *x)
16 ap_proxy_sec2hex

ap_proxy_date_canon

ap_proxy_date_canon(pool *p, const char *x)
X X RFC 850 asctime() RFC 1123
X

ap_proxy_canonenc

ap_proxy_canonenc(pool *p, const char *x, int | en, enumenctypet, int isenc)
len X t URL path
user isenc “ o

“ ot
NULL

ap_proxy_canon_netloc

ap_proxy_canon_net | oc(pool *p, char **const wurlp, char **userp, char
**passwordp, char **hostp, int *port)
URL urlp
hostp urlp port userp passwordp
NULL /
*urlp o Malformed URL
Bad %-escape in URL (password)
Bad %-escape in URL (user name)
Bad port number in URL
65535 Port number in URL > 65535
Missing host in URL
IP IP Bad IP address in URL
NULL

proxy_match_ipaddr

proxy_mat ch_i paddr (struct dirconn_entry *This, request_rec *r)
r IP
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IP IP This IP
1 0
IP ap_proxy_host2addr
0 IP This 1

proxy_match_domainname

proxy_nat ch_donai nnanme(struct dirconn_entry *This, request_rec *r)
r This->name 1 0

proxy_match_hostname

proxy_mat ch_host nane(struct dirconn_entry *This, request_rec *r)
r This->name 1 0

proxy_match_ word

proxy_mat ch_word(struct dirconn_entry *This, request_rec *r)
This->name r 1 0

ap_proxy_is_ipaddr

ap_proxy_is_ipaddr(struct dirconn_entry *This, pool *p)

This P

ap_proxy_is_domainname

ap_proxy_i s_domai nnanme(struct dirconn_entry *This, pool *p)

This
ap_proxy_is_hostname

ap_proxy_i s_hostnane(struct dirconn_entry *This, pool *p)
This
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ap_proxy_is_word

ap_proxy_is_word(struct dirconn_entry *This, pool *p)
This 1
This->Matcher

ap_proxy_host2addr

ap_proxy_host 2addr (const char *host, struct hostent *reghp)
IP struct hostent host
o IP inet_addr u_long
gethostbyaddr hostent gethostbyname hostent

reghp
NULL

ap_proxy_garbage init

ap_proxy_garbage_init(server_rec *r, pool *p)
ap_create_mutex
mutex garbage mute

ap_proxy_garbage_ coll

ap_proxy_garbage_col | (request _rec *r)
r help_proxy_garbage cal

add_long61

add_l ong61 (long61_t *accu, |long val)
long long61-t long61-t accu

sub_long61

sub_l ong61 (long61_t *accu, |long val)
add long61
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cmp_long61

cnp_long6l (long6l_t *left, long6l_t *right)

left=right 0
gcdiff
gcdi ff(const void *ap, const void *bp)
gc ent  expire expiration date ap bp gc ent
ap->expire > bp->expire 1 -1 0

sub_garbage coll

sub_gar bage_col | (request _rec  *r, array_header *files, const
*cachebasedir, const char *cachesubdir)
cachebasedir  cachesubdir
dirent
tmp
sub_garbage coll

26
files

help_proxy garbage coll

hel p_proxy_garbage_col | (request_rec *r)

“ time”

sub_garbage coall
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rdcache

rdcache(request _rec *r, BUFF *cachefp, cache_req *c)
cachefp c 1
0 UNIX -1
5 8 16 c
“ X-URL URL” URL C
URL

cache reqg. resp_line
cache reg.status
ap_proxy_read headers
Content-Length cache_reg.hrdrs
ap_proxy_cache update

ap_proxy_cache_update

ap_proxy_cache_updat e(cache_req*c, tabl e*resp_hdrs, const int is_HTTPL, int

nocache)

Expires BAD DATE

Last-Modified BAD DATE

HTTP_OK HTTP_MOVED_PERMANENTLY
HTTP_NOT_MODIFIED Expires
HTTP_NOT_MODIFIED HTTP_OK HTTP1.1
Last-Modified HEAD
Authorization nocache 1
DECLINED
Date
Date Last-Modified Date
Last-Modified cache

Last-Modified

Expires

Expires Last-Modified Date -
Last-Modified * Expires Expires
Expires Expires
Date Last-Modified Expires 1
45
HTTP_NOT_MODIFIED Last-Modified

If-Modified-Since cache

HTTP_NOT_MODIFIED
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cache 45 OK

HTTP_NOT_MODIFIED 45 version 0

DECLINED URL X-URL:
DECLINED
ap_proxy_cache_tidy
ap_proxy_cache_tidy(cache_req *c)
C
C C

ap_proxy _cache _check

ap_proxy_cache_check(request_rec *r, char *url, struct cache_conf *conf,
cache_req **cr)

url HTTP
DECLINED
If-Modified-Since cache reg.ims
URL
GET URL 1024  pragma
no_cache
Im
ims ims cache Expires
HTTP_NOT_MODIFIED
Im ims request_rec.status line
request_rec.status HTTPO.9
HEAD ap_proxy_send_fb
OK
Im ims
Im Im ims DECLINED
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allowed_port

al | owed_port (proxy_server_conf *conf, int port)
proxy 1 0

ap_proxy_connect_handler

ap_proxy_connect _handl er (request _rec *r, cache_req *c, char *url, const char

*proxyhost, int proxyport)

SSL proxy
url HTTPS
proxy ProxyBlock
ap_proxyerror HTTP_FORBIDDEN
proxy DEFAULT_HTTPS PORT
DEFAULT_SNEWS PORT HTTP_FORBIDDEN
allowed port HTTP_FORBIDDEN
proxy proxy
socket HTTP_INTERNAL_SERVER_ERROR
struct hostent
connect ap_proxy_doconnect
ap_pclosesocket socket
HTTP_INTERNAL_SERVER_ERROR
proxy “ CONNECT” + URL+* HTTP/L.O
Proxy-agent “ HTTP/1.0
200 Connection established” Proxy-agent
socket OK
ap_proxy_http_canon
ap_proxy_http_canon(request_rec *r, char *url, const char *schene, int
def _port)
o url scheme
r filename def port scheme
HTTP_BAD_ REQUEST OK
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clear_connection

cl ear _connection(pool *p, table *headers)
headers
headers Proxy-Connection
headers Connection
Connection

proxy_location_reverse_map

proxy_l ocati on_reverse_map(request_rec *r,
url ProxyPassReverse

ap_proxy_http_handler

ap_proxy_http_handl er (request_rec *r,

*proxyhost, int proxyport)

cache_req *c,

HTTPL1 14.10

headers

const char *url)

url

char *url, const char

HTTP_BAD_REQUEST

DECLINED

HTTP proxy
url /i
DEFAULT_HTTP_PORT
ProxyBlock
HTTP_FORBIDDEN
proxy proxyhost

HTTP_INTERNAL_SERVER ERROR
socket
ProxyReceiveBufferSize

ap_proxy_doconnect

proxy DECLINED
clear_connection
URL
Host
Via
Via “ off”
proxy Via
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ap_table mergen
Via full proxy
Host
Proxy-Authorization
ap_should_client_block ap_get_client_block
chunked
HTTP_BAD_GATEWAY
HTTPx.x HTTPO.9
200 r daus status line
1.0 1.x
HTTP_BAD_GATEWAY
0.9 r status
status line
cache proxy Via
clear_connection
cache req hdrs
Date Last-Modified Expires
proxy_location_reverse_map Location URI
cache
ap_proxy_cache_update cache
DECLINED DECLINED HTTP1.x

ap_proxy_cache_update
ap_proxy_cache_error

HTTPO.9 HTTP1.x

ap_proxy_cache tidy cache
cache

ap_proxy_garbage coll  cache
OK

alias_match

al i as_match(const char *uri, const char *alias_fakenane)
uri dias fakename alias_fakename
uri 0

proxy_detect

proxy_det ect (request _rec *r)
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proxy scheme
HTTP
proxy request_rec.proxyreq proxy:” request_rec.filename
“ proxy-server” proxy

M_CONNECT
DECLINED(=0)

proxy_trans

proxy_trans(request_rec *r)
r
WWW Apache WWW  proxy

proxy proxy_detect
proxy_server_conf .diases
DECLINED(=0)

proxy_fixup

proxy_fixup(request_rec *r)
proxy r URL
r proxy DECLINED
HTTP FTP ap_proxy_http_canon
ap proxy_ftp canon URL
URL o o HTTP_BAD_REQUEST
OK

proxy_needsdomain

proxy_needsdonui n(request _rec *r, const char *url, const char *donai n)

proxy GET r DECLINED
L “ locahost” DECLINED
ap_unparse_uri_components
URI Location r

HTTP_MOVED_PERMANENTLY

proxy_handler

proxy_handl er (request _rec *r)
r proxy r filename “ proxy:”
DECLINED(=0)
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proxy

“ TRACFE Max-Forwards 1

TRACE OK Max-Forwards

chunked

ap_proxy_cache_check cache DECLINED

proxy_needsdomain r

RemoteProxy

CONNECT

ap_proxy_http_handler

CONNECT

1

2. http
3. ftp
4

Internet

HTTP_MOVED_PERMANENTLY

NoProxy
proxy

ap_proxy_connect_handler http

ap_proxy_connect_handler
ap_proxy_http_handler
ap_proxy_ftp_handler

HTTP_FORBIDDEN

7 CGl

WWW

HTTP HTML URL CGl Www

Cal

7.7.1. CGl

CaGl

Cal
CGl

CGlI Common Gateway Interface

Apache CGI

WwWww CGl
CGl
Cal CaGl WWW CaGl

WWW CaGl WWW
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Cal
1 cal
Cal Cal 7.8
|- - -~ - - - - - - - -—-—--= I
|
[
CI :
e |
[
[
|
|
_________________ 1
HTML FORM HTTP Cal
cal
URL Cal Cal Cal
cal WWw
° CG
° HTML ISINDEX
° HTTP POST CGl
GET cal
Cal HTML
2. Cal
cal / Unix
Windows VB  Delphi I O
Cal cal
cal WinCGlI
Cal cal cal Cal
WWW
Cal
Cal cal cal
CGl
Cal Cal
Cal WWW
POST
Cal
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3. Cal Cal
CGl I O cal CGl
Cal I O
CGl Windows95  WindowsNT CGl
Cal I O
Www Cal Cal cal
CGil WWW
Cal WWW Cal
WWW HTTP HTML MIME URL
1. CGI HTTP
Cal HTTP
() HTTP
Cal URL
e CaGl HTTP cal
HTTP Cal
2.CGlI  HTML
CGl HTTP MIME
HTML text html URL HTML
HTML
CGil
CGl APl Application Programming
Interface SSI  Server Side Includes Wwww
SSl
API WWWwW API O Relly Webste
WSAPI  Purveyor Webserver  Microsoft 1S ISAPI API
ISAPI
EXE DLL
CGl SsS APl
7.2
| ss| | CGl | WSAPI/ISAPI |
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CPU
CGl AP SSl
API cal CGl
Cal
Cal APl
CPU Cal
Cal
7.7.2. CGlI
Wwww
JavaScript Netscape VBScript  Microsoft
WWW
www CGl APl cal
CGl cal
Cal CGl
I O CaGl I O
HTTP Method
cal HTML FORM ISINDEX
ISMAP  Imagemaps C
CGl agc argv int
HTTP
[ J
CGl

» GATEWAY—INTERFACE
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CaGl CaGl CGI1 1 “ CGl
1 1"*REQUEST—METHOD REQUEST—METHOD HTTP
CaGl Stdin QUERY—
STRING
» QUERY—STRING
QUERY—STRING CaGl URL *“ " ISINDEX
FORM GET
» CONTENT—LENGTH
CONTENT—LENGTH
» CONTENT—TYPE
CONTENT—TYPE
° HTTP
CaGl HTTP HTTP HTTP
GET POST FORM METHOD
GET
FORM GET Cal QUERY—STRING
FORM POST CaGl CONTENT—LENGTH
Stdin
namne 1 =value 1 nanme 2 =value 2 name i =value i nane n
=value n
1l =il =n
name i FORM value i
FORM
“ Name=Vaue’ ‘ '
CONTENT—TYPE ccél 11 “ application x www form urlen
coded” URL
ASCII 32 ‘ ’ “ XX “ XX ASCII
13 ” 3 24" 3 ” “ 3Fl!
strtok strchr
“ ASCII
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CGl
HTTP
Content—Type MIME
Location URL URL Status
HTTP
" " LF CR/LF
Cal Content—Type
CGl printf  puts /0
CGil
CGl
cC/IC Perl TCL Unix shell VB Java cC/IC
Perl Java
Perl Java Shell cal
1. Perl CGl
#! perl . exe
print "Content-type: text/plain\n\n";
for $key(YENV) {
print "$key eval uates to $ENV{ $key} "
}
perl.exe
2. Java Cal
Java VM
Java java_cgi
ftp://ftp.orbits.com/pub/software/java_cgi-0.4.tgz
Java CGl java cqgi java.cgi
API
java.cgi API CGl
Java
API CGl Java
Java java.cgi/JavaFileName, java.cgi
$PATH_INFO JavaFileName java Java
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java cgi java cqgi

import java.io.*;

inmport java.util.*;

import Orbits. net.*;

I/l This class will get all of the CG information and return it to the
/1 browser.

public class CA _Test {

public static void main( String argv[] ) {

/1 Produce output that the browser will understand.
Systemout.println( "Content-type: text/plain" );
Systemout.println( "" );

// Get the CA information.
Cd info = new Cd ();

// Put the |ist of variable nanes into a list.

Enuneration e = info.getNanes();

while ( e.hasMoreEl enents() ) {

/1 For each name in the list.
String name = (String) e.nextEl enent();
Systemout. print( name );

Systemout.print( " evaluates to " );

/1l CGet the associated val ue.
String value = info.getValue( nane );

System out. printin( value );

}

}

}
Orbits.net  CGI CGl getNames  getVaue
java_cgi Java HTML

3. Shell

#!'/ bin/ sh

echo Content -type: text/plain
echo
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echo CA@ /1.0 test script report:
echo

echo argc is $#. argv is "$*"
echo

echo SERVER SOFTWARE = $SERVER SOFTWARE
echo SERVER NAME = $SERVER NAVE

echo GATEWAY_I| NTERFACE = $GATEWAY_| NTERFACE
echo SERVER PROTOCOL = $SERVER PROTOCOL
echo SERVER PORT = $SERVER PORT

echo REQUEST METHOD = $REQUEST METHCOD
echo HTTP_ACCEPT = " $HTTP_ACCEPT"

echo PATH_I NFO = $PATH_I NFO

echo PATH_TRANSLATED = $PATH_TRANSLATED
echo SCRI PT_NAME = $SCRI PT_NAME

echo QUERY_STRI NG = $QUERY_STRI NG

echo REMOTE_HOST = $REMOTE_HOST

echo REMOTE_ADDR = $REMOTE_ADDR

echo REMOTE_USER = $REMOTE_USER

echo CONTENT_TYPE = $CONTENT_TYPE

echo CONTENT_LENGTH = $CONTENT_LENGTH

7.7.3.

CGl CGl
CGl GATEWAY _INTERFACE
SERVER_PROTOCOL REQUEST_METHOD QUERY_STRING  REQUEST_URI
SCRIPT_NAME PATH_INFO PATH_TRANSLATED

7.3
SERVER_NAME=
SERVER_NAME Cal 1P 159 226.42 68
SERVER_SOFTWARE=
SERVER_SOFTWARE o . Apache/1.3.6 CERN/3.0
nameversion NCSA/1.3.
GATEWAY INTERFACE N CaGl GATEWAY_l NTERFACE=
- CGl/revision cgi/1.1 dos
HTTP SERVER_PROTOCOL=
SERVER_PROTOCOL HTTP/revision HTTP/1.1
SERVER PORT 0 Tcp WWw SERVER PORT =80
REQUEST METHoD | POST  GET,
MIME
HTTP_ACCEPT type/subtype MIME
HTTP_USER_AGENT HTTP_USER_AGENT=
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Mozilla/4.0  (compatible;
MSIE 5.0; Windows NT)
HTTP_REFERER URL
PATH_INFO URL
URL
PATH_TRANSLATED=
PATH_TRANSLATED C:\HTTPD\CGI-BIN\
URL cal
URL

SCRIPT_NAME

http://www.vt.com/cgi-bin/prog?p = mrp
SCRIPT_NAME prog

QUERY_STRING

URL

REQUEST _METHOD=GET

CGl

REMOTE_HOST

REMOTE_ADDR

IP

REMOTE_USER

REMOTE_IDENT

REQUEST_METHOD=POST

CONTENT_TYPE MIME
CONTENT_LENGTH POST ’
7.7.4. Apache CGl
Cal cal WWW
Apache Cal
Apache CGl
CaGl
Apache CGl CGl
Cal
%Wo[tine] request-line
Yo HTTP-status CA-script-fil enanme
Cal
9%%error
error-nessage
CGl bug
% equest
Al HTTP request headers received

POST or PUT entity (if any)

% esponse
All
%t dout

Cd standard out put

headers out put by the CA script
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Y%t derr
CGE standard error
Cal Y%stdout
Yostderr
Cal
%6[ Tue Jul 06 09: 54: 45 1999] GET /cgi -bin/status_report. exeé&r estart=Apache
HTTP/ 1.0
96 404 c:/program fil es/ apache
gr oup/ apache/ cgi - bi n/ status_report. exe&r est art=apache
%error

script not found or unable to stat

Wo[Fri Jul 09 11:58:04 1999] CET /cgi-bin/redirect.pl HITP/ 1.0
%% 500 c:/program fil es/ apache group/ apache/ cgi-bin/redirect. pl
% equest

Accept: i mage/ gif, image/ x-xbitmap, imge/jpeg, i mage/ pjpeg, i mage/ png, */*
Accept - Charset: is0-8859-1,*,utf-8

Accept - Encodi ng: gzi p

Accept - Language: en

Connection: Keep-Alive

Host: | ocal host

Pragnma: no-cache

User-Agent: Myzilla/4.5 [en] (WnNT; I)

% esponse

HTTP/ 1.0 302 Mved

%t dout

Status: 302 Mved

Location: http://|ocal host/index. htm

Wo[Fri Jun 25 08:51:26 1999] GET /cgi-bin/Cdexampl HITP/ 1.0
%% 500 c:/program fil es/apache group/apache/ cgi-bin/cgi exam pl
% equest

Accept: image/ gif, inmagel/ x-xbitmap, image/jpeg, image/ pj peg, i mage/ png, */*
Accept - Charset: is0-8859-1,*,utf-8

Accept - Encodi ng: gzip

Accept - Language: en

Connection: Keep-Alive

Host: niu

User-Agent: Mzilla/4.5 [en] (WnNT; 1)

% esponse

Ystderr

syntax error at ConfiglO pmline 36, near "//local"

syntax error at ConfiglO pmline 37, near "//print"
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%6 [Fri Jun 25 09:02: 24 1999] GET /cgi-bin/Cdexampl HTTP/ 1.0

%% 500 c:/program fil es/ apache group/ apache/ cgi-bin/cgi exam pl

% equest

Accept: i mage/ gi f, i mage/ x- xbi t map, i mage/j peg, i mage/ pj peg, i nage/ png, */*
Accept - Charset: is0-8859-1,*, utf-8

Accept - Encodi ng: gzi p

Accept - Language: en

Connection: Keep- Alive

Host: niu

Pragma: no-cache

User-Agent: Mzilla/4.5 [en] (WnNT; I)

% esponse

?Error in opening read pipe \\.\pipe\Server2CG 930272542 in Conf Pi pe.

1. /cgi-bin/status_report.exe
2.
3. CGl perl
4. CGI CGl
%response Cal
Cal
7.7.5.mod_cqi
cgi_handler

cgi _handl er (request _rec *r)
mod_cgi 7.9

-236-



WWW ——Apache

IR EFRFLESH ook

IR HFEES
EERCEIIATT

EElasIE dim

T oph-CEI7
Ha

CIEEETH A KR
ErxHFmTEEfT

Y
¥
EFHar_add_commen_vars
FEREFARETE

!

14 A o i _childFFEARATORD, 2
I SOEIMEE SRR

v

|  #sxaFrpmgsigc |

v

| FUCCIIAT I 5 R |

2p scan script_header_err_bmffiTEE
i & dEark-CELSRE & R S & T

Ha

wRkiie. &6

Taz

¥

HelmFdE R, PECIERE
nph#3 g, T OTHE EETIR & & ira
. RESEEEF

7.9

ap_bspawn_child

ap_bspawn_chi |l d(pool *p, int (*func) (void™*, child_info*), void*data, enum
ki1l _conditions kill_how, BUFF **pipe_in, BUFF **pipe_out, BUFF **pipe_err)
ap_bspawn_child cgi_handler cal
script_in  pipe out  script_out pipe out  script_error pipe_error
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CGl HTTP_INTERNAL_SERVER ERROR
1/0 7.4 7.10
7.4
cgi_handler ap_spawn_child
script in pipe out
script_out pipe in
script_error pipe error

[FAERE@mEn | seripein - pipr_om > CerbREWA |

| e IR i scriph_eart = pipe_in > ET, SR |

| o EE bR M i sCript_error = Pipe_erro1> Hikefe: 5 Bia® |

7.10
cgi_child

cgi _child(void *child_stuff, child_info *pinfo)

cgi_child cal
cgi_child ap _add cgi_vars
ap_create_environment ap_cal_exec Cal
ap_cal_exec

ap_call_exec

ap_cal | _exec (request_rec *r, child_info *pinfo, char *argv0, char **env, int
shel | cnd)
ap _call_exec r->filename CGl
Cal
-1
http_core.c ap_get win32_interpreter

ap_get _wi n32_interpreter(const request_rec *r, char* ext, char**
interpreter )
interpreter
get_interpreter_from_win32_registry
get __interpreter_fromw n32_regi stry(pool *p, const char* ext)

\HKEY_LOCAL_MACHINE\ SOFTWARE\Classes\
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\HKEY_LOCAL_MACHINE\
SOFTWARE\Classes\ SHEL L\OPEN\COMMAND\

%1

log_scripterror log_script

| og_scripterror(request_rec*r, cgi _server_conf *conf, int ret, i nt show_errno,
char *error)

log_scripterror Cal

| og_script(request_rec *r, cgi _server_conf * conf, int ret, char *dbuf, const

char *sbuf, BUFF *script_in, BUFF *script_err)
log_script CGl CGl

8 access

mod_access.c
P

7.8.1. mod_access

enum al | owdeny_type {//

TEN, [/
T AL /A
TIP, /I ip

T _HOST, /1
TFAL // ip

b
typedef struct {

int limted;

uni on {
char *from /1 from
struct {
unsi gned | ong net; I
unsi gned | ong mask; //
}ips
X
enum al | owdeny_type type; /1
} all owdeny; /lallow deny
limited 16 16
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1

typedef struct {
int order[ METHODS]; //

/1 GET

array_header *all ows; /1allow

array_header *denys; //deny

} access_dir_conf; I
adlows  denys allowdeny
deny
[ ]

create_access_dir_config
[ ]

order

is_ip

al l ow_cnd

{

i n_domai n

find_al | owdeny
check_dir_access

create_access_dir_config

create_access_dir_config(pool *p, char *dunmy)

access _dir_conf
order

order(cnd_parns *cnd, void *dv, char *arg)
order arg order
dv access dir_conf
arg order

unknown order”
IS_ip
is_ip(const char *host)

host ip

while ((*host==".") || ap_isdigit(* host))//
host++;
return (*host == "\0");//
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allow_cmd

al low cnd(cnd_parns *cnd, void *dv, char *from char *where)

adlow  deny v access _dir_conf from
adlow  deny “ from”
where IP
NULL

from ‘from’

"all ow and deny nust be followed by 'from"
where ol
IP IP
access _dir_conf denys  adlows allowdeny

iIn_domain

i n_domai n(const char *domai n, const char *what)

what domain what domain
1 0 find_allowdeny
domain what what domain
nogood.com good.com what

find_allowdeny

find_all owdeny(request_rec *r, array_header *a, int nethod)

alow deny
method a dlow  deny
1 0
dlow deny from check _dir_access
alow  deny
1 0
check_dir_access
check_dir_access(request_rec *r)
OK FORBIDDEN
order dlow  deny
order 5 2 order
find_allowdeny alow deny
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Satisfy al require
9 auth
HTTP Apache
® mod auth
mod_auth.c
® mod_auth_anon
"anonymous'
mod_auth_anon.c Apache 1.1
ftp
‘anonymous email email
profile ‘unregistered'
cookies URL /
URL
® mod auth db
Berkeley DB mod_auth db.c
DB DBM
mod_auth_dbm Apache 1.1
BSD FreeBSD NetBSD dbm Berkeley DB
mod_auth_dbm mod_auth_db
DB http://www.d eepycat.com/
® mod auth_dbm
DBM mod_auth_dbm.c
® mod digest
MD5 mod_digest.c
Apache 1.1
mod_auth.c mod_auth anon.c mod auth db.c mod auth dbm.c
mod_digest.c
791.HTTP
HTTP
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HTTP / challenge-response authentication
mechanism
token
aut h-schene = t oken
aut h- par am = token "=" quoted-string
401
WWW-Athenticate
chal | enge = auth-scheme 1*SP realm*( "," auth-param)
realm ="realm "=" real mval ue
real mval ue = quot ed-string
realm realm
root URL protection
space
401
411 Content-Length Authorization
Authorization Authorization
credentials
credentials = basic-credential s

| auth- schene #aut h- param

403
WWW-Authenticate

HTTP /
WWW- Authenticate Authorization
WWW HTTP/1.1
HTTP /

/ HTTP1.0
HTTP1.1

basic ID
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URL

sesame

64

64

opaque string
ID

URI
WNWM Aut henti cate: Basic real me"\Wal | yworl d"
"WallyWorld" URI

64
basi c-credentials = "Basic" SP basic-cookie
basi c-cookie = <base64 encodi ng of user-pass,
except not limted to 76 char/line>
user-pass = userid ":" password
userid = *<TEXT excluding ":">
passwor d = *TEXT
ID userid

userid ID —"Aladdin® password ——"0open

Aut hori zati on: Basi c QMhZGRpbj pvcGVul HN c2Ft ZQ==

“ QWxhZGRpbjpvcGVulHNIc2FtZQ==" “ Aladdin: open sesame’

HTTP HTTPL.1 RFC 2069

1. WWW-Authenticate

Authorization 401
WWW- Authenticate WWW-Authenticate
WAV Aut hent i cat e = "WANWV Aut henticate” ":" "Digest”
di gest -chal | enge
di gest - chal | enge = 1#( realm| [ domain ] | nonce |

[ digest-opaque ] |[ stale ] | [ algorithm] )
real m ="realnl "=" real mval ue

real mval ue = quoted-string
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domai n = "domai n" "=" <"> 1#URl <">

nonce = "nonce" "=" nonce-val ue

nonce- val ue = quot ed-string

opaque = "opaque" "=" quoted-string

stale = "stale" "=" ( "true" | "false" )
readm

“ registered_users@gotham.news.com”

domain URI
URI URI domain
URI URI
nonce 401
HTTP 64
nonce HTTP
H(client-1P ":" time-stanp ":" private-key )
client-1P IP time-stamp
private-key nonce
nonce nonce
nonce IP
nonce
nonce
opague HTTP
64
dale nonce sae
TRUE
nonce
TRUE
agorithm
MD5 secret data KD(secret,
data) data H(data) MD5
H(data) = MD5(dat a)
KD(secret, data) = H(concat(secret, ":", data))
“or MD5
2. Authorization
Authorization
Aut hori zati on = "Aut hori zation" ":" "Digest" digest-response
di gest - response = 1#( usernane | realm| nonce | digest-uri |

response | [ digest ] | [ algorithm] |
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user nane
user nane-val ue
di gest-uri

di gest-uri-val ue
response

di gest =
response-di gest
entity-di gest

LHEX = "0 | "1t | "2 | "3 | "4" | "5" | “"e" | "7" |
response-digest  entity-digest
r esponse- di gest =
<"> < KD ( H(Al), unquoted nonce-value ":" H(A2) > <">
Al = unquot ed usernane-val ue ":" unquoted real mval ue
":" password
password = < user's password >
A2 = Method ":" digest-uri-value
username-value Al
Authorization
user nane="Mif asa", real n="nyhost @estreal m conf
Mufasa “ CircleOfLife” H(AL) H ( Mufasa :
myhost@testrealm.com : CircleOfLife)
Method HTTP request-uri Request-URI
digest
POST PUT digest
——entity-digest
entity-digest = <"> KD (H(Al), unquoted nonce-value ":" Method ":"

opaque )

"user nanme"

= quoted-string

"Ul’i n

request - uri

"response”

"digest"
= <"> *LHEX <">

= <"> *LHEX <">

date ":"

format is <"> *LHEX <">

value ":"

date = = rfcl1123-date
entity-info = H
di gest-uri -
nedi a-type ":"
*DNGET":"

content -coding ":"

last-nodified ":"

expires

)

|last-nmodified =7

expires =rf

entity-info

fcll23-date
cl123-date

entity-info ":"

user nane-val ue

di gest-uri-val ue

; As specified by HTTP/ 1.1

response-di gest

entity-di gest

H(entity-body)) <">

URI ——Content-type

Content-length  Content-encoding Last-modified  Expires
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3. Authenticationlnfo
Authentication-info

nonce
Authentication-info digest  nextnonce
Aut henticationlnfo = "Authentication-info" ":"
1#( di gest | nextnonce )
next nonce = "nextnonce" "=" nonce-val ue
digest = "digest" "=" entity-digest
digest
nextnonce monce
4,
Authorization
H(A1)
Authorization
nonce
Authorization Authorization nonce
“ ” 401 nonce
stale=TRUE
nonce
5.
http://www.nowhere.org/dir/index.html
Mufasa  CircleOfLife
Authorization

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cate: Digest real ne"testreal m@ost.conf,
nonce="dcd98b7102dd2f 0e8b11d0f 600bf bOc093",
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41"

Authorization
Aut hori zati on: Digest usernane="Mfasa",
real mF"t estreal m@host. cont',
nonce="dcd98b7102dd2f 0e8b11d0f 600bf bOc093",
uri="/dir/index.htm",
response="e966c932a9242554e42c8ee200cec7f 6",
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41"
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Proxy-Authenticate ~ Proxy-Authorization

/ “ HTTP/L.1 401 Unauthorized”
Proxy-Authenticate

Proxy- Aut henti cati on = "Proxy-Aut hentication" ":"

di gest - chal | enge
digest-chalenge /
Proxy-Authenticate

HTTP/1.1

"Di gest"

Proxy- Aut hori zati on = "Proxy-Authorization" ":" digest-response
digest-response
Proxy-Authentication-info
Proxy- Aut henti cation-info = "Proxy-Authentication-info" ":" nextnonce
nextnonce Authentication-info nextnonce
7.9.2. MD5
Apache cache mod_proxy
MD5 MD5 CRC
RFC 1321 C MD5 Ron
Rivest
hash
hash hash
hash hash hash
hash
hash hash
hash MD5
hash
hash hash
hash MD5
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MD5
b b
8 mOm_1..m {b1}
1
512 448
512 64 n 512 64
1 512
2
b o b 2"64
64 32 32
512 16 32bits
MI[0...N-1] N 16
3 MD
A B C D A B C D 32
16
word A: 01 23 45 67
word B: 89 ab cd ef
word C. fe dc ba 98
word D 76 54 32 10
4 16 256hits
32
F(X,Y,2Z) = XYV not(X) Z v XY
G X Y,Z) = XZ v Y not(2)
H( X, Y,Z) = X xor Y xor Z
I1(X Y,2Z) =Y xor (Xv not(2))
In each bit position F act as a conditional: if X then Y else Z
XY not X Z 1 F o4
VA XY Z F X
VA
G H I F XY Z
Y Z G X Y Z H(X)Y,22), 1(X,Y,2)
H "xor" "parity”
64 T[1 ... 64] T[]
i ,T[I] 4294967296  abs(sin(i)) i
/* 16 */
For i = 0to N16-1 do
/* i X */
For j =0 to 15 do
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/*

Set X[j] to Mi*16+4j].

end /* j */

/* A AA, B BB, C CC, D DD */
AA = A

BB = B

cC=C

DD =D

/* Round 1. */

[abcd k s i]
b+ ((a+ F(b,c,d) + X[k] + T[i]) <<<'s) <<<s s */
/* 16 .o

[ABCD 0 7 1] [DABC 112 2] [CDAB 2 17 3] [BCDA 3 22 4]
[ABCD 4 7 5] [DABC 512 6] [CDAB 6 17 7] [BCDA 7 22 8]
[ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11] [BCDA 11 22 12]
[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16]

/* Round 2. */
/* [abcd k s i]
a=b+ ((a+ @b,c,d + Xk] + T[i]) <<< ). */

/* */

[ABCD 1 517] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0 20 20]
[ABCD 5 5 21] [DABC 10 9 22] [CDAB 15 14 23] [BCDA 4 20 24]
[ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27] [BCDA 8 20 28]
[ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31] [BCDA 12 20 32]

/* Round 3. */
/* [abcd k s t]
a=b+ ((a+Hb,c,d + Xk] +T[i]) <<<5s). */

/* 16 */

[ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35] [BCDA 14 23 36]
[ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39] [BCDA 10 23 40]
[ABCD 13 4 41] [DABC 0 11 42] [CDAB 3 16 43] [BCDA 6 23 44]
[ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48]

/* Round 4. */
/*[abcd k s t]
a=b+ ((a+1(b,c,d) + Xk] + T[i]) <<<s). */

/* Do the following 16 operations. */

[ABCD O 6 49] [DABC 7 10 50] [CDAB 14 15 51] [BCDA 5 21 52]
[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1 21 56]
[ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59] [BCDA 13 21 60]
[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9 21 64]
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* ) *
A=A+ AA
B=B+BB
C=C+CC
D=D+ DD
end /* i
4
5
A,B,CD A D
MD5
MD5 cache
Apache 1.3.6 proxy MD5 cache
HASH 128
MIME 64 32 26
MD5 cache
cache
MD5 MD5
32 cache
MD5
PGP MD5
PGP RSA  Rivest-Shamir-Adleman
RSA
Privacy Authentication

key or Private key

“ ” “

“ ”

”

messagedigest

Public key & Secret
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PGP 128 “ 8
MD5
128 “ ”
PGP 128 “ ”
PGP
PGP RSA RSA
PGP RSA
IDEA
DES US Federal Data Encryption
Standard
IDEA ETH
Ascom-TechAG IDEA IDEA
RSA PGP IDEA
RSA RSA
IDEA RSA
IDEA
MD5
MD5 2764
1 2r128
27128  MD5
7.9.3.
mod auth db  mod_auth_dbm mod_auth
mod_auth
MD5
MD5 AP _MD5 CTX

typedef struct {
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/* M5 ( ABCD) Ul NT4 x|
U NT4 state[4];

/* ( 2764 ) ( ) */

U NT4 count[2];

/* */

unsi gned char buffer[64];
} AP_MD5_CTX;

MD5 512
ap_MD5Init() ap_MD5Update()
512 buffer 512
ap_MD5Final() MD5
ap_MDb5Init

ap_MD5I nit (AP_MD5_CTX *cont ex)

contex ABCD , count O

AP_MD5 _CTX
ap_MDb5Update

ap_MD5Updat e( AP_MD5_CTX * cont ext, const unsi gned char *i nput, unsigned int
i nput Len)
context input
inputLen

ap_MD5Final

ap_MD5Fi nal (unsi gned char digest[16], AP_MD5_CTX * context)

digest context O
digest MD5

MD5
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ap_MD5Encode

ap_MD5Encode(const char *pw, const char *salt, char *result, size_t nbytes)
pw  sat MD5 HASH
result nbytes 120

ap_validate password

ap_val i dat e_password(const char *passwd, const char *hash)
passwd hash
passwd hash
NULL

MD5 API

util_md5.c ap_md5c.c

ap_md5 binary

ap_nd5_bi nary(pool *p, const unsigned char *buf, int |ength)
MD5 buf MD5
16 K7 \O

ap_MD5I ni t
ap_MXsUpdat e
ap_MDX5Fi nal  hash  &nmy- nd5 hash 16byt es
hex hash 4 0...... f 16
result R
N0
ap_pstrdup  p, result p

ap_md5

ap_nd5(pool *p, const unsigned char *string)
ap_md5_binary
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ap_md5contextT 064

ap_nd5cont ext To64( pool *a, AP_MD5_CTX * context)
context MD5
22 o = = 25

unsi gned char digest[ 18]
encodeddi gest =ap_pcal |l oc(a, 25 * sizeof(char)) 25
ap_MD5Fi nal (di gest, context) cont ext VD5
di gest 16
di gest 0
di gest 64 22
encodedDi gest "\0" "\0" "\(O

encodedDi gest

ap_md5digest

ap_nd5di gest (pool *p, FILE *infile)
infile MD5 64

AP_MD5_CTX cont ext

unsi gned char buf [ 1000]

ap_MD5I ni t (&cont ext)

while fread buff,1,sizeoff buf ,infile
ap_MdsUpdat e

rewi nd(infile)

ap_md5cont ext To64(p, &context)

mod_auth

mod_auth

auth_config_struct {

/1 Aut hUser Fil e
char *auth_pwfile;
I Aut hGroupFi |l e

char *auth_grpfile;
int auth_authoritative;

} auth_config_rec;
auth_authoritative 0 1

AuthAuthoritative
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([ ]
create_auth_dir_config
[ J

set _aut h_sl ot

ap_set _flag_sl ot

([ ]

get _pw

groups_for_user

aut henti cat e_basi c_user

check_user_access

create auth_dir_config

create_aut h_dir_config(pool *p, char *d)
auth_config_rec

set_auth_dot

set _auth_slot(cnd_parnms *cnmd, void *offset, char *f, char *t)
AuthUserFile  AuthGroupFile f
offset

auth-config-rec

t "standard" “ Invalid auth file type’
http_config.c ap_set file dot

ap_set flag dot

ap_set _flag_slot(cnd_parnms *cnd, char *struct_ptr, int arg)

http_config.c

get_pw
get _pw(request _rec *r, char *user, char *auth_pwiile)
auth-pwfile
ID authenticate basic_user
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NULL
groups for_user
groups_for_user(pool *p, char *user, char *grpfile)

ID grpfile user
check user access

"Could not open group file"

ID
user
authenticate basic user
aut henti cat e_basi c_user(request_rec *r)
HTTP ID
AuthUserFile
OK DECLINED AUTH_REQUIRED
ap_get_basic_auth_pw OK
DECLINED
get_pw get_pw NULL
auth_config_rec auth_authoritative
1 on
AUTH_REQUIRED
0 DECLINED
AuthAuthoritative
ap_md>sce.c ap validate password
AUTH_REQUIRED OK
check user access
check_user _access(request_rec *r)
limit require /
ID OK
authenticate basic_user mod_auth
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ap_requires require requires
OK
requires
OK ID
sec->auth_authoritative 0
DECLINED AuthAuthoritative

AUTH_REQUIRED

mod_auth_anon

typedef struct auth_anon {
char *password
struct auth_anon *next;
} auth_anon; // ID
typedef struct {
aut h_anon *aut h_anon_passwords; //

int auth_anon_nouserid;// I D
int auth_anon_l ogensil ;// enmai

int auth_anon_verifyemail;// emai |

int auth_anon_nustenail;// enai

int auth_anon_authoritative;//
} anon_auth_config_rec;//
[ ]
create_anon_auth_dir_config
[ ]
anon_set _passwd_fl ag
anon_set _userid_flag
anon_set | ogenmil _fl ag
anon_set _verifyemail _fl ag
anon_set _authoritative_flag
anon_set _string_slots
{
anon_aut henti cat e_basi c_user

check_anon_access

create anon_auth_dir_config

create_anon_auth_dir_config(pool *p, char *d)
anon_auth_config_rec
NULL
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anon_set_passwd_flag

anon_set _passwd_flag(cnd_parns *cnd, anon_auth_config_rec * sec, int arg)
anon_auth_config auth_anon_mustemail arg

anon_set_userid _flag

anon_set _userid_flag(cnd_parns *cnd, anon_auth_config_rec * sec, int arg)
anon_auth_config_rec auth_anon_nouserid arg
auth_anon_nouserid ID

anon_set_logemail_flag

anon_set | ogenuni | _fl ag(cnd_parns *cnd, anon_auth_config_rec * sec, int arg)
arg anon_auth_config_rec SC auth_anon_logemail
email

anon_set_verifyemail flag

anon_set _verifyemail _flag(cnd_parns *cnd, anon_auth_config_rec * sec, int

ar g)
anon_auth_config_rec s$£c auth anon_verifyemail email

arg
anon_set_authoritative flag

anon_set _authoritative_flag(cnd_parns *cnd, anon_aut h_config_rec * sec, int

arg)
anon_auth_config_rec € auth_anon authoritative arg

anon_set_string _dots

anon_set _string_slots(cnd_parns *cnd, anon_aut h_config_rec* sec, char *arg)
ag ID anon_auth_config_rec SEC
auth_anon_passwords

arg “ Anonymous string cannot be empty, use Anonymous NoUserld

instead”
sec->auth_anon_passwords ~ first
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ap_paloc() cmd-pool auth_anon
sec->auth_anon_passwords arg Sec->auth_anon_passwords password
"Failed to claim memory for an anonymous password..."
first sec->auth_anon_passwords->next NULL

anon_authenticate basic_user

anon_aut henti cat e_basi c_user (request _rec *r)

ap get basic auth_pw 0
sec->auth_anon_passwords DECLINED
sec->auth_anon_nouserid 1 ID
OK res sec->auth_anon_passwords
res=OK
OK emall
OK sec->auth_anon_authoritative 1
AUTH_REQUIRED 0 DECLINED

check _anon_access

check_anon_access(request _rec *r)

DECLINED

mod_digest

typedef struct digest_config_struct {
char *pwfile; /1l

} digest_config_rec;

typedef struct digest_header_struct {

char *usernane; /1
char *realm Il /1
char *nonce; /1l RFC2069
char *requested_uri; 11 uri
char *di gest; I
} digest_header _rec; I
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create_digest_dir_config
[ J

set _di gest_sl ot

([ ]

get _hash

get _digest_rec

find_di gest

aut hent i cat e_di gest _user

di gest _check_auth
create digest_dir_config

create_digest _dir_config(pool *p, char *d)
digest_config_rec ap_pcaloc

set_digest_dot

set _digest_slot(cnd_parns *cnd, void *offset, char *f, char *t)
AuthDigestFile
"Invalid auth file type" ap_set string_dot

get_hash

get _hash(request _rec *r, char *user, char *auth_pwfile)

auth-pwfile
authenticate digest_user

"Could not open password file
NULL

get_digest rec

get _di gest_rec(request_rec *r, digest_header_rec * response)
authenticate_digest_user
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DECLINED
SERVER-ERROR
AUTHREQUIRED OK

AuthType DECLINED
AuthName SERVER_ERROR
ap_note_digest_auth_failure
AUTH_REQUIRED
"client used wrong authentication scheme "
AUTH_REQUIRED

username realm
nounce requested_uri
AUTH_REQUIRED OK
find_digest
find_di gest (request_rec *r, digest_header_rec * h, char *al)
h
32 16
util_md5.c ap_md5
authenticate digest user
aut hent i cat e_di gest _user (request_rec *r)
get_digest_rec
DECLINED
get_hash
AUTH_REQUIRED
find_digest hash
"user password mismatch"”
AUTH_REQUIRED OK
digest_check_auth
di gest _check_aut h(request _rec *r)
limit require /
ID OK
authenticate digest user mod_digest
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ap_requires require requires
OK
requires
OK ID
AUTH_REQUIRED

10 log
/
Apache  mod_log_config Apache
1.2 mod_log_config mod_log_common
TransferLog LogFormat
CustomLog TransferLog  CustomLog
Cookiel.og mod_usertrack
Cookiel.og CustomLog Apache
135
Apache
1.35 mod_log_config SetEnvif CustomLog
mod_log_referer Refererlgnore
http_log.c 4
7.10.1.
Apache
® Access.log
127.0.0.1 - - [06/Nov/1999: 22: 09: 44 +0800] "GET / HTTP/1.0" 200 1673

127.0.0.1 - - [ 06/ Nov/ 1999: 22: 09: 45 +0800] " GET / apache_pb. gi f HTTP/ 1. 0" 200
2326

127.0.0.1- - [ 06/ Nov/ 1999: 22: 09: 47 +0800] "GET / nanual /i ndex. ht i HTTP/ 1. 0"
200 2352

127.0.0.1 - - [06/Nov/1999:22: 09: 47 +0800] "CET /manual /i mages/i ndex. gif
HTTP/ 1. 0" 200 1540

127.0.0.1 - - [06/Nov/1999:22:09:47 +0800] "GET /nmnual/inmages/sub.gif
HTTP/ 1. 0" 200 6083

® Agentlog
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Mozillal/2.0 (conpatible; MSIE 3.01; Wndows NT)
Mozilla/2.0 (conpatible; MSIE 3.01; Wndows NT)
Mozilla/4.04 [en] (WnNT; I)

Mozilla/4.04 [en] (WnNT; 1)

® Referer.log URI URI,

- ->

http://Iocal host/ -> /apache_pb. gif

- >

http://Iocal host/ -> /apache_pb. gif

http://local host/ -> /manual/index. htmn

http://1ocal host/manual /i ndex. htmd -> /manual /i nages/ sub. gi f

http://1ocal host/ manual /i ndex. html -> /manual /i mages/i ndex. gi f
® error.log

%%6[ Tue Jul 06 09: 54: 45 1999] GET /cgi-bin/status_report.exe&r estart=Apache

HTTP/ 1.0
W

404 c:/ program fil es/ apache

group/ apache/ cgi - bi n/ status_report. exe&r estart=apache

%error

script not found or unable to stat

7.10.2.

CLF
host
status

host
ident

authuser
date

date =

TransferLog
L ogFormat TransferLog
“ Common Log Format CLF
L ogFormat CustomLog
—=CLF
ident authuser date request
bytes
IP
| dentityCheck identd

[ day/ nmont h/ year : hour: m nut e: second zone]
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day = 2*digit
nonth = 3*letter
year = 4*digit
hour = 2*digit
mnute = 2*digit

second = 2*digit

zone = ("4 | -') 4xdigit
request
status
bytes
L ogFormat CustomL og
‘o
%..b HTTP
%..f
% . .{ FOOBAR} e FOOBAR
%..h
%..a I P
% . .{Foobar}i Foobar
%. .1 i dentd
% ..{Foobar}n Foobar
% .. {Foobar}o Foobar
%..p
%..P I D
%..r
%..s
%..>s
% ..t
% ..{format}t f or mat strftime(3)
%..T
% ..u 401
% ..U URL
%..v Ser ver Nane
%..V UseCanoni cal Nane
“ %h %u %or %s %b”
s HTTP
"%0400,501{ User-agent}i' 400 501 User-agent
00! 200,304, 302{ Referer} i Referer
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“ %h %l %u %ot \"%r\" %s %b”

NCSA / “ 9%h

%I %u %ot \"%r\" %s %b \"%({ Referer} i\" \"%{ User-agent} i\"”
ServerName Port %V %p
UseCanonicalName
theentire
7.10.3.
TransferLog CustomLog
<VirtualHost> TransferLog CustomLog
7.10.4. mod_log_config
http_config.c

ap_log_transaction logger

int ap_l og_transaction(request_rec *r)

{
return run_met hod(r, offsets_into_nethod_ptrs.|ogger, 1);
}
mod_log_config logger ——multi_log_transaction
Apache ap_log_transaction

multi_log_transaction
mul ti _| og_transaction
config_log_transaction
process_item

| og_f ormat

parse_l og_string
parse_l og_item
find_l og_func

| og_renot e_host

| og_renot e_address

| og_renot e_| oghane
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| og_renot e_user

| og_request _line
| og_request _file
| og_request _uri

| og_status

| og_bytes_sent

| og_header _in

| og_header _out

| og_note

| og_env_var

| og_request_tinme
| og_request _duration
| og_vi rtual _host
| og_server_port

| og_server _nane

log_child_pid
Apache
—http_log.c
multi_log_transaction
mul ti _| og_transaction(request_rec *r)
r
multi_log_state
fd
config_log_transaction

multi_log_state
typedef struct {

char *default_format_string;

array_header *default_format;

array_header *config_| ogs

array_header *server_config_| ogs

table *formats;
} multi_log_state;

config_logs server_config_logs
server_config_logs config_logs config_logs

L ogFormat default_format

config_log_state
typedef struct ({

char *fnane
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char *format_string;

array_header *format;

int log fd;

char *condition_var;
#i f def BUFFERED_LOGS

int outcnt;
char out buf [ LOG_BUFSI ZE] ;
#endi f
} config_log_state;
fname log_fd format_string format

log_format_item

log_format_item
typedef struct {
item key_func func;
char *arg;
int condition_sense;
int want_orig;
array_header *conditions;
} log format _item
func

config_log_transaction

config_log_transacti on(request_rec *r, config_log_state * cls, array_header

*defaul t _format)

process_item

process_item

static const char “*process_itemrequest_rec *r, request_rec *orig,
log_format _item*item

item log_format_item item_key func func
(request_rec *, char *) char

log_item_keys
static struct log_itemlist {
char ch;
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itemkey_func func

int want_orig_default;

} log_itemkeys[]

{ 'h,

a
e

{
{
{
{
{
{
{
{
{
{'b",
{
{
{
{
{
{
{
{
{

=1

| og_renote_host, 0 1,

| og_renot e_addr ess,
| og_renote_| ognane, 0
| og_renote_user, 0

| og_request _time, O

0},

h
h
h

| og_request_duration, 1 1},

| og_request _line, 1

| og_request _file, 0O

h
b

| og_request _uri, 1 1,

's', log_status, 1},
| og_bytes_sent, 0},
"i', log_header_in, 0 },
‘o', log_header_out, 0},
'n', log_note, 0 1},
'e', log_env_var, O },
"V, log_server_nane, 0 1,
'v', log_virtual _host, 0 1},
'p', log_server_port, O 1,
"P', log_child_pid, 0 },
"\ 0 }
h
ch func
LogFormat
array_header*
log_format_item
log_item_keys

log_format

*nane)

L ogFormat

log_format

static const char *log_format(cnd_parms *cnd, void *dumy, char *fnt, char
LogFormat
parse log_string
multi_log_state formats
multi_log_state default_format
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parse_log_string

staticarray_header *parse_|l og_string(pool *p, const char *s, const char **err)
parse log_item s

parse _log_item

static char *parse_log_iten(pool *p, log format_item*it, const char **sa)
sa %'
find_log_func

find_log _func

static struct log_itemlist *find_|l og_func(char k)

log_item_keys k

log_remote_host

static const char *log_renote_host(request_rec *r, char *a)
http_core.c ap_get remote host r
lhl

log_remote_address

static const char *|log_renote_address(request_rec *r, char *a)
IP ‘a

log_remote _loghame

static const char *|log_renote_|l ogname(request_rec *r, char *a)
http_core.c ap_get remote logname
III

log_remote_user
static const char *|log_renote_user(request_rec *r, char *a)
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static const char

log_request file

static const char

log_request_uri

static const char
URI

log_status

static const char

log_bytes sent

static const char

log_header _in

static const char

log_header_out

static const char

*| og_request _|ine(request_rec *r, char *a)

XXX XXX

*| og_request _file(request_rec *r, char *a)

lfl

*| og_request _uri(request_rec *r, char *a)

IUI

*| og_status(request _rec *r, char *a)

S

*| og_bytes_sent (request_rec *r,

|b|

*| og_header _i n(request _rec *r,

*| og_header _out (request _rec *r,
'0

-271-

char *a)

char *a)

char *a)



WWW ——Apache

log_note

static const char *log_note(request_rec *r, char *a)
r->notes ap_log_rerror
"

log_env_var

static const char *log_env_var(request_rec *r, char *a)
'e

log_request_time

static const char *log_request_time(request_rec *r, char *a)
ap_get_gmtoff(&timz)
CLF%d/%b/%Y :%H:%M:%S 't

log_request_duration

static const char *log_request_duration(request_rec *r, char *a)
T

log_virtual_host

static const char *log_virtual _host(request_rec *r, char *a)
'

log_server_port

static const char *|og_server_port(request_rec *r, char *a)

-
log_server_name

static const char *|og_server_nane(request_rec *r, char *a)
http _core.c ap_get_server_name
'
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log_child_pid

static const char *log_child_pid(request_rec *r, char *a)
ID 'P

ap_open_logs

voi d ap_open_|l ogs(server_rec *s_nmain, pool *p)
open_error_log

open_error_log

static void open_error_|log(server_rec *s, pool *p)

ap_log_error

APl _EXPORT(voi d) ap_log_error(const char *file, int line, int level, const
server_rec *s, const char *fm, ...)
log_error_core

log_error_core

static void log_error_core(const char *file, int line, int level, const
server_rec *s, const request_rec *r, const char *fm, va_list args)

(] stderr logging
) normal logging
) syslog logging
error.log

ap_log_rerror

APl _EXPORT(void) ap_log rerror(const char *file, int line, int |evel, const
request _rec *r, const char *fnm, ...)
ap_log_error log_error_core

-273-



WWW ——Apache

warning
r notes
11 status
mod_status.c Apache 1.1
7.11.1. mod_status

HTML
°
°
°
o
°
°

) CPU Apache
°

mod_status
1 #H
#LoadMbdul e st at us_nodul e nodul es/ ApacheMdul eSt at us. dl |

#<Location /server-status>

# Set Handl er server-status

# O der deny, al | ow

# Deny fromal |

# Al l ow from . your_domai n. com

#</ Locati on>

mod_status
mod_status server-status server-status
.your_domain.com server-status

server -status
® /server-status

® /server-status?notable
® /server-status?refresh
1

® /server-status?refresh=N
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N
® /server-status?auto

7.11.2. mod_status

([ ]

status_init

[ ]

set _extended_status
[ J

fornmat _byte_out
format _kbyt e_out
show tine

st at us_handl er

status_init

status_init(server_rec *s, pool *p)
status flags

set_extended_status

set _extended_status(cnd_parns *cnd, void *dummy, char *arg)
ExtendedStatus ag

format_byte out

format _byte_out(request_rec *r, unsigned |ong bytes)
bytes bytes r
status _handler

format_kbyte out

format _kbyte_out(request_rec *r, unsigned | ong kbytes)
kbytes kbytes
status_handler
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show_time

show_ti me(request_rec *r, tine_t tsecs)

status_handler

status_handler

stat us_handl er (request _rec *r)
r
HTML
refresh
“ Refresh’ r->headers out notable  auto
ap_send http_header HTTP
ap_sync_scoreboard_image

auto
status
auto
Scoreboard
auto Scoreboard
status
ExtendedStatus On”
auto
0
12 headers
HTTP
mod_headers.c Apache

7.12.1. mod_headers

create_headers_dir_config
create_headers_config

mer ge_headers_config
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header _cnd
[ ]

do_headers_fi xup

fixup_headers

create_headers_config

creat e_headers_confi g(pool *p, server_rec *s)
headers headers _conf

create_headers_dir_config

creat e_headers_di r_config(pool *p, char *d)
d create_headers _config

merge_headers_config

ner ge_headers_confi g(pool *p, void *basev, void *overridesv)
basev  overridesv

header_cmd

header _cnd(cnmd_parnms *cnd, headers_conf * dirconf, char *action, char *hdr,

char *val ue)

Header action hdr vaue
header_entry
action set unset add append
header_entry
cmd->path header_entry

do_headers_fixup

do_headers_fi xup(request_rec *r, array_header *headers)
r headers Header HTTP
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fixup_headers

fixup_headers(request_rec *r)
r server->module_config  per_dir_config Header r
do_headers fixup

DECLINED
13 info
mod_info.c Apache 1.1
7.13.1. mod_info
) mod_info.c modules.c
mod_info
o mod_infoc LoadModule

<Location /server-info>
Set Handl er server-info
</ Locat i on>
http://your.host.dom/server-info
mod_info server-info
® /server-info
® /server-info?server
® /server-info?module_name

® /server-info?ist

mod_info
http://your.host.dom/server -info

mod_info
<L ocation> <Limit>
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7.13.2. mod_info

mod_info

([ ]

create_info_config
nmerge_i nfo_config

[ J

add_nodul e_i nfo

([ ]

find_nore_info

nmod_i nfo_htm _cnd_string
nmod_i nfo_l oad_config
nmod_i nf o_nodul e_cnds

di splay_info
create_info_config

create_info_config(pool *p, server_rec *s)
info info_svr_conf

merge_info_config

nmer ge_i nfo_confi g(pool *p, void *basev, void *overridesv)
info_svr_conf basev  overridesv

add_module_info

add_nodul e_i nfo(cmd_parnms *cnd, void *dummy, char *nane, char *info)
AddModulelnfo name info
info_svr_conf->more_info

find_more_info

find_nore_info(server_rec *s, const char *nodul e_nane)
AddModulelnfo
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mod_info_html_cmd_string

mod_i nfo_htm _cnd_string(const char *string, char *buf, size_t buf_Ilen)
string buf

mod_info_load_config

nmod_i nfo_l oad_confi g(pool *p, const char *filenane, request_rec *r)
filename info_cfg_lines

mod_info_module_cmds

nmod_i nf o_nodul e_cnds(request _rec *r, info_cfg_lines *cfg, const conmand_r ec
*cnds, char *1abel)

cfg cmds r
display_info

di spl ay_i nfo(request _rec *r)
r

HTML
M_GET DECLINED
ap_send _http_header HTTP r->header_only 1

0
HTML

GET /server-info?ist HTML

GET /server-info?server
ServerRoot HTML
GET /server-info?module_name module_name

HTML
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14
7.14.1.
Windows Apache Event
Apache Windows
Visual Studio
Apache http_main.c master_main

ap_snprintf(signal _prefix_string, sizeof(signal_prefix_string), "ap%d",
getpid());

set up_si gnal _nanes(si gnal _prefix_string);

si gnal _shutdown_event = CreateEvent(NULL, TRUE, FALSE,
si gnal _shut down_nane) ;

signal _restart_event = Creat eEvent (NULL, TRUE, FALSE, signal _restart_nane);

signal_shutdown_event
signal_restart_event
“ ap’ ID

getpid setup_signa_names “ _shutdown” “ _restart”

master_main
process_handl es[current _| i ve_processes] = signal _shutdown_event;
process_handl es[current _|ive_processes+1l] = signal _restart_event;
rv = Wait For Mul ti pl eQoj ects(current_live_processes+2,
(HANDLE *) process_handl es, FALSE, |NFIN TE);

2 master_main
cld =rv - WAIT_OBJECT_O;

if (cld == current_live_processes) {

shut down_pendi ng = 1;

br eak;
}
if (cld == current_Ilive_processes+1) {
restart_pending = 1;
br eak;
}
http_main.c  REALMAIN k

Apache

if (signal _to_send) {
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send_si gnal (pconf, signal _to_send);

exit(0);
}
send_signal
send_signal
ap_start_shutdown ap_start_restart
signal_parent SetEvent
Apache
7.14.2.
Windows Apache
HKEY_LOCAL_MACHINE HKLM\SOFTWARE\Apache Group\Apachéelversion
version Apachel.3.6 “ 1.3.6
ServerRoot Apache

registry.c
ap_registry create_apache_key

static int ap_registry_create_apache_key(voi d)

Apache HLKM\SOFTWARE\A pache Group\Apachéelversion
0 -1
ap_registry_store key_int Apache

ap_registry_get_key int

static int ap_registry_get_key_int(pool *p, char *key, char *pBuffer, int

nSi zeBuffer, char **ppVal ue)

Apache key
ppVdue NULL *pVaue ppVaue
nSizeVaue
-1
-2
pVaue nSizeBuffer -3
-4

ap_registry _store _key int
static int ap_registry_store_key_int(char *key, DAMORDtype, voi d *val ue, int
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val ue_si ze)
Apache 0
-1 -4
Apache ap_registry_create_apache key

ap_registry _get_server_root

int ap_registry_get_server_root(pool *p, char *dir, int size)
Apache  ServerRoot
0 -1 dir
ap registry get key int

ap_registry _set_server_root

int ap_registry_set_server_root(char *dir)
Apache  ServerRoot 0 -1
ap_registry_store key_int

7.14.3.
NT Apache
Apache
“©or NT
2 service_main Apache
os\win32\service.c
°
Install Service

Get Modul eFi | eNane( NULL, szPath, 512 )

szPath
schSCvanager = OpenSCManager (
NULL, /1 machi ne (NULL == | ocal)
NULL, /1 dat abase (NULL == default)

SC_MANAGER ALL_ACCESS // access required
)

schService = CreateService(
schSCvanager , /1 SCMvanager database
gl obdat . nane, /1

gl obdat . name, //
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SERVI CE_ALL_ACCESS, /1

SERVI CE_W N32_OMN_PROCESS, //

SERVI CE_AUTO_START, /1

SERVI CE_ERROR_NORMAL, 11

szPat h, /1

NULL,

NULL,

NULL,

NULL, I

NULL) ; I

Apache globdat.name  service_main

Apache

Cl oseSer vi ceHandl e(schServi ce);

Cl oseServi ceHandl e( schSCvanager) ;

°
RemoveService
Apache DeleteService
service.c
°
2

service main_fn
°
service_ctrl Apache
service_ main_fn
RegisterServiceCtrIHandler( globdat.name, service ctrl)))

SERVICE_CONTROL_STOP
Apache

Apache
Apache

-284-

“ Apache"

Control Service

service_main

ap_start_shutdown

Perl

Java Servlet



WWW ——Apache
8 Apache
1 mod_perl
8.1.1. Per|
Perl Practical Extraction and Report Language
Larry Wall
Perl Perl C C++
shell sed awk UNIX sed/awk
script
PC
Perl
Perl5.0
DBM Perl Unix
WindowsNT Windows95 Dos Linux FreeBSD OS2 Macitosh
Perl Cal
Perl
Perl Perl
C C Perl
C Perl
Cal C
Perl Perl “ § Cal
Perl
8.1.2. mod_per|
Perl Perl Web
Cal
cal Web
mod_perl
Mod_perl Apache perl
Apache/Perl Perl  Apache
Perl Apache C API Perl
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Apache::Session
Apache:: Throttle
Cal
Apache/Perl

modperl-request @apache.org
"subscribe modperl-announce”

Ken Williams

http://forum.swarthmore.edu/epigone/modperl

Frank Cringle  mod_perl FAQ
http://perl.apache.org/fag/

StasBekman  mod_perl
http://perl.apache.org/guide/

Mod_perl Apache perl
perl perl-enabled
Perl CGI mod_perl
Apache::Registry CGl CGl
mod_perl cal cal
Mod_perl
URI
mod_per| Apache C Apache
mod_perl Apache/Perl
Apache::Registry cal
Apache::Status
Apache::Embperl HTML Perl
Apache::SS| Perl SS
Apache::DBI DBI
Apache::Gateway HTTP/1.1
Apache::GzipChain
Apache::Filter
Apache::Sandwich
Apache:: TransLDAP LDAP URI
Apache::ASP ASP
Apache::AuthenDBI DBI
Apache::PHLogin PH
Apache::DBILogger DBl

Perl

Apache/Perl
"subscribe modper!"
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Lincoln Stein Doug MacEachern —— "Writing Apache Modules with and C*
Perl C Apache
http://www.modperl.com/

Andrew Ford  mod_perl
http://www.refcards.com/

Vivek Khera  mod_perl
http://perl.apache.org/tuning/

Apache/Perl
http://www.perl.com/CPAN/modul es/by-modul e/ A pache/apache-modlist.html

Apache/Perl
http://perl.apache.org/ http://apache.perl.org/

8.1.3. mod_per|

Mod_perl http://www.perl.com/CPAN/modul es/by-modul /A pache/
Mod_perl

win32

win32 Mod_perl Windows

Mod_perl MSVC++ 5.0+ Apache 1.3dev
5.004_02
mod_perl ActiveState “ ” Perl
http://www.perl.com/CPAN/src/5.0/l atest.tar.gz
Jeffey Baker mod_perl
http://ww. perl.com CPAN aut hors/ Jef frey_Baker/
Apache  Perl mod_perl

1 mod_perl
perl Makefile. PL

nmake install
mod_perl  Perl

2. ApacheM odulePer].dll
MS developer studio
"File -> Open Workspace ..."
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"Files of type [Projects (*.dsp)]"
mod_perl-x.xx/src/modul es/ A pacheM odul ePerl/A pacheM odul ePerl .dsp

"Tools -> Options -> [Directories]"

"Show directories for: [Include files]"

C:\apache_x. xx\'src\i ncl ude
C\...\nod_perl - x.xx\ src\nodul es\perl

C\perl\lib\Core
"Project -> Add to Project -> Files'
perl.lib C\perl\lib\Core\perl.lib

ApacheCore.lib C.\ Apache\ ApacheCore.lib

"Build -> Set Active Configuration... -> [ApacheModulePerl - Win32 Release]”
"Build -> Build ApacheM odulePerl.dIl"

"Project -> Settings->[Cd C++] -> Category: [ Code Generation] -> Use runti me

library: [Multithreaded DLL]

ApacheM odulePerl .dll apache.exe mod_perl

nmake test

apache ApacheM odulePerl.dll
$SERVER_ROOT/ nodul es

httpd.conf
LoadModul e perl| _nodul e nodul es/ ApacheModul ePer |
'‘C\perh\bin' PATH apache perl.dl
5.
CGl::Switch apache 1.3al basic_http_header()
ApacheCore.dll export

use CA::Switch ();
ny $g = CA:: Switch->new,

use CA3 ();

ny $q = CA - >new;,
Windows mod_perl
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UNIX
UNIX Mod_perl Apache 1.2.6 Perl 5.004
mod_perl
perl Makefile.PL
make

nake test (optional)

make i nstall

src/*.h

mod_perl Perl

Makefile.PL apache
"Configure nod_perl with ../apache_xxx/src ?"
' Makefile.PL
"Shall | build httpd in $adir for you?"
' .Japache_xxx/src/Configure
'make Apache
apache
perl Makefile. PL DO HTTPD=1
httpd
per| Makefile.PL NO HTTPD=1
'make install'
PerlHandler

src/modul es/perl/Makefile

PERL_POST_READ REQUEST
PERL_TRANS
PERL_INIT

PERL_HEADER PARSER
PERL_AUTHEN
PERL_AUTHZ
PERL_ACCESS
PERL_TYPE
PERL_FI XUP
PERL_LOG
PERL_CLEANUP
PERL_ CHILD INIT
PERL_CHI LD EXI T
PERL_DI SPATCH

PERL_STACKED_HANDLERS
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PERL_METHOD HANDLERS
PERL_SECTI ONS
PERL_SSI
Perl AuthenHandl er Perl FixupHandler
perl Makefile.PL PERL_AUTHEN=1 PERL_FI XUP=1

perl Makefile.PL ALL_HOOKS=1
EVERYTHING=1
perl Makefile.PL EVERYTH NG=1
PERL_TRACE=1
perl Makefile.PL PERL_TRACE=1
“ makepl_args.mod_perl” mod_perl
Makefile.PL

%ls -1 .

apache_1. 3/

nmakepl _ar gs. nod_per!|
nod_perl-1.12/

% cat nakepl _args. nod_perl
EVERYTHI NG=1 DO HTTPD=1

% cd nod_perl-1.12
% per|l Makefile.PL & make test && nake install

apache
./lapache 1.3
eg/ makepl_args.mod_perl
8.1.4. mod perl Perl CGI
mod_perl cal mod_perl

perl Makefile.PL & make && make install
CaGl

Alias /perl/ [/real/path/tol/perl-scripts/

<Location /perl>
Set Handl er perl-scri pt
Per | Handl er Apache: : Regi stry
Options +ExecCd
</ Locati on>
“ Location” URI
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<Location http://ww.yournane. con perl >
[real/path/to/perl-scripts/
Apache::Registry cal
'‘Options ExecCGl'
mod_perl

<Files ~ "\.pl$">

Set Handl er perl-script

Per | Handl er Apache: : Regi stry

Opti ons ExecCd

</Files>
ScriptAlias  mod_perl
Perl 5.004 CGl mod_perl
5.003 Perl read() print()
mod_perl CGl.pm $query->print
print()
mod_perl HTTP
Per| SendHeader On
mod_perl mod_cgi HTTP
mod_cgi Perl SendHeader
print "Content-type: text/htm\n\n";
CGl.pm ‘print $g->header’ Perl SendHeader On
“nph'’ CGl
local $| = 1;
Perl SendHeader On httpd.conf

<Files */nph-*>
Per| SendHeader O f

</Files>

Cal sloppy programming mod_perl

Cal HTTP
mod_perl

W 1
mod_perl
Cal
8.1.5. mod_perl  Perl
mod_perl mod_perl
Perl Perl Test.pm

package Apache:: Test;
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# Tell Perl to show warning when a variable is used wthout
# a declaration. This is done using 'use strict.'

use strict;

sub handl er {

#

# Purpose: this nethod gets called by nod_perl. So this is
# really the entry point into this nodule. In other words,
# this is the traditional main function.

#

# Assign the request object (passed as a paraneter) to a
# |l ocal variable.
My $r = shift;

# Local tenporary variabl es

ny $key;

# Assign a |local associative array variable to the hash
# returned by the request object variable's cgi_env()

# met hods

#

ny YENV = $r->cgi _env;

# Set the content-type of the output to text/htm
#
$r->content _type(“"text/htm");

# Print out the HTTP headers
$r->send_htt p_header;

# Now | oop through the %NV array and print out the
# key=val ue pair for each environment variable.
#
foreach $key (keys %ENV) {
$r->print ("$key = $ENV{ $key} <BR>.");
}
# Done
return 1;

}

# The following line is required for a Perl nodul e.
1;
_END_
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handler
<Location /test>
Set Handl er perl-script
Per | Handl er Apache: : Test
</ Locati on>
Apache ftest/ handler
Apache Apache AP Apache APl
Apache
hooks hooks
8.1.6. SIS
mod_perl SSi Apache
EXTRA CFLAGS=-DUSE PERL_SSL -I. 'perl -MextUtils::Enbed -ccopts'
mod_perl
perl Makefile.PL PERL_SSI =1
Apache mod_perl Perl SS
SS
<!-#exec cmd="/sonme_directory_alias/your_perlscript" ->
SSI
<! -#perl| sub="Apache: : I ncl ude" arg="/sone_directory_al i as/your_perlscript"
->
httpd.conf
Per| Scri pt /path/to/your_perlscript
SSl ub
sub{}
<! -#perl sub="Apache:: Test" ->
Test::handler Test.pm
PeriModule
handler
html
<!--#perl sub="Apache::Include" arg="/perl/ssi.pl" -->
ssi.pl

Apache::Include
PerlRequire PerlModule
sub My::ssi {
my($r, $one, $two, S$three) = @;

html
<l--#perl sub="M::ssi" arg="one" arg="two" arg="three" -->
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$User = "httpd";

$Server Adnmin = "kabir @i tec. cont;
$M nSpar eServers = 5;

$MaxSpar eServers = 5;

$Maxd i ents = 40;

1;

</ Perl >

PerIModule Apache::TestOne Apache:TestTwo

WWW ——Apache
8.1.7. Per| Apache
CGl ssl mod_perl mod_perl
Perl Apache o Perl  Apache
Apache <Per]>
<Per| >
# Perl
1
</ Perl >
1 Perl <Perl>
mod_per] Apache
Apache  mod perl Apache
mod_perl
perl Makefile.PL PERL_SECTI ONS=1
Apache  mod_perl Apache Perl
User httpd
User
<Per| >
$User = "httpd";
1
</ Perl >
<Per| >

@er| Modul e = gwm Apache: : Test One Apache: : Test Two) ;

<Virtual Host 206.171.50. 50>
Server Nane www. ni t ec. com

Server Adm n kabir @i tec. com
</ Vi r t ual Host >

$Vi rt ual Host {"206. 171. 50. 50"} = {

Server Nanme => ' www. nitec. coni,
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Server Admin => ' kabir@itec. coni

}

$Location{"/sonme_dir_alias/"} = {
Aut hUserFile =>"'/ww/ ni tec/ secret/ ht passwd',
Aut hType => 'Basic',
Aut hName => ' Subscri bers Only Access',
Di rectoryl ndex => [gqw(wel cone. ht M wel conme. htm )],
Limt =>{
METHODS => POST GET',

Require => 'user reader’

}
b
<Directory> <File> <Perl>
Perl Script Perl
PerlScript <Per|>
Perl Script /dev/null
<Perl>
Perl Apache <Perl>
Apache Apache
Apache
Perl
Web host a, host b, host ¢ host a host b
host b host ¢ <Perl>

httpd.conf
<Per| >
# Get the host name using the UNI X hostnane utility and store it
# in the $thisHost variabl e.
ny $thisHost = '/bin/hostnane';
if ($thisHost =~ /host_a/) {
# configuration for host_a goes here
$M nSpar eServers = 10;
$MaxSpar eServers = 20;
$Start Servers = 30;
$Maxd i ents = 256;
}
elsif ($thisHost =~ /host_b/) {
# configuration for host_b goes here
$M nSpar eServers = 5;
$MaxSpar eServers = 10;
$Start Servers = 10;
$MexC i ents = 50;
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}
el se ($thisHost =~ /host_c/) {

# configuration for host_c goes here
$M nSpar eServers = 3
$MaxSpar eServers = 5;

$Start Servers = 5;

$MexC i ents = 30;

</ Perl| >

<Per| >

# Get the host nanme using the UNI X hostnane utility and store it
# in the $thisHost variabl e.

ny $thisHost = '/bin/hostnane';

ny $thi sDomain = ' nmydomai n. com ;

ny @Hosts = ();

ny $anyHost ;

if ($thisHost =~ /host_a/) {
# configuration for host_a goes here

@Hosts = gw(gaia, athena, romeo, juliet, shazam;
}
elsif ($thisHost =~ /host_b/) {

@Hosts = gwmcatbart, ratbart, dilbert);
}
el se ($thisHost =~ /host_c/) {

@Hosts = gw(| onel yhost);

for $anyHost (@Hosts) ({
% $Vi rt ual Host { " $anyHost . $domai nNane"}} = {
"Server Name" => "$anyHost . $domai nNane",
"Server Adm n" => "webnast er \ @anyHost . $donmai nNane"

}
}
1
</ Perl >
Apache Perl

perl -cx httpd. conf
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8.1.8.
mod_perl
mod _perl  httpd httpd.conf user-id group-id
user/group
/etc/passwd
mod_perl Perl CGl
mod_perl Perl mod_perl
tainting checks perl
mod_perl tainting checks httpd.conf
Perl TaintCheck On
user-id group-id
suid Cal Apache
SUEXEC suid
2 Java Servlet
8.2.1. Servlet
Servlet
Java applet applet
servlet WWW cal Java
Java
serviet serviet Java
Serviet Java Servlet API Java CaGl
Java
serviet CGl WWW servlet
CGl Cal
serviet Java serviet
Servlet
Serviet API, serviet serviet CGl
serviet , servlet ,
servlets web Java
Serviet API Java Java
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serviet
° HTML FORM HTTPS POSTed
serviet
° servlet
° Serviet servlets
Servlet
serviet Java Java
Serviet API Servlet interface serviet implement
extending
HttpServiet serviet serviet
Servlet servlet
servlet ServletRequest
ServletResponse ServletRequest
ServletResponse serviet
ServletRequest
serviet—
ServletlnputStream HTTP POST PUT
ServletRequest servlet HttpServletRequest
HTTP
ServletResponse servlet servlet
MIME ServletOutputStream
ServletResponse
HttpServletResponse servietHTTP
Servlet HTTP serviets
servlet API serviet
8.2.2. Servlet
Serviet serviet serviet
servlet
serviet servlet  init
servlet destroy serviet init
servlet servlet service
service
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Serviet thread-safe
service service servlet field
service SingleThreadModel
Servlet
Serviet serviet
serviet
8.2.3. Servlet
serviet
serviet
Serviet javax.servlet.Servlet Servlet
servlet HTTP WWWwW ,
serviet javax.servlet.http.HttpServlet
HttpServiet GenericServlet Serviet HttpServiet
HTTP service HTTP/1.1
HttpServiet
doGet GET GET HEAD
doPost POST
doPut PUT
doDelete DELETE
HttpServlet service OPTIONS
doOptions TRACE doTrace doOptions
HTTP
HttpServietRequest HttpServletResponse
HttpServletRequest HTTP
HTTP
) HTTP getParameterValues
o HTTP GET getQueryString
° HTTPPOST PUT DELETE
getReader BufferedReader
getinputStream ServletlnputStream
HttpServletResponse getWriter
Writer getOutputStream OutputStream
Writer OutputStream HTTP
HttpServletResponse Content-type Content-encoding  Content-length
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writer outputstream
writer output stream

GET HEAD ——SimpleServlet

GET HEAD HTTP Serviet JSDK
examples
public class SinpleServlet extends HtpServlet {
public void doGet (HttpServl et Request req HttpServl et Response res)
throws Servl et Exception | CException

/1
res. set Content Type("text/htm");

11 witer
PrintWiter out = res.getWiter();
out. println("<HEAD><TI TLE>Si npl eSer vl et

CQut put </ Tl TLE></ HEAD><BODY>") ;
out.println("<hl> SinpleServlet Qutput </hi1>");
out.println("<P>This is output is from SinpleServlet.");
out.println("</BODY>");

out.close();

}
public String getServietinfo() { return "A sinple servlet"; }
}
POST ——SurveyServlet
POST FORM HTML
<htm >

<head><titl e>JdcSurvey</titl e></head>
<body>
<formaction=http //|ocal host: 8080/ servlet/survey nethod=PCST>
<i nput type=hi dden nane=survey val ue=Survey0OlResul t s>
<BR><BR>How Many Enpl oyees in your Conpany?<BR>
<BR>1- 100<i nput type=radi o name=enpl oyee val ue=1-100>
<BR>100- 200<i nput type=radi o nane=enpl oyee val ue=100-200>
<BR>200- 300<i nput type=radi o nane=enpl oyee val ue=200- 300>
<BR>300- 400<i nput type=radi o nane=enpl oyee val ue=300-400>
<BR>500- nor e<i nput type=radi o nane=enpl oyee val ue=500- nor e>

<BR><BR>Gener al Comrent s?<BR>
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<BR><i nput type=text name=comment >

<BR><BR>What | DEs do you use?<BR>
<BR>JavaWor kShop<i nput type=checkbox nane=i de val ue=JavaWr kShop>
<BR>J++<i nput type=checkbox nane=i de val ue=J++>

<BR>Caf e' <i nput type=checkbox nane=i de val ue=Caf e' >

<BR><BR><i nput type=subnit><i nput type=reset>
</forne
</ body>
</htn >
POST HTTP Servlet
public void doPost(HtpServl et Request req HttpServletResponse res)
throws Servl et Exception | OException

I "content type"
res.set Content Type("text/htm");

/1 PrintWiter
PrintWiter toCient =res.getWiter();
try {
I Sur vey
String surveyName = reg. get Paranet erVal ues("survey")[0];
FileWiter resultsFile = new FileWiter(resultsDr
+ Systemaget Property("file.separator")
+ surveyNanme + ".txt" true);

PrintWiter toFile = new PrintWiter(resultsFile);

/1 &

toFile. println("<BEG N>");

Enuner ati on val ues = req. get Paranet er Nanes() ;

whi | e(val ues. hasMor eEl enents()) {
String name = (String)val ues. next El ement ();
String value = req. get Paranet er Val ues(nane)[0];
i f(nane. conpareTo("submit") !'= 0) {

toFile. println(name + + val ue);

}
toFile. println("<END>");

11

resul tsFile. close();
I t hank you
toCient.println("<htm>");
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toClient.println("<title>Thank you!</title>");

tod ient.println("Thank you for participating");

toCient.println("</htm>");

} catch(1 OException e) {

e.printStackTrace();

toClient.println(
"A probl emoccured while recording your answers.
+ "Please try again ");

11/ witer;

toClient.close();

}
Survey servlet FORM “ thank you”
doPost getParameterNames  getParameterVaues FORM
doPost getWriter
Writer
init
servlet
servlet init serviet
UnavailableException
Init ServiletConfig
getServletConfig init super.init
ServletConfig getServletConfig
ServletConfig

Survey Servlet servlet FORM

public void init(ServletConfig config)
throws Servl et Exception

{
super.init(config);
Il
resultsDr = getlnitParaneter("resultsDir");
I

if (resultsDir == null) {
t hrow new Unavai | abl eException (this

"Not given a directory to wite survey results!");
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}
}
init super.init ServletConfig
resultsDir servlet “ unavailable
” init servlet
getlnitParameter
getParameterNames
destroy
serviet servlet  destroy destroy
destroy destroy
service
servlet init destroy
serviet destroy
destroy
| *x
*/
public void destroy() {
try {
con. cl ose();
} catch (SQLException e) {
while (e !'=null) {
| og("SQLException: " + e.getSQState() + "\t' +
e. get Message() + "\t' +
e.getErrorCode() + "\t');
e = e. get Next Exception();
}
} catch (Exception e) {
e.printStackTrace();
}
}
Servlet service
servlet destroy servlet
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service

destroy
destroy

destroy

shuttingDown

destroy servlet
serviet

servlet service
servlet
service

serviceCounter service
serviet destroy

publ i ¢ Shut downExanpl e extends HttpServlet {

resp)

private int serviceCounter = O;
pri vat e Bool ean shutti ngDown;

/| serviceCounter
protected synchroni zed void enteringServi ceMet hod() ({

servi ceCount er ++;

}

protected synchroni zed voi d | eavi ngServi ceMet hod() {

servi ceCounter--;

}

protected synchroni zed i nt nunBervices() {

return serviceCounter;

}
/] shut ti ngDown

prot ect ed set Shutti ngDown(Bool ean fl ag) {
shutti ngbDown = fl ag;

}
prot ected Bool ean i sShutti ngDown() {

return shutti ngDown;

service
protected voi d service(H tpServl et Request req, HttpServl et Response

throws Servl et Exception, | OException

{
ent eri ngServi ceMet hod() ;
try {
super.service(req, resp);
} finally {

| eavi ngSer vi ceMet hod() ;
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}
destroy serviceCounter
shuttingDown
destroy service

public void destroy() ({
/* */
i f (nuntBervices() > 0) {

set Shut ti ngDown(true);

/* */
whi | e(nuntervice() > 0) {

try {
t hi sThread. sl eep(interval);

} catch (InterruptedException e) {
}

public void doPost(...) {

for(i =0; ((i <lotsOrStuffToDo) && !isShuttingDown()); i++) {
try {
part Of LongRunni ngOper ati on(i);
} catch (InterruptedException e) {

}
}
}
Servlet
applet servlet servlet
Servlet API getServletinfo
null
/ * *

* This is a sinple exanple of an HTTP Servlet. It responds to the GET
* and HEAD met hods of the HTTP protocol.

*/

public class SinpleServlet extends HttpServlet {

public String getServletlnfo() {
return "A sinple servlet";
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}
8.24. servletrunner Servlet
servlet web
servletrunner
servletrunner servlet
- servlet
PhoneServlet servlet.phone.code
servlet servlet.name.code
servlet.name.initargs serviet
code
servlet.name.code name servlet
serviet
servlet.name.code
name servlet
servlet
Initargs
servlet.name.initArgs servlet

phone  serviet
servl et . phone.initArgs=\

phonel i st =ser vl et s/ phonel i st

1 ”

servl et . dbdeno. i ni t Args=\

usernanme=fill _in_the_ user \
password=fill _in_the_password \
owner=fill _in_the_nane
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servlet.properties”
servletrunner serviet

servlet.properties
# phone servlet (sanple.htnm)
servl et . phone. code=PhoneSer vl et
servl et. phone.initArgs=\

phonel i st =ser vl et s/ phonel i st

# bulletin board servl et

servl et . bboar d. code=BBoar dSer vl et

# order entry servl et
servl et. dbdenp. code=Or der Ent r ySer vl et
servl et. dbdeno. i nit Args=\

usernanme=fill _in_the user,\
password=fill _in_the_password,\
owner=fill _in_the_nane

ServletRunner

JSDK servletrunner serviet
servletrunner servlet
servlet serviet
serviet servletrunner
serviet
servletrunner <JSDK>/bin -help

% ./ bin/servletrunner -help

Usage: servletrunner [options]

Opti ons:
-p port the port nunber to listen on
-b backlog the listen backl og

- m nmax maxi mum nunber of connection handl ers
-t timeout connection timeout in mlliseconds
-d dir servlet directory

-r root docunent root directory

-s filenane servlet property file nanme
-V ver bose out put
%

-V servletrunner  servletrunner
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% ./ bin/servletrunner -v
Server settings:

port = 8080

backl og = 50

max handl ers = 100

ti meout = 5000

servlet dir =.

docunent dir = .

servlet propfile = .:servlet.properties
servletrunner serviet
FORM serviet serviet
htt p: // machi ne- nanme: port/servl et/ servl et - nane
servlet-name serviet phone  serviet
servlet.phone.code = PhoneServlet URL servletrunner
——Ilocalhost 8080 phone serviet servletrunner
servlet

http://1 ocal host: 8080/ servl et/ phone
Survey serviet FORM servlet  URL

http://deno: 8080/ servl et/ survey
survey serviet

Thank wou! — Hetscape

File Edit V¥iew Go Communicator Help

e« » A 4 o @m € 5 <N

Baclk Forwardll Reload Home Search Hetscape Images Frint Securit

' winitv]3-:u:-1'c|1'|s|.t’1':5 \&.ncatinn: Ihttp:ffl-:-call‘u:-st:SDSDfservletfsurvey vI ﬁv'ﬁ'hat’ 5 Related

=

Thatl you for participating
E|={D'=| \Document: Dome = S R i
8.1
servletrunner JSDK examples
JdcSurvey.html FORM 8.1
Survey servlet — — examples
SurveyServlet.class

JdcSurvey.html
<form acti on=http://deno: 8080/ servl et/ survey net hod=POST>

<form action=http://Iocal host: 8080/ servl et/ survey nethod=POST>
“ localhost” “ demd’ JSDK
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8.2.5. Apache JServ
Apache JServ JavaSoft Java Servlet APIs 2.0 100% Javaserviet
engine serviet Apache JServ JavaSoft
MM servlets  Java
Apache JServ Javal.l MM servlet
JavaSoft Java Servliet APIs2.0 Java servlet
Apache JServ 1.0
Apache JServ Protocol AJP
WWW servlet servlet
Apache JServ Apache Web mod_jserv
Apache JServ
° JavaSoft Serviet API 2.0 specification 100% Javaserviets
servlet
° Www
°
o
° AJP Www
servlet
® Servlets servlet serviet
servlets
® Servlets jaror zip
® Sevlets
() MD5 IP servlet
® mod_jserv Apache Web 12x 1.3x
°
) page compilation JSP Java server pages SSI server side
include
°
°
8.2.6. win32 Apache Jserv
win32 Apache Jserv
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——Apache JServ_1 O.exe

This installer was created using the Sharewware Developer version
of Installer VISE™ fram Mindvision Software.

g

For licensing information, contact:

MindVision Software

sales@mindvision.com http: A v, mindvizion. com

It wou need technical suppart with the praduct being inztalled,
contact the shareware developer MOT Mindvision S oftware,
Copyright © 1933-98 Mindvision Software. All Rights Reserved.

Use of this software to distribute commercial software is
strictly prohibited. Please report violations to Mind¥ision.

8.2

Apache JServ

“Welcame to the Apache JSery 1.0 Setup prograrm. T hiz progranm will ingtall
Apache JSery 1.0 on your computer.

WARMIMG: This program iz protected by copenght law and intermational
treaties.

Unautharized reproduction or dizstribution of this program, ar any portian af i,
may rezult in zevere civil and criminal penaltiez, and will be prozecuted to
the marimum extent pozzible under law.

< Hachk

Cancel |

8.3
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Toinstall Apache JSery 1.0 on this system the following requirements ;I
st be met at this rmoment:

1] The Apache ‘Web Server 1.2.4 ar higher must be installed and
comecty configured in a local and acceszible directon.

2] A J ava Wirtual Machine 1.1 compatible must be properly inztalled.

3] The JavaSoft Java Servlet Developrment Kit 2.0 [J50E 2.0] must be
inztalled.

[f arw of these requirements are not met at this moment, Apache JSer:
1.0 may niot be installed comectly.

WWARMIMNG: due to binary format incompatibilities, the DLL distributed
here MWILL_MOT_ waork with the Apache “Web Server previous of
werzion 1.3.4.

[
Cancel |

¢ Back

8.4
1 Nextn

The Jawa Apache Froject Software License Agreeme

Pleaze read the following Licenze Agreement. Press the PAGE DOWHM kep to see the rest of the
agreernent.

Copyright [£] 199719339 The Java Apache Project. Al rights rezerved. -

Redistribution and uze in source and binary forms, with or without modification, are permitted provided
that the following conditions are met;

1. Rediztriibutions of zource code must retain the above copyright notice, this list of conditions and the
fallowing dizclaimer.

2. Rediztnbutionz in binary farm must reproduce the above copenght notice, thig list of conditionzs and the
following dizclaimer in the documentation anddor ather materials provided with the distribution,

3. All advertizing matenals mentioning features ar uze of thiz software must dizplay the fallowing _I
-

Do yow accept all the terms of the preceding Licenze Agreement’? |f pou chooze Mo, Setup will cloze. Ta
inztall this product, wou must accept this agreement,

Frirt | ¢ Back Yes

8.5

1 YS’,
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Setup will install Apache JSery in the following directary.
Toinstall bothis directony, click Mest.
To inztall ko a different directary, chck Browse and zelect another directan.

“'ou can chooze naot to install Apache JSery 1.0, by clicking Cancel to exit
Setup.

IE:HPngram Filez'pache GrouphApache JSery Browsze. .. |

Space Required: 2288 K Space Available: 283033 K

|'Qestinatin:|n Dhirectary

¢ Back Cancel |
8.6
Apache_Jserv “ CAProgram
Files\Apache Group\Apache JServ” “ Browse'

Choose Directory

Pleaze choose the director for inztallation.

Path:
Iu::"\

Directaries:

] hatjava

|=__| Agletz1.0.3 Cancel
1 Alert
1 Beyondsaft
] DDK LI
Dirives:
I = e j = |
8.7
" OK" “ Next”
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Setup Type

Click the tupe of Setup pau prefer, then click Mest.

i |ntegrated Apache JSere 1.0 will be installed as a web server
madule and will be autamatizally started and shut
dowr by the web zerver. Recommended for miost

= Custam Yau may chooze ta install even part of Apache
JSery 1.0, Recommended for advanced uzers.

Space Required: 2414 K Space Available: 37146 E
< Back Cancel |
8.8
Apache Jserv Integrated Custom
Apache_Jserv Apache Apache
Apache_Jserv
89 Apache Jserv
Servlet
Apache

“ Nextn

-313-



WWW ——Apache

Select Components

Select the componentz yau want to inztall, clear the componentsz yow do nok

want ta ingtall.

LCompanents
Servlet Engine
[ ]Apache Maodule 173K
[v|Dacurmentatian 1391 K
[+|Source Code £34 K

— Descrphion
Thiz package inztallz the servlet engine and itz [TetatE. |

configuration files

Space Required: 2485 K Space Available: 282864 K

Cancel |

¢ Back

8.9
Setup |
Copying file:

:\Program Filestbpache Grouphdpache
JSerhdoczshprotocalhAd Py Hkml

= N

Thiz installation waz created with Installer YISE
from bMindizion S aftware
hittp: /A, mindwizion. com

8.10
Apache Apache Jserv
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VM

Choose the directory where the JWM 15 installed

Pleaze, indicate the path where “java.exse" iz located.

Path:

Il::"'.

Directones:

= o i’ 0K |
£ .hotjava

£ Aglets1.0.3 Cancel |

1 Alert
£ Bevondzaft

(1 DDK A
Drrives:
[(=c o R e
8.11
Apache_Jserv Java MM
“ c\jdk1.1.6\bin” “ OK” JSDK

Choose the JSDIE directory

Pleaze, indicate the path where the JSDE 2.0 "jzdk jar" archive iz located.

Path:
Iu::"\

Directaries:

] haotjava

Ii_l Agletz1.0.3 Cancel |
] Alert
£ Bepondzaft

3 DDK |
Dirives:
I == j Metwark. .. |
8.12
JSDK “ c)\jsdk2.Q\lib”
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Choose the Apache directory

Please, choosze the directary where vour Apache 'Web Server
"apache.exe" iz inztalled

Path:
||::"'.
Directones:
=
£ .hotjava
1 Aglets1.0.3 Cancel
£ Alert
£ Bevondzaft
] DDK j
Drrives:
| = o ﬂ Metwark. .
8.13
Apache “ c\program files\apache
group\apache” “ OK”

Choose the Apache configuration directory

Pleaze, chooze the directory where your Apache ‘Web Server's
configuration files “httpd. conf'* are located

Path:
||::'\

Directaries:

£ -hotjava

] Aglets1.0.3 Cancel

C] Alert

£ Beyvondsaft

1 DDE ﬂ
Drrives:
| == j Metwark. ..

8.14
Apache “ c\program files\apache
group\apache\conf” “ OK”

Up li:it =] ].'|.+. tp li. [ -:-nf

\;:) Setup is now going to update yowr web serwer configurations.
.

Do you want setup to do it? (highly reccomended)

HOTE: a baclup copy of wour configurations will be made.

=m] Tw
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Apache Jserv

8.15

,'E.. Apache JSerw 1.0

M E #mmE EF0W REE

Apache JServ Configurations!

&0

ﬁ.pache JZerw Example Serwlet Zone Confi
rﬂ Apache JSerw Status
:ﬂ I= Apache JSerw working

Apache JSerw Documentation

=
=
ih
A

8.16

Apache

Apache_Jserv Apache

Apache~1.3.6 <Wind2>» ApacheJServ-1.8 running...

8.17
JServ Apache Web
Apache JServ
Apache JServ
°
Apache JServ 2Mb
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100Kb

® ApacheHTTP
Apache JServ 1.0 Apache HTTP 131
® Java Java Runtime Environment
Javal.l JavaSoft
® Java Serviet Java Servlet Development Kit 2.0 JSDK
JavaSoft JSDK 2.0 serviet JavaSoft
http://java.sun.com/products/servlet/index.html
JSDK 2.0

® Java Java Compiler

Apache JServ Java Java

serviet Java

e C C Compiler

win32 mod_jserv

C Microsoft Visual C++ version 5.0
Apache JServ servlet serviet 100%  Java
WWW mod_jserv C WWW servlet
Apache JServ
serviet www
Apache Web
serviet
servlet 100% Java jserv.properties
zone.properties servlet
jserv.properties MM MM

wr apper . bi n=@AVA@ JVM PATH

wr apper . cl asspat h=@ SERV_CLASSES@ ApacheJServ.j ar
wr apper . cl asspat h=@ SDK_CLASSES@ | sdk. j ar

root. properti es=@ONE_CONF@ ./conf/zone. properties
log.file=@SERV_LOG@ ./logs/jserv.log
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WWWwW
Apache web ApacheModuleJServ.dll Apache JServ
\bin\c Apache JServ serviet Apache
\modules
\conf\httpd.conf Apache
httpd.conf Apache JServ WWW
loadmodule ‘o Apache

# Tell Apache on win32 to |oad the Apache JServ conmuni cation nodul e
LoadMWbdul e j serv_nodul e nodul es/ ApacheMbdul eJServ. dl |

servlet jserv.properties
ApJServProperties <./conf/jserv.properties >
ApJServLogFil e <./l ogs/jserv. nodul e. | og >
Apache Web
“ http://127.0.0.1/jserv/”
www “ File not found”
jserv-status Apache JServ
serviet
ApacheModuleJServ.dl serviet
“ servlet engine section” Apache JServ
serviet
serviet
jserv.log Apache JServ
classpath jserv.module.log Apache  error.log
classpath Apache JServ jserv.log
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Servlets
serviet servlets servlet
servlets  serviet
8.2.7. Servlet
Apache JServ serviet
Serviet javax.serviet.Servlet  Java
Serviet Servlet repository servlets
Zip jar
Serviet Servlet zone Servlet
Servlet Servlet Servlet
serviet servlets
Serviet security
sandbox
servlet
Serviet
/conf/zone.properties serviet  serviet
servlet

# The list of servlet repositories controlled by this servlet zone
# Syntax: repositories=<repository>, <repository>...

repositories=/usr/local /apache/servl ets,/usr/local/javalservlets.jar

[zone name].properties Apache JServ
serviet servlet
serviet
servlet
servlet Apache JServ

jserv.properties
# List of servlet zones JServ manages

# Syntax: zones=<servlet zone>, <servlet zone>...
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zones=bob, al i ce

# Configuration file for each servlet zone
# Syntax: <zone name>. properties=<full path to configFile>
bob. properti es=/ hone/ bob/ servl et s/ servl ets. properties

al i ce. properties=/home/alicel/servlets/servlets.properties

Apache JServ servlet
Apache JServ servlet
servlet
Apache JServ servlet servlet mount
WWW
Apache JServ jserv.yourDomain.com 9009 servlet
UNIX servlet
servlet Www URI ApJServMount

ApJServMount /bob/servlets ajpvll://jserv.yourDonmai n.com 9009/ bob

ApJServMount /alice/servlets ajpvll://jserv.yourDomai n.com 9009/ alice

Bob http://www.yourDomain.com/bob/servlets
servlets Alice

servlet Apache JServ servlet

serviet Apache JServ “ AJP !
serviet “ " Java
URI INI serviets
Apache JServ servlet
Java applets VM serviets
UID/GID

8.2.8. Apache JServ

Apache JServ JServ.java serviet
ApachelServ servlet
Apache JServ
mod_jserv serviet
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Apache JServ

Apache JServ

ljserv/ http://127.0.0.1:80/jserv/

Apache JServ

<Location /status/jserv/>
Set Handl er jserv-status
order deny, al |l ow
deny fromall
al l ow fromdummy.org
</ Locati on>

Apache JServ
<location/status/jserv/>

Apache JServ
8.2.9. servlets
Apache JServ servlet
servlets
servlet
Apache JServ
serviet WWwW
serviet
servlets
Apache JServ servlets
serviet
servlet
development

servlet

SetHandler jserv-status

"dummy.org"

serviet

production

-322-

servlets

servlet

production
development

[/status/jserv/

serviet



WWW ——Apache

serviet serviet
servlet
Apache JServ jserv.properties
serviet servlet
zone.properties production.properties  development.properties

jserv.properties
# List of servlet zones Apache JServ manages

zones=pr oducti on, devel opnent

# Configurationfilefor each servl et zone (one per servl et zone) producti on.

properties=/servl ets/production/production. properties

devel oprent . properti es=/servl et s/ devel opnent/ devel opnment . properties
Apache JServ servlet

servlet

servlet serviet servlets

# The list of servlet repositories controlled by this servlet zone
repositories=/servl ets/production/projectl/
reposi tories=/servl ets/production/project2.zip

reposi tori es=/servl ets/production/shared_servlets.jar

production servlet projectl Zip project2.zip
java shared servletsjar servlet
servlet
servlets
servlets Java servlet servlets
Java Www
serviet serviet servlet
org.dummy.projectl servlet /servlets/production/projectl/Hello.class  Java
org.apache.projectl.Hello
serviet servlet
servlet
class .class
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Servlet

servlets
servlet
servlet servlets serviet

org.dummy.projectl.Hello hello
servl et. hel | 0. code=org. dummy. projectl. Hello

servlets

servlet
servlet servlet

serviet servlet servlet
servlet
servl ets. startup=org. dumy. projectl. Hello
servlet
Servlet initArgs
application applets  serviets
serviet servlet
serviet “ hdlo” message  color serviet

servlet.hello.initArgs=message="Hello world to everyone"

servlet. hello.initArgs=col or=red

(default initArgs)

servlet serviet

servl ets.defaul t.initArgs=path_to_docs=/usr/local/docs/htni

8.2.10. serviet

servlet

Apache JServ 1.0 serviet
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servlet  SQLquery serviet
www
serviet servlet
servlet WWW
Apache JServ 1.0
IP MD5
IP
IP
www www serviet
IP Apache JServ
www 194.39.283.233 194.39.283.234

serviet jserv.properties

security. al |l owedAddr esses=194. 39. 283. 233, 194. 39. 283. 234

servlet

servlet jserv.properties
security.authentication=fal se
security.secretKey=/etc/jserv/jserv.secret.key

WWW httpd.conf
ApJServSecretKey /etc/jserv/jserv.secret.key
WWW serviet
Servlet servlet
servlets
servlets
UID/GID Cal UID/GID

-325-



WWW ——Apache
serviet servlet serviet
Java servlet
3 Apache JServ
8.3.1.
Internet
web
Java
Java
CPU Apache JServ
HTTP Apache JServ
)
Apache JServ
8.3.2.
wWww ServerAPI
Cal Apache JServ 100% Java
N Pentium 120 MHz
48MB RAM Linux Apache JServ
Apache JServ 64-CPU 64
PC serviet
Apache JServ AJP socket
Apache  mod_jserv serviet
Apache JServ
1 PC Apache JServ 1
10 Apache round-robin DNS
33 JServs
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15 Linux JDK1.2 PC
5  Sun E450
10 NT JDK116 PC
3  AS400
Apache HTTP/HTTPS
Apache 1..256 httpd
Apache 256
web
Apache
Apache IP

round robin DNS
Apache JServ

Apache SSL SSL
Apache JServ servlet
apache cookies
SSL SSL  URL
HTTP
Apache JServ TCP
JServ
Jserv 100% Java serviet
JServ
VM
Java JServs
VM serviet System.exit()
Apache JServ
Serviet JServ Jserv userid
JServ CLASSPATH
JServ JDK  JRE -nojit - verbosegc
JServ 64* CPU 64 PC
64 128 JServs
JServ IP TCP
Apache JServs
25
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Jeerv. 100%  Java MM
0S/2 Linux Solaris NT ...
Apache TCP/IP  Apache
Java Protocol (AJP) JServs
Apache OS xBSD  Linux
° Apache  JServ
o JServ serviet
® JServ AJP TCP
® JServ ACL AJP
® Apache  JServ
® Apachet+SSLeay https URL 128 SSL
WwWw
(] Apache JServ
® Apache + JServ “ ”
0
Apache JServ JServ serviet
Apache JServ JServ
1
Apache N JServ JServ servlet 1.0
JServ/izone Apache JServ
true
2
Apache m*n JServ
JServ serviet "balance”
JServ
JServ
httpd Apache serviet
CPU
3
p Apache m*n JServ 2 p Apache
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JServ
JServ Apache Cookies
cookies  JServ
Apache
serviet cookie
ServletM ountPoint mod_jserv JServ
mod jserv  cookie trailer (the ApJServRoute = g JS3 for PC3) JServ
JServ cookie cookie trailer
httpd cookie
cookie JServ cookie trailer
servlet
round-robin DNS Apache
Apache
Apache https
SSL
round-robin DNS
Apache
JServ JServ
Apache JServ
Apache
Apache JServ
httpd JServ
JServ httpd “ 8
TCP
JServ JServ
“ watchdog” JServ
JServ httpd
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JServ
Servlet AP

1——Apache

2  Apache

I hitpd comd:
ApToervBalace setl Jeervl
ApTServHost Jeerv] ajperl 192 1680 518885

Set Cookiie :JTSeryrSeccionID=100000-T51
ol
=
a 1 - Hiipd Jsavl
% chinses 4 target TCP 8825
.% T L1192, 168 0,51
o 5 VAR JE AT COT
eft s
Jsarvd
g \\2 TCP 8385
,g E;d:':"ﬁm = IF:192.168.0.52
m Tonates the sessiom
=
'_D] IP ooraootaos 20 Jsarvd
VAN jEEThr COth CED B
IF:152.168 0,53
I hitpd comd:
ApTSeryRonte 731 Teervl
ApToeryHost Jeerw] ajpwll:/192.168 .0.51:3385 Jsarvd
TCP 2335
IP:192.168 0,54
8.18
a Web www.jserv.com 80
b. www.jserv.com 3000
111.222.333.10
C. 111.222.333.10 3000 Apache Jserv
192.168.0.51 8885
d. 192.168.0.51 8885 Jeerv
JServ ID “ xxxx-JS1” cookie
a Web www.jserv.com 80
b. www.jserv.com 111.222.333.20 3000 Apache
C. Apache JServ ID cookie cookie
Jserv “ Jsr”
d. Apache JS1 192.168.0.51 8885
Jserv
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2——JServ
JServ
a A serviet A1
b. httpd JServ Al
C. JS1 cookie
d. B serviet B1
e. httpd JServ Bl
f. IR cookie
Inkpd coed':
ApTGavBalence set] Joerwrl
ApTServBalamee set] Jzerw
ApTSavBalence et ] Joanrd
Ap T SereeHost Toerw] apperl 10192 1680 51:8825
ApTSevrHost Teerd ayperl 1200192 168 1) 522885
Ap T SereHost Toerw? apperl 1200192 162 0 538325
ApTSaurRote T51 Toaerl
ApIievRote J52 Toeawd
Ap ] SavBagte J53 Joanrd Jeervl
d_f”# TCP 2885
41"~ IP:192 1620 51
Clisnté, Al Hpd | — Set Cockie: T5avSessianD=romom J51
BT L ookie:ToervrSess =30000¢
Jrervd
. R Hiipd . N TCP 2aas
ClientB El * hooses s El »
IP:192 168 0 52
Set Cooliie: ToavrtessionlD=100000 Tol
Jrervi
TCP 2885
Apache Server
TCPpoxt 80 IP:192 1620 53
TP :xoocaoocooc 10
VT J5ETV 0T
8.19
a B sarviet B2
b. httpd cookie JS2
C. JServ B2 JServ Al
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Inltipd eoed:
ApToavHost Jeerwd wipwl 120192 168 0 52:8885
ApTiavRote J52 Joarnl Jzervl
TCP 2825
IP:192 1620 51
Client
Jearvd
ClientB ] TCP 2825
\“BE B[ ®:192 1680 52
T Frdecodi ||
rontes the request
Jeervd
TCP 2825
Apache Server
TCPpori 80 IP:192 162 0 53
IP 300 xoocaoee 10
VAT 5T COR
8.20
JServ
a A serviet A2 cookie JS2
b. httpd cookie JS1
C. JServ Al httpd JServl
d. http JServ A2"
e A2" cookie JS3  JS2 cookie
Inhnd roed':
ApIRwvBelence set] Joerrl
ApTSavBalence set] Joaerd
ApTSevBalaee set] Jzerwd
ApTSarvHost Jeerw] apprl 1207192 162 0 512585
ApTServHost Joered apprrl 1207192 168 0 528885
ApTServHost Joarwd apprl 1200192 162 0 532825
ApISevFoate J51 Tzl
ApTEaruFote 152 Tzl EIP
Ap]SevFote 153 Jsavd Jeazvl
1999.1999
IP:192 1620 51
Clientd Jzexvi
\ / TCP 2885
™ A IP:192 1621 52
e, 192,
. Fiv
ClientE
\\\\ Set Cookie: Joerv SessionID=roo00e-J53
\ Finds uenclis
o —— | — ™ Jeervd
find & bl —] TCP 2825
Apache Server
TCP port £0 IP:192 162 0 53
IP xoocxoeeaooe 10
VAT 56T O
8.21
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JServ
JServ
JServ
JServ SHUTDOWN httpd
JServ
Monitoring tasks JServ
CG
8.3.3.
Java
JServ Apache
1-
Js2 cookies apvll PC2——192.168.0.52.
8888
2- weight
ApJServBal ance set1l SPARK 4
weight 1 SPARK 4CPU
3- JServs setl
"setl" PC1 + PC2 + PC3 + SPARK
4- servlet mount point
/serviet Jserv "setl"
SPARK 4
JServ "setl"
5-
Apache JServ userid +
+

ApJServShnFile | og/jserv_shm

<| f Modul e nod_j serv. c>

HHHHHBHH R BB R R A R AR R
# Apache JServ Configuration File #
BHEHHBHBHBHBHHBHBH B BB H B H BB R H R R
# Note this file should be appended to httpd. conf

ApJSer vManual on

ApJServMount /ol dservl et aj pvll //192.168.0.1 7777/ zone2// oldstyleconfig

ApJServMount /servlet balance //setl/zonel
ApJServBal ance setl1l PCl
ApJServBal ance setl PC2
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ApJServBal ance set1l PC3

ApJServBal ance set1l SPARK 4

ApJSer vHost
ApJSer vHost
ApJSer vHost
ApJSer vHost

PCl ajpvil
PC2 aj pvll
PC3 aj pvl1l

//192.168.0.51 7777
/1192.168.0.52 8888
/1192.168.0.53 9999

SPARK aj pvll //192.168.0.54 7777

ApJServRoute JS1 PCl
ApJServRoute JS2 PC2
ApJServRoute JS3 PC3
ApJServRout e spl SPARK
ApJServShnFile | og/jserv_shm
ApJSer vSecr et Key DI SABLED

</ | f Modul e>
8.3.4.
mod_jserv
Apache httpd.conf serviet
n n
PCL - PC2 - PC3 - SPARK - SPARK - SPARK - SPARK
for each HTTP request coming for a bal anced Servl et mount point
do
if is the first HITP request for a bal anced Servlet nbunt point
t hen

process_nount _defaul t _target =
endi f

random y chosen in set

if a session cookie is found
t hen
t he process fi nds t he JServ whi ch owns t hesessi on (usi ng ApJSer vRout e
par anet er s)
if the JServ is not dead/stopped (in shared menory)
t hen
the process sends the request to this JServ.
if the JServ replies
t hen

return
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el se
mark the JServ dead (in shared nenory)
endi f
endi f

endi f

# here we have either got a request w thout session cookie
# or a broken session. In this |ast case we send te request
# to another target in the list without saying it to the client.

# (the application will have to notice the broken session anyway)

if process_target != process_nount_default_target AND
our process_nount_default_target is alive (in shared menory)
t hen

process_target = process_nount _default _target

endi f
whil e (process_target exists)
do

if process_target is alive (in shared nenory)
then
the process sends the request to this JServ.
if the JServ replies
t hen
return
el se
mark the JServ dead (in shared menory)
endi f
endi f
process_target = next in set
done

done

Watchdog

Apache httpd HTTP
10 JServ JServ

while true
do
sl eep(10)
if this process is not the default watchdog (in shared nenory )
br eak

endi f
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for each JServ present in shared nenory |ist
do
if JServ.state = down
connect JServ

if failed
conti nue
el se

mark it alive in shared menory

endi f
endi f
done
done
httpd
httpd mmap
httpd
JServ
CaGl SNMP inetd
MT- Multi-Thread Safe
Multi-Process Safe
LB
JServ +
C/Perl
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Jsarvl

igpuores (state="r""
Waichdog o TCPaaas

\_\\ IP:192.168.0.51
Teade ih_hh_‘“‘*—-__

tries to
dates (if alie) commect -
TCP 8885
M onitoring Shared memory -
task Feads R
wpdates | Jservl £
Tservd -
Tserv3 + Tsarvd
Iservd + | TCT 2285
Feads updates ffﬂf .
oy L‘V///:///" . IP:192.168.0.53
Hiipd
e Jsavd
nses TCP 33385
IP:192.162.0.54
8.22
8.3.5. -
JServ
® UP "+ JServ
® DOWN - JServ Watchdog UP
® SHUTDOWN_ IMMEDIATE X' JServ
® SHUTDOWN_GRACEFUL ' JServ
10
JServ uUpP
SHUTDOWN_GRACEFUL SHUTDOWN_IMMEDIATE

SHUTDOWN?* watchdog

UP
SHUTDOWN_IMMEDIATE
JServ
10  Apache
SHUTDOWN_IMMEDIATE upP
/
C Perl emacs Vi

Win32 Notepad

src/modul es/jserv/jserv_mmap.c
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8.3.6.
Apache JServ
Apache JServ Apache n JServ
Apachel 5 JSev JServl JServ2 JServ3d JServ4
JServ5  Apache2 5 JServ JSevll JServl2 JServl3  JServl4 JServl5
Round Robin DNS www.jserv.org 2 P
fail-over
° DNS WWW.jServ.com IP1
) Apachel
® Apachel JServ JServl
® JServl cookie  JServ | d=xxxx.JS1
° JServl
° Apachel
) Apache2
(] cookie JServ [ d=xxxx.JS1 Apache2 JServl
) Apache JServ

achie £ abargys distribattes resar Teqaests i its set
wal to 5. o Loead-Balandng Sef fur Apache A
A is also ahle to Toute estahlished sessions to othar (Fervl, Teervd, Joer3, Joervt, Jeervs)
Jeervs(1] to 157 if monativys, pararteters are ko,

Aparhe & ]—J
Jsavl

Lioad Balanc ing Mle chanism

Tsavll J

Load-Balandng 54 for Apadche B
(Jeerwrll, Jeerwld, Teerwls, Jeeruld, TeervlS)

8.23

HHAHHBHBHAH B HBHBH AR A A R R R
# Apache JServ Configuration File for Apache A #
BHEHHBHBHAH B HBH B AR R A R R R R R R
# Note this file should be appended to httpd. conf
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ApJSer vManual on

ApJServMount /servlet balance //setl/zonel

# my own set of JServs for servlet zone "zonel"
ApJServBal ance setl1l JServl
ApJServBal ance set1l JServ2
ApJServBal ance setl JServ3
ApJServBal ance setl JServ4
ApJServBal ance setl JServ5

ApJServHost JServl ajpvlil //192.168.0.51 7777
ApJServHost JServ2 ajpvil //192.168.0.52 8888
ApJServHost JServ3 ajpvll //192.168.0.53 9999
ApJServHost JServ4 ajpvlil //192.168.0.54 7777
ApJServHost JServ5 ajpvll //192.168.0.55 7777
ApJServHost JServll ajpvll //192.168.0.61 7777
ApJServHost JServ12 ajpvil //192.168.0.62 7777
ApJServHost JServl13 ajpvll //192.168.0.63 7777
ApJServHost JServ14 ajpvll //192.168.0.64 7777
ApJServHost JServ15 ajpvll //192.168.0.65 7777

ApJServRoute JS1 JServl
ApJServRoute JS2 JServ2
ApJSer vRoute JS3 JServ3
ApJServRoute JS4 JServ4
ApJServRout e JS5 JServ5
ApJServRoute JS11 JServl1l
ApJServRoute JS11 JServ12
ApJSer vRoute JS11 JServ13
ApJSer vRoute JS11 JServi14
ApJServRoute JS11 JServl15

ApJServShnFile | og/jserv_shm

ApJServSecret Key DI SABLED
</ | f Modul e>

BHHBHBHHBHBHHBHHBH BB H B H B H B R B H B BB
# Apache JServ Configuration File for Apache B #
HHEHHBHBHBHBHHBHBH B BB AR AR R R
# Note this file should be appended to httpd. conf
ApJSer vManual on
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ApJServMount /servl et balance //setl/zonel

# ny own set of JServs for servlet zone "zonel"
ApJServBal ance setl JServil
ApJServBal ance setl JServi12
ApJServBal ance setl JServ13
ApJServBal ance setl JServil4
ApJServBal ance setl JServl15

ApJServHost JServl ajpvil //192.168.0.51 7777
ApJServHost JServ2 ajpvll //192.168.0.52 8888
ApJServHost JServ3 ajpvll //192.168.0.53 9999
ApJServHost JServ4 ajpvlil //192.168.0.54 7777
ApJServHost JServ5 ajpvll //192.168.0.55 7777
ApJServHost JServl1l ajpvil //192.168.0.61 7777
ApJServHost JServ12 ajpvll //192.168.0.62 7777
ApJServHost JServl3 ajpvll //192.168.0.63 7777
ApJServHost JServ14 ajpvil //192.168.0.64 7777
ApJServHost JServl5 ajpvll //192.168.0.65 7777

ApJServRoute JS1 JServl
ApJServRoute JS2 JServ2
ApJServRoute JS3 JServ3
ApJServRoute JS4 JServ4
ApJSer vRout e JS5 JServ5
ApJSer vRoute JS11 JServil
ApJServRoute JS11 JServl12
ApJServRoute JS11 JServ13
ApJServRoute JS11 JServl14
ApJSer vRoute JS11 JServl15

ApJServShnFile | og/jserv_shm

ApJSer vSecr et Key DI SABLED

</ | f Modul e>
8.3.7.
servlet
2*400MHz CPU 800
JServ 25 jserv.n  NB_MAX_JSERVS
Unix Solaris/Linux
NT watchdog
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NT
Watchdog Apache IMHO
Apache Apache  userid TCP < 1024 userid
root
HTTP
8.3.8.
o

ApJServMount /svletl ajpvll //192.168.0.1 7777/sv <<<<<
ApJServMount /servlet balance //setl/zonel <<<<<
) watchdog
watchdog
httpd.conf ApJServShmFile
#####ApISer vshnFi l e 1 og/j serv_shm

ApJServMount /servlet balance //setl/zonel
Y A
httpd watchdog JServ

src/modules/jservijserv.h
#def i ne LOAD_BALANCE
JServ Apache

make cl ean; nake; neke install
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WWW “
v " Apache WWWwW
HTTP
WWWwW ——HTTP 1.0/11 RFC1945 RFC2068
HTTP
HTTP1.1 HTTP
HTTP HTTP HTTP HTTP
WWW
1
911 HTTP
HTTP TCP/IP
HTTP
HTTP 1990 WWW HTTP
HTTP/0.9 Internet RFC1945 HTTP/LO
MIME
/ HTTP/1.0
HTTP/1.1 HTTP/10
HTTP Method Web
Reguest Method
HTTP
HTTP Uniform Resource ldentifier
HTTP Generic  Protocol
Generic Structure Web
User Agent ——User Proxy Gateway
Internet SMTP NNTP FTP Gopher  WAIS
HTTP Method
Java
HTTP OPTIONS GET HEAD
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POST PUT DELETE TRACE

HTTP1.1
Web
9.12.HTTP
HTTP1.1 RFC822 Internet
Internet
HTTP
® ——Connection
° ——Message
MIME HTTP
Request Response
° —Entity
Entity- Body

) ——Resource

URI

Representation
Variant
o ——Content Negotiation
)
() ——User Agent
HTTP
Spider Web

)
[ ) ——Proxy
® ——Gateway
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() —Tunnd

HTTP
° —Cache

Cachable
() —Cachable
HTTP
) ——Origin Server
Web
9.1.3.

HTTP / URI

MIME

MIME
HTTP
UA O \
HTTP / 9.1 HTTP
________________________ >
UA - - mmmmmie e - N 0]
Cm e e e e e m e mmm ==
9.1
HTTP
______________________________________ >
UA ----- V----- A----- Vo---- B ----- V----- C----- VAEEEE (0]
=
9.2
9.2 A B C HTTP
HTTP
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B A A
C
HTTP /
B
A 9.2 9.3
---------- >
UA ----- (YA A----- Ve-me- B--- - - - C- - - - - - )
Cmmm e e ==
9.3
Web
CD-ROM HTTP/1.1
HTTP TCP/IP 80
HTTP Internet HTTP
HTTP HTTP/1.1
2 HTTP
921. HTTP
HTTP “ . "
HTTP
HTTP HTTP-Verdon
HTTP-Version = "HTTP" "/" 1*DIGT "." 1*DIGAT
HTTP/2.4
HTTP/12.3 0
HTTP-Verson
HTTP
/
/
/
HTTP
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9.2.2. Uniform Resource Identifiers
URI
URI WWWwW Universal Document
Identifiers

Uniform Resource Names
Uniform ResourcelLocators URL

[ ]
HTTP URI URI
URI scheme o
URI = ( absoluteURl | relativeURl ) [ "#" fragnent ]
absol ut eURI = schene ":" *( uchar | reserved)
relativeURI = net_path | abs_path | rel _path
net _path ="//" net_loc [ abs_path ]
abs_path ="/" rel _path
rel _path =[ path ] [ ";" parans ] [ "?" query ]
path = fsegnent *( "/" segnent )
f segnent = 1*pchar
segnent = *pchar
par ans = param*( ";" param)
par am = *( pchar | "/")
schene =1*( ALPHA | DT | "+" | "-" ")
net _| oc =*( pchar | ";" | "?")
query = *( uchar | reserved)
f ragnent = *( uchar | reserved)
pchar = uchar | n: " | " @ | " &II | " :H | " +Il
uchar = unreserved | escape
unr eserved = ALPHA | DIA T | safe | extra | national
escape = "% HEX HEX
reserved = II; " | II/ " | " ?ll | II: " | " @ | " &ll | " :ll " +II
extra oA B I G IO R B
saf e S e I I
unsaf e =CIL| SP| <"> | "#" | "% | "<" | ">"
nati onal

= <any OCTET excluding ALPHA, DIG T,

reserved, extra, safe, and unsafe>
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URL RFC1738 RFC1808
HTTP URI
URI URI GET FORM
URI 414 URI
255 URI
® hitp URL
“ http” HTTP http URL
htt p_URL ="http:" "//" host [ ":" port ] [ abs_path ]
host = <A legal Internet host domain nane
or | P address (in dotted-decimal form,
as defined by Section 2.1 of RFC 1123>
port =*DAT
80
http URL TCP
URI
® UR
URI
1. URI
2.
3.
4. 113 /"
reserved unsafe ""00" HEX HEX"
URI
http://abc.com 80/ ~sm t h/ hore. ht m
http://ABC. coml %YEsni t h/ hone. ht
http://ABC. com/%esnith/hone. htm
9.2.3.
[ ]
HTTP /
Sun, 06 Nov 1994 08:49:37 GMI RFC822 RFC1123
Sunday, 06-Nov-94 08:49:37 G ; RFC850 RFC1036
Sun Nov 6 08:49:37 1994 ANSI C asctine()
Internet RFC1123 RFC822
RFC850 4 HTTP/1.1
HTTP/1.0
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RFC1123
HTTP
/ SMTP  NNTP
HTTP GMT
Y GMT” GMT
HTTP-dat e =rfcll23-date | rfc850-date | asctine-date
rfcll23-date = wkday "," SP datel SP tinme SP "GV
rfc850-date = weekday "," SP date2 SP tinme SP "GV
asctine-date = wkday SP date3 SP time SP 4DIG T
dat el =2DIGT SP month SP 4DIA T
; day nonth year (e.g., 02 Jun 1982)
dat e2 =2DGET"-" nmonth "-" 2DIGA T
; day-nmonth-year (e.g., 02-Jun-82)
dat e3 =nonth SP( 2DDAT | ( SP1DAT))
; month day (e.g., Jun 2)
tine =2DIGT ":" 2DGAT ":" 2DIGQ T
; 00:00:00 - 23:59:59
wkday ="Mn" | "Tue" | "Wed"
| “Thu" | "Fri" | "Sat" | "Sun"
HTTP /
[ J
HTTP
del ta-seconds = 1*DIG T
9.2.4. Content Codings
content -coding = token
HTTP/1.1 Accept-Encoding
Content-Encoding
Internet Internet Assigned Numbers Authority  IANA
1. gzip “ gzp”
2.compress UNIX “ compress”
HTTP “ Xx-gzp” “ X-compress’
“ gzp” “ compress’
3. deflate RFC 1950 “ Zib”
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9.2.5. Transfer Codings
transfer-codi ng = "chunked" | transfer-extension
transf er-extension = token

HTTP/1.1 Transfer-Encoding
MIME Content-Transfer -Encoding 7
8
HTTP

chunked encoding

footer

Chunked-Body = *chunk

"0" CRLF

f oot er

CRLF
chunk = chunk-size [ chunk-ext ] CRLF

chunk-data CRLF
hex- no- zero = <HEX excl udi ng "0">
chunk-si ze = hex-no-zero *HEX
chunk- ext =*( ";" chunk-ext-nanme [ "=" chunk-ext-value ] )

chunk-ext -nanme = token

chunk-ext-val = token | quoted-string
chunk-dat a = chunk-si ze( OCTET)
f oot er = *entity- header
0
HTTP/1.1
501
HTTP/1.0
/ MIME
o
length :=0

read chunk-si ze, chunk-ext (if any) and CRLF
whi |l e (chunk-size > 0) {

read chunk-data and CRLF

append chunk-data to entity-body

length := length + chunk-size
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read chunk-si ze and CRLF
}

read entity- header
whil e (entity-header not enmpty) {
append entity-header to existing header fields

read entity- header

}
Content -Length := length
Renove "chunked" from Transfer- Encodi ng

9.2.6. Media Types
HTTP Content-Type  Accept Internet

nedi a-t ype = type "/" subtype *( ";" paraneter )

type = token

subt ype = token

113 / ” “ / ”

par anet er = attribute "=" val ue

attribute = token

val ue = token | quoted-string

“ / " MIME
HTTP
IANA RFC2048
9.2.7. Multipart Types
MIME
RFC2045
MIME
epilogue HTTP
HTTP
URL Content-Location
HTTP MIME
“ multipart/mixed”

POST FORM

“ multipart/form-data’
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9.2.8. Product Tokens

pr oduct = token ["/" product-version]

product -versi on = token

User - Agent: CERN- Li neMbde/ 2. 15 |i bww/ 2. 17b3

Server: Apache/0.8.4

9.2.9. Entity Tags
ETag If-Match If-None-Match
If-Range opague quoted string
weakness indicator
entity-tag = [ weak ] opaque-tag
weak ="W"
opaque-tag = quoted-string
strong entity tag
“ W/"
weak
comparison
URI
9.2.10. Range Units
HTTP/1.1
Range Content-Range
range- unit = bytes-unit | other-range-unit
byt es-uni t = "bytes"
ot her-range-unit = token
HTTP/1.1 HTTP/1.1
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3 HTTP

HTTP
HTTP-message = Request | Response

generic-message = start-line

*nmessage- header
CRLF

[ message-body ]

start-1ine = Request-Line | Status-Line
/
9.3.1.
HTTP Header Filds
nessage- header = field-name ":" [ field-value ] CRLF
field-name = token
field-val ue =*( field-content | LWS)
field-content = <the OCTETs nmeking up the field-val ue
and consi sting of either *TEXT or conbi nations
of token, tspecials, and quoted-string>
message-header * message-header
0 CRLF
vaued valuel ..)
9.3.2. M essage Body
HTTP
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message-body = entity-body
| <entity-body encoded as per Transfer-Encoding>

HTTP Content-Length ~ Transfer-Encoding
HEAD
Ixx 204 304
0
7
9.3.3.
1 Ixx 204 34 HEAD
2. Transfer-Encoding
3. Content-Length
4, “ multipart/byteranges”
5.
HTTP/1.0 HTTP/1.1
Content-Length HTTP/1.1
Content-Length 400
Content-Length 11
HTTP/1.1
Content-Length
Content-Length HTTP/1.1
9.34.

gener al - header = Cache-Control
| Connection
| Date
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| Pragma

| Transfer- Encoding

| Upgrade
| Via
9.3.5.
HTTP BNF
Request = Request - Li ne
*( general - header
| request-header
| entity-header )
CRLF
[ message-body ]
[ J
Request-Line URI
Request -Line = Method SP Request - URI SP HTTP- Versi on CRLF
[ J
Method Request-URI
Met hod = " OPTI ONS"
| " GET"
| " HEAD'
| " POST"
| "PUT"
| " DELETE"
| " TRACE"
| extension-nethod
ext ensi on-met hod = token
Allow
405
501
Public
GET HEAD
° URI
Request-URI
Request - URI = "*" | absoluteURl | abs_path

OPTIONS * HTTP/ 1.1
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Request-URI
IP
GET http://ww. w3. or g/ pub/ WWV TheProj ect. htm HTTP/ 1.1
HTTP HTTP/1.1
HTTP/1.1
Request-URI
URI Request-URI URI Host
“ www.w3.org”

80 TCP

GET / pub/ WAV TheProj ect. htm HTTP/ 1.1
Host: www. W3. or g

URI
1] /H
Request-URI
OPTIONS http://ww. ics.uci.edu:8001 HTTP/ 1.1
“ www.ics.uci.edu” 8001
OPTIONS * HTTP/ 1.1
Host: www. i cs. uci.edu: 8001
Request-URI 2
non-reserved URL
°
HTTP/1.1 Internet Request-URI Host
Host
virtual hosts vanity hostnames
1. Request-URI Host
2. Request-URI Host
3. 400
Host HTTP/1.0 heuristics
Apache
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request - header = Accept
| Accept- Charset
| Accept-Encodi ng
| Accept-Language
| Authorization
| From
| Host
| 1f-Modified-Since
| 1f-Match
| 1f-None-Match
| If-Range

| I'f-Unnodified- Since

| Max- Forwar ds

| Proxy-Authorization

| Range

| Referer

| User- Agent

9.3.6.

Response = Status- Line
*( general - header
| response- header
| entity-header )
CRLF

[ nmessage-body ]

Status-Line
Status- Line = HITP-Version SP Status-Code SP Reason-Phrase CRLF

Status-Code 3 Reason-Phrase
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Ixx
2XX
3xX
4xx
5xx

Informational-
Success-
Redirection-
Client Error-
Server Error-
HTTP/1.1

St at us- Code = "100"
| "101"

" 200"

" 201"

" 202"

"203"
| "204"
| "205"
| "206"
| "300"
| "301"
| "302"
| "303"
| "304"
| "305"
| "400"
| "401"
| "402"
| "403"
| "404"
| "405"
| "406"
| "407"
| "408"
| "409"
| "410"
| "411"
| "412"
| "413"
| "414"
| "415"
| "500"
| "501"
| "502"
| "503"
| "504"
| "505"

; Conti nue

Swi t chi ng Protocol s
(04

Created

Accept ed

Non- Aut horitative I nformation
No Cont ent

Reset Cont ent

Partial Content
Mul ti pl e Choi ces

Moved Permanent!|y
Moved Tenporarily

See O her

Not Mbdi fi ed

Use Proxy

Bad Request

Unaut hori zed

Payment Required
For bi dden

Not Found

Met hod Not Al | owed

Not Acceptabl e

Proxy Aut hentication Required
Request Ti me- out
Conflict

CGone

Length Required
Precondi tion Fail ed
Request Entity Too Large
Request - URI Too Large
Unsupported Medi a Type
Internal Server Error
Not | npl enent ed

Bad Gat eway

Servi ce Unavail abl e
Gat eway Ti me- out

HTTP Ver si on not supported
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ext ensi on- code

Reason- Phr ase

HTTP
400

[ ]
response- header
I
I
I
|
I
I
I
I

9.4.1.

entity- header

ext ensi on-code

3DG T

= *<TEXT, excluding CR LF>
HTTP

x00
431

= Age

Locati on

Proxy- Aut henti cat e
Public

Retry-After

Server

Vary

War ni ng

WAV Aut hent i cat e

= Al ow

Cont ent - Base
Cont ent - Encodi ng
Cont ent - Language
Cont ent - Lengt h
Cont ent - Locat i on
Cont ent - MD5

Cont ent - Range
Cont ent - Type
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| ETag
| Expires
| Last- Modified
| extension-header

ext ensi on- header = nessage- header

HTTP
entity- body = *OCTET

Transfer-Encoding
°

Content-Type
Content-Encoding
entity-body := Content-Encodi ng( Content- Type( data ) )
Content-Type Content-Encoding

HTTP/1.1 Content-Type
Content-Type URL

“ application/octet-stream”

[ ]
5 HTTP
9.5.1.
HTTP/1.1
URL
TCP HTTP

HTTP/1.1 HTTP

1. TCP CPU TCP

2 TCP HTTP

TCP
3 TCP TCP
4, TCP HTTP
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HTTP
HTTP/1.1 HTTP
HTTP
Connect TCP
Connect close
HTTP/1.1 HTTP/11
Connect
“ closg’ Connect
HTTP/1.1
close Connect
close Connect
Connect
close Connect
1.1 HTTP
HTTP/1.0
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N O
2*N N HTTP
9.5.2.
® HTTP/11 TCP
® HTTP/11
® HTTP/11 100
® HTTP/11 HTTP/1.0
100
HTTP/1.1 HTTP/1.1
100
TCP
HTTP/1.1
HTTP/1.1
100
HTTP/1.1 HTTP/1.1
HTTP 1.0 100
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o o
Py

® T=R* 2N N

() T

° T

() 1

HTTP/1.1 100
100
6 HTTP
HTTP

9.6.1.

o Safe Methods

GET HEAD
POST PUT DELETE
GET
° | dempotent Methods
N N>0O
GET HEAD PUT DELETE

HTTP1.1 OPTIONS GET HEAD POST PUT DELETE
TRACE
9.6.2. OPTIONS

OPTIONS Request-URI HTTP /

OPTIONS
Allow Content-Type

OPTIONS
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URI OPTIONS 200
Public
OPTIONS “ OPTIONS *”
URI OPTIONS 200
Public
OPTIONS
9.6.3. GET
GET Request-URI
Request-URI
If-Modified-Snce If-Unmodified-Since [f-Match [f-None-Match
If-Range GET “ GET” GET
Range GET” GET
9.6.4. HEAD
HEAD GET HEAD
HEAD
Content-Length  Content-MD5 ETag
Last-Modified
9.6.5. POST
POST Request URI
POST
)
(] BBS
() form
°
POST Request-URI POST
URI
POST URI
200 OK 204 No Content
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201 Created
Location
POST Cache-Control ~ Expires
303 See Other
9.6.6. PUT
PUT Request-URI POST
Request-URI
Request-URI URI
URI
201 Created
200 OK 204 No Content
Content-* 501 Not Implemented
URI
PUT
POST PUT Request-URI POST URI
PUT URI
URI
URI 301 Moved Permanently
URI URI
URI
9.6.7. DELETE
DELETE Regquest-URI
DELETE
200 OK
202 Accepted
204 No Content
URI

DELETE
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9.6.8. TRACE

TRACE

Content-Type  “message/http” TRACE

TRACE /
Via Max-Forwards
4
9.7.1. —1IxXx
HTTP/1.0 Ixx Ixx HTTP/1.0

® 100 Continue

® 101 Switching Protocols
Upgrade
Upgrade
HTTP

9.7.2. —2XX

® 2000K

GET
HEAD
POST
TRACE
® 201 Created
URI
Location 201
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202
® 202 Accepted

non-committal

HTTP
202 Accepted
202
® 203 Non-Authoritative Information
200
® 204 No Content
204
® 205 Reset Content
® 206 Partia Content
GET Range
Content-Range
multipart/byteranges Content-Range
multipart/byteranges Content-Length
9.7.3. ——3XX
GET
HEAD 5
® 300 Multiple Choices
HEAD
Content-Type
Location URL
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® 301 Moved Permanently

URI
URI
URI URL Location
HEAD URI
301 GET HEAD
301 POST HTTP/1.0
GET
® 302 Moved Temporarily
URI Cache-Control
Expires
URI URL Location
HEAD URI
302 GET HEAD
302 POST HTTP/1.0
GET
® 303 See Other
URI GET
POST 303
URI URL Location
HEAD URI
® 304 Not Modified
GET
B Dae
B FETag / Content-Location 200
B Expires Cache-Control / Vay
304
304
® 305 Use Proxy
Location Location
URL
9.7.4. ——4xX
4xx HEAD
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400 Bad Request

401 Unauthorized

Authorization

7
402 Payment Required

9

403 Forbidden

404 Not Found
URI
403
410
405 Method Not Allowed

406 Not Acceptable

HEAD

® 407 Proxy Authentication Required
401
Proxy-Authenticate
Proxy-Authorization
® 408 Request Timeout

® 409 Conflict

PUT
® 410 Gone

® 411 Length Required
Content-Length
Content-Length

WWW-Authenticate
Authorization

401 401

HEAD

URI

Allow

Content-Type

404
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9.7.5.

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Long
URI

GET
415 Unsupported Media Type

——bxx

5xx

HEAD

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

Retry-After

Retry-After 500

504 Gateway Timeout

505 HTTP Version Not Supported
HTTP

8 HTTP

HTTP “ -

HTTP
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HTTP

HTTP
agent-driven

9.9.1.

Accept Accept-Language Accept-Encoding

HTTP/1.1

9.9.2.

URL

HTTP

HTTP/1.1
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9.9.3.
HTTP/1.1 Vay
10 HTTP
HTTP/1.1
Sender Recipient
9.10.1. Accept
Accept
Accept = "Accept" ":"

#( medi a-range [ accept-parans ] )
medi a- r ange = (/e
(type "/ "*")
| ( type "/" subtype )

) *( ";" paraneter )
accept-parans =";" "q" "=" qvalue *( accept-extension)
accept-extension = ";" token [ "=" ( token | quoted-string ) ]
“ok e “ type/*"
media-range
media-range “q

Accept: audio/*; g=0.2, audiol/basic

9.10.2. Accept-Char set

Accept-Charset

-371-



WWW ——Apache

Accept - Charset = "Accept-Charset" ":"
1#( charset [ ";" "q" "=" qvalue ] )
1SO-8859-1
Accept-Charset

406

9.10.3. Accept-Encoding

Accept-Encoding Accept
Accept - Encodi ng = "Accept -Encodi ng" ":"
#( content-coding )

Accept - Encodi ng: conpress, gzip

406
Accept-Encoding

9.10.4. Accept-L anguage

Accept- Language Accept
Accept - Language = "Accept - Language” ":"
1#( | anguage-range [ ";" "q" "=" qvalue ] )
| anguage-range = ( ( 1*8ALPHA *( "-" 1*8ALPHA ) ) | "*" )
language-range 1

Accept - Language: da, en-gb;q=0.8, en;q=0.7
“ Danish ”

9.10.5. Accept-Ranges

Accept-Ranges
Accept - Ranges = "Accept- Ranges" ":" acceptabl e-ranges
accept abl e-ranges = 1#range-unit | "none"

Accept - Ranges: bytes

Accept - Ranges: none

9.10.6. Age

Age
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Age = "Age" ":" age-val ue

age-val ue = del ta-seconds

9.10.7. Allow

Allow 405

Allow URI

Al | ow ="Alow ":" 1#met hod

Al ow GET, HEAD, PUT

9.10.8. Authorization

401 Authorization

Authorization

= "Authorization" ":" credentials

7 9

Aut hori zati on

HTTP

9.10.9. Connection

Connection
Connecti on- header = "Connection" ":" 1#(connection-token)

connection-token = token

HTTP/1.1

Connection

HTTP/1.1 “ closég’ Connection

Connection: cl ose

0.10.10. Content-Base

Content-Base URL Base URI URI

Content-Base=" Content-Basg’ “ :" absoulteURI
URI Content-Location

Content-Base
URI

Content-LocationURI URI
URI
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9.10.11. Content-Encoding

Content-Encoding
Cont ent - Encodi ng = "Content -Encodi ng" ":" 1#content-coding

Cont ent - Encodi ng: gzip

9.10.12. Content-Language

Content-Language
Cont ent - Language = "Content -Language" ":" 1#l anguage-tag

Cont ent - Language: da

9.10.13. Content-Length

Cont ent - Lengt h="Content-Length”“:”1*DIGA T

Cont ent - Lengt h: 3495
DIGIT 0O 9

0.10.14. Content-L ocation

Content-Location
Content-Location

Content-L ocation
Content - Locati on="Content-Location”":” absoluteURl|relativeURl

90.10.15. Content-MD5

Content-MD5 MD5

Content -MD5 = "Content - MD5" ":" nmd5-digest

nd5- di gest = <base64 of 128 bit MD5 di gest as per RFC 1864>
MD5 Content-Encoding

Transfer-Encoding
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9.10.16. Content-Range

Content-Range

Cont ent - Range = "Cont ent-Range" ":" content-range-spec
cont ent -r ange- spec = byt e-cont ent-range- spec
byt e-cont ent -range-spec = bytes-unit SP first-byte-pos "-"

| ast-byte-pos "/" entity-length

entity-length =1*DIA T
byte-range-specifier byte-content-range-spec
HTTP
Content-Range Content-Length

HTTP/ 1.1 206 Partial content

Date: Wed, 15 Nov 1995 06: 25: 24 GMI
Last-nodi fi ed: Wed, 15 Nov 1995 04:58:08 GMVI
Cont ent - Range: bytes 21010-47021/ 47022

Cont ent -Lengt h: 26012

Cont ent - Type: inage/gif

9.10.17. Content-Type

Content-Type
Content - Type = "Content-Type" ":" nedia-type

Content - Type: text/htm ; charset=l SO-8859-4

0.10.18. Date

Date

Date = "Date" ":" HITP-date

Dat e: Tue, 15 Nov 1994 08:12:31 GVI

9.10.19. ETag

ETag Associate Entity
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Etag="Etag”“:"entity-tag
ETag: “xyzzy”

ETag: W “xyzzy”
ETag: “”

9.10.20. EXxpires

Expires
Expires = "Expires" ":" HITP-date
Expires: Thu, 01 Dec 1994 16:00: 00 GMT
9.10.21. From
From Email
From = "Froni ":" nail box
From webnaster @B. org
9.10.22. Host
Host Internet
HTTP URL URL Host
Internet
Host
Host = "Host" ":" host [ ":" port ]

URL http://www.w3.org/pub/WWW/

GET / pub/ WMV HTTP/ 1.1
Host: www. W3. or g

0.10.23. If-Modified-Since

If-Modified-Since GET GET
If-Modified-Since Range GET
If-Modified-Since
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[f-Unmodified-Since
If-Modified-Since

| f-Mdified-Since="If-Mdified-Since"“:”HITP-date

| f-Mdified-Since: Sat, 29Cct 199419: 43: 31GVII

0.10.24. If-Match

If-Match
If-Match = "I f-Match" ":" ( "*" | 1l#entity-tag )
entity-tag GET “ox
If-Match: "xyzzy"
If-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"
I f-Match: *
412
If-None-Match

9.10.25. If-Range

Range GET
If-Unomodified-Since  GET
If-Range “ ”
| f-Range="I1f-Range”“:” entity-tag|HTTP-date

9.10.26. If-Unmodified-Since
If-Unmodified-Since
If-Unmodifed-Since
I f-Unnodified-Since="1f-Unnodified-Since”":”HITP-dat e

| f-Unnodi fi ed-Si nce: Sat, 29Cct 199419: 43: 41GMI
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9.10.27. Last-Modified

Last-Modified

Last - Modi fi ed="Last-Mdi fied”“:”HITP-date

Last - Modi fi ed: Tue, 15Nov199412: 45: 26GVIT

0.10.28. Location

Location
201
3XX
Location Content-L ocation
Content-Location  Location

Locati on="Location”“: " absol ut eURI

Dynamical parts

Request-URI
Location
Content-Location

Locati on: http://ww. w3. or g/ pub/ WAV Peopl e. ht m

90.10.29. Max-Forwards

Max-Forwards TRACE

Max- Forwards = "Max- Forwards" ":"

9.10.30. Pragma

Pragma /
Directives
Pragma="Pragma”“: " 1#pragnma- di rective

1*DIAT

HTTP
HTTP

praganma- di recti ve="no- cache”| ext ensi on- pragma

ext ensi on- pragma=t oken[“=" token|quoted-string ]
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“ no-cache” /

9.10.31. Proxy-Authenticate

Proxy-Authenticate 407
Request-URI
WWW-A uthenticate Proxy-Authenticate
Proxy- Aut henti cati on="Proxy-Aut hentication”“:"chal |l enge
challenge

9.10.32. Proxy-Authorization

Proxy-Authorization

nu.n

Pr oxy- Aut hori zati on="Proxy- Aut hori zati on”“:"credential s
credentials

9.10.33. Range

HTTP HTTP HTTP
HTTP

ranges- speci fi er=byt e- ranges- speci fier
byt e-ranges- speci fi er=bytes-unit“="byt e-range- set
byt e-range-set =1# byt e- range-spec| suf fi x-byt e-range- spec
byt e-range-spec=first-byte- pos“-"[| ast-byte-pos]
first-byte-pos=1*DIA T
| ast-byte-pos=1*DIG T

suffix-byte-range-spec

suf fi x- byt e- range-spec="-"suffi x-1ength

0.10.34. Server

Server
Token
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Server
Server="Server”"“:”1* product|comrent

Server: CERN 3. 0l i bww/ 2. 17

9.10.35. Transfer-Encoding

Transfer-Encoding
Content-Encoding

Tr ansf er- Encodi ng="Tr ansf er - Encodi ng”“: " 1#t r ansf er - codi ng

Tr ansf er- Encodi ng: chunked

“chunked”

9.10.36. Upgrade

Upgrade
101 Upgrade
Upgrade HTTP/1.1 I ncompatible
Upgrade
HTTP/1.1 Upgrade Connection
upgrade

Upgr ade=" Upgr ade” “: " 1#pr oduct

Upgr ade: HTTP/ 2. 0, SHTTP/ 1. 3, 1 RC/ 6. 9, RTA/ x11

9.10.37. User-Agent

User-Agent UserAgent

User - Agent =" User - Agent " “:” 1* product | conment

User - Agent : CERN- Li neVbde/ 2. 151 i bwwv/ 2. 17b3
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9.10.38. Vary
Vay
Vay
Dimensions oxn
Vary=“Vary”“:” “*"| 1#fi el d- nane
9.10.39. Via
Via /
Via= "Via" ":" 1#( received-protocol received-by [ comment ] )
recei ved-protocol = [ protocol-nanme "/" ] protocol -version
pr ot ocol - nane = token
protocol -version = token
recei ved- by =( host [ ":" port ] ) | pseudonym
pseudonym = token

Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)

9.10.40. WWW_Authenticate

WWW_Authenticate 401
chanllenge Request URI

WAV Aut hent i cat e=" WNV¥ Aut henti cate”“: " 1#chanl | enge

11
HTTP/1.1
HTTP HTTP/L.1
o HTTPO.O 10 1.1
o HTTPO.9 10 1.1
[ ]
o HTTPLO 11
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HTTPOOS 10 11
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Apache

http_core

core_handlers

static const handler_rec core_handlers[] = {
{ "*/*", default_handler },
{ "default-handl er", default_handler },

{ NULL, NULL }
}s

core_cmds

static const command_rec core_cnmds[] = {
/* dd access config file conmands */

{ "<Directory", dirsection, NULL, RSRC _CONF, RAW ARGS,

"Container for directives affecting resources |located in the specified "
"directories" },

{ end_directory_section, end_nested_section, NULL, ACCESS CONF, NO _ARGS,
"Marks end of <Directory>" },

{ "<Location", urlsection, NULL, RSRC _CONF, RAW ARGS,

"Container for directives affecting resources accessed through the "
"specified URL paths" },

{ end_l| ocation_section, end_nested_section, NULL, ACCESS CONF, NO_ARGS,
"Marks end of <Location>" },

{ "<Virtual Host", virtual host_section, NULL, RSRC _CONF, RAW ARGS,
"Container to map directives to a particular virtual host, takes one or "
"more host addresses" },

{ end_virtual host_section, end_nested_section, NULL, RSRC CONF, NO _ARGS,
"Mar ks end of <Virtual Host>" },

{ "<Files", filesection, NULL, OR ALL, RAWARGS, "Container for directives "
"affecting files matching specified patterns" },

{ end_files_section, end_nested_section, NULL, OR _ALL, NO_ARGS,

"Marks end of <Files>" },
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{ "<Limt", ap_limt_section, NULL, OR ALL, RAWARGS, "Container for "
"aut hentication directives when accessed using specified HITP net hods" },
{ "</Limt>", endlimt_section, NULL, OR _ALL, NO _ARGS,
"Marks end of <Limt>" },
{ "<LimtExcept", ap_limt_section, (void*)1l, ORALL, RAW ARGS,
"Contai ner for authentication directives to be applied when any HTTP "
"met hod other than those specified is used to access the resource" },
{ "</Li mtExcept>", endlint_section, (void*)1l, OR_ALL, NO _ARGS,
"Mar ks end of <LimtExcept>" },
{ "<IfMbdul e", start_ifnpd, NULL, OR ALL, TAKEL,
"Container for directives based on exi stance of specified nodul es" },
{ end_ifnodul e_section, end_ifnod, NULL, OR _ALL, NO_ARGS,
"Marks end of <IfMdul e>" },
{ "<IfDefine", start_ifdefine, NULL, OR _ALL, TAKEL,
"Container for directives based on existance of comand |ine defines" },
{ end_ifdefine_section, end_ifdefine, NULL, OR _ALL, NO _ARGS,
"Mar ks end of <IfDefine>" },
{ "<DirectoryMatch", dirsection, (void*)1l, RSRC CONF, RAW ARGS,
"Container for directives affecting resources located in the "
"specified directories" },
{ end_directorymatch_section, end_nested_section, NULL, ACCESS _CONF, NO _ARGS,
"Marks end of <DirectoryMatch>" },
{ "<LocationMatch", urlsection, (void*)1l, RSRC_CONF, RAW ARGS,
"Container for directives affecting resources accessed through the "
"specified URL paths" },
{ end_l ocationmat ch_secti on, end_nested_section, NULL, ACCESS CONF, NO _ARGS,
"Mar ks end of <Locati onMatch>" },
{ "<Fileswatch", filesection, (void*)1l, OR_ALL, RAW ARGS,
"Container for directives affecting files matching specified patterns" },
{ end_filesmatch_section, end_nested_section, NULL, OR_ALL, NO_ARGS,
“Marks end of <FilesMatch>" },
{ "AuthType", ap_set_string_slot,
(void*) Xt Of fsetOf (core_dir_config, ap_auth_type), OR_AUTHCFG TAKEL,
"An HTTP aut horization type (e.g., \"Basic\")" },
{ "Aut hName", set_authname, NULL, OR_AUTHCFG TAKEL,
"The authentication realm(e.g. \"Menbers Only\")" },
{ "Require", require, NULL, OR AUTHCFG RAW ARGS,
"Sel ects whi ch authenticated users or groups nay access a protected space" },
{ "Satisfy", satisfy, NULL, OR AUTHCFG TAKEL,
"access policy if both allow and require used (‘all' or "any')" },
#i fdef GPROF
{ "Gorof Dir", set_gprof _dir, NULL, RSRC _CONF, TAKEL,
"Directory to plop gnon.out files" },
#endi f
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/* Ad resource config file comuands */

{ "AccessFil eNane", set_access_nanme, NULL, RSRC _CONF, RAW ARGS,
"Nane(s) of per-directory config files (default: .htaccess)" },

{ "Document Root", set_document_root, NULL, RSRC CONF, TAKEL,

"Root directory of the docurment tree" },

{ "ErrorDocunent", set_error_docunment, NULL, OR_FILElINFO, RAW ARGS,
"Change responses for HITP errors" },

{ "AllowOverride", set_override, NULL, ACCESS CONF, RAW ARGS,
"Controls what groups of directives can be configured by per-directory "
"config files" },

{ "Options", set_options, NULL, OR_OPTIONS, RAW ARGS,

"Set a nunber of attributes for a given directory" },
{ "Defaul t Type", ap_set_string_slot,
(void*) Xt O fsetOX (core_dir_config, ap_default_type),
OR_FI LEI NFO, TAKEl, "the default M ME type for untypable files" },

/* A d server config file conmands */

{ "ServerType", server_type, NULL, RSRC CONF, TAKEL,
""inetd or 'standal one'"},

{ "Port", server_port, NULL, RSRC CONF, TAKEl, "A TCP port nunber"},

{ "Host nanmeLookups"”, set_host nane_| ookups, NULL, ACCESS CONF| RSRC_CONF, TAKE1,
"\"on\" to enable, \"off\" to disable reverse DNS | ookups, or \"double\" to "
"enabl e doubl e-reverse DNS | ookups" },

{ "User", set_user, NULL, RSRC _CONF, TAKE1,

"Effective user id for this server"},
{ "Group", set_group, NULL, RSRC CONF, TAKEL,
"Effective group id for this server"},

{ "ServerAdm n", set_server_string_slot,

(void *)XtOffsetf (server_rec, server_adm n), RSRC CONF, TAKE1,
"The emai| address of the server administrator" },

{ "Server Nane", set_server_string_slot,

(void *)XtOFfsetf (server_rec, server_hostnane), RSRC _CONF, TAKE1,
"The hostnane of the server" },

{ "ServerSignature", set_signature_flag, NULL, ACCESS_CONF| RSRC_CONF, TAKE1,
"En-/di sabl e server signature (on|off|email)" },

{ "ServerRoot", set_server_root, NULL, RSRC CONF, TAKE1,

"Common directory of server-related files (logs, confs, etc.)" },

{ "ErrorLog", set_server_string_slot,

(void *)XtOffsetX (server_rec, error_fnane), RSRC_CONF, TAKE1,
"The filenane of the error log" },
{ "PidFile", set_pidfile, NULL, RSRC _CONF, TAKEL,
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"Afile for 1ogging the server process |D'},
"ScoreBoardFil e", set_scoreboard, NULL, RSRC CONF, TAKEL,

"Afile for Apache to maintain runtine process managenent information"},

"LockFile", set_lockfile, NULL, RSRC CONF, TAKEL,

"The | ockfil e used when Apache needs to | ock the accept() call"},
"AccessConfig", set_server_string_slot,
(void *)XtOFfsetf (server_rec, access_confnane), RSRC _CONF, TAKE1,
"The fil ename of the access config file" },
"ResourceConfig", set_server_string_slot,
(void *) Xt fsetOF (server_rec, srmconfnane), RSRC CONF, TAKE1,
"The filenane of the resource config file" },
"ServerAlias", set_server_alias, NULL, RSRC CONF, RAW ARGS,
"A nanme or nanes alternately used to access the server" },
"ServerPath", set_serverpath, NULL, RSRC _CONF, TAKEL,
"The pat hname the server can be reached at" },
"Timeout”, set_timeout, NULL, RSRC CONF, TAKE1l, "Ti nmeout duration (sec)"
"KeepAliveTi neout”, set_keep_alive_tineout, NULL, RSRC CONF, TAKE1,
"Keep-Alive tineout duration (sec)"},
" MaxKeepAl i veRequests", set_keep_alive_max, NULL, RSRC CONF, TAKEL,
"Maxi mum nunber of Keep-Alive requests per connection, or 0 for infinite"
"KeepAlive", set_keep_alive, NULL, RSRC CONF, TAKE1,
"Whet her persistent connections should be On or OFf" },
"l dentityCheck", set_idcheck, NULL, RSRC_CONF| ACCESS CONF, FLAG,
"Enabl e identd (RFC 1413) user |ookups - SLOW 1},
"Content Di gest", set_content_nd5, NULL, OR_OPTI ONS,
FLAG "whether or not to send a Content-MD5 header with each request” },
"UseCanoni cal Nane", set_use_canoni cal _nanme, NULL,
OR_OPTIONS, FLAG
"Whet her or not to always use the canonical ServerNane : Port when "
"constructing URLsS" },
"StartServers", set _daenpbns_to_start, NULL, RSRC CONF, TAKE1L,
"Nunber of child processes | aunched at server startup" },
"M nSpareServers", set_mn_free_servers, NULL, RSRC CONF, TAKEL,
"M ni mum nunber of idle children, to handl e request spikes" },
"MaxSpar eServers", set_max_free_servers, NULL, RSRC CONF, TAKEL,
"Maxi mum nunber of idle children" },
"MaxServers", set_nmax_free_servers, NULL, RSRC CONF, TAKEL,
"Deprecat ed equi val ent to MaxSpareServers" },
"ServersSafetyLimt", set_server_limt, NULL, RSRC _CONF, TAKEL1,
"Deprecated equivalent to Maxdients" },
"MaxClients", set_server_ |imt, NULL, RSRC CONF, TAKEL,
"Maxi mum nunber of children alive at the sanme tine" },
"MaxRequest sPer Chi | d", set_nmax_requests, NULL, RSRC CONF, TAKEL,
" Maxi mum nunber of requests a particular child serves before dying." },
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{ "RLimtCPU",
#ifdef RLIMT_CPU
set_limt_cpu, (void*)XtOfsetOf(core_dir_config, linmt_cpu),
#el se
no_set _limt, NULL,
#endi f
OR_ALL, TAKE12, "Soft/hard Iimts for max CPU usage in seconds" },
{ "RLimtMEM,
#if defined (RLIMT_DATA) || defined (RLIMT_VMEM || defined (RLIM T_AS)
set_limt_nmem (void*)XtOffsetOf(core_dir_config, limt_mem,
#el se
no_set _limt, NULL,
#endi f
OR ALL, TAKE12, "Soft/hard limts for nax nenory usage per process" },
{ "RLi mi t NPROCC',
#i fdef RLIM T_NPRCC

set _limt_nproc, (void*)XtOffsetOf(core_dir_config, limt_nproc),
#el se

no_set _limt, NULL,
#endi f

OR_ALL, TAKE12, "soft/hard limts for max nunber of processes per uid" },

{ "Bi ndAddress", set_bind_address, NULL, RSRC CONF, TAKEL1,

"t*' anuneric | P address, or the name of a host with a unique I P address"},

{ "Listen", set_listener, NULL, RSRC CONF, TAKEL,

"A port nunber or a numeric |IP address and a port nunber"},

{ "SendBufferSize", set_send_buffer_size, NULL, RSRC CONF, TAKE1,
"Send buffer size in bytes"},

{ "AddModul e", add_nodul e_comand, NULL, RSRC_CONF, | TERATE,
"The nane of a nodul e" },

{ "d earMdul eList", clear_nodule_list_command, NULL, RSRC_CONF, NO_ARGS,
NULL },

{ "ThreadsPer Chil d", set_threads, NULL, RSRC_CONF, TAKE1,

"Number of threads a child creates" },

{ "ExcessRequestsPer Child", set_excess_requests, NULL, RSRC CONF, TAKE1,
"Maxi mum nunber of requests a particular child serves after it is ready "
"to die." },

{ "ListenBackl og", set_listenbacklog, NULL, RSRC _CONF, TAKEL,

"Maxi mum | engt h of the queue of pendi ng connections, as used by listen(2)" },

{ "CorebDunpDirectory", set_coredunpdir, NULL, RSRC _CONF, TAKEL,

"The location of the directory Apache changes to before dunping core" },

{ "I'nclude", include_config, NULL, (RSRC _CONF | ACCESS CONF), TAKE1,
"Name of the config file to be included" },

{ "LogLevel", set_loglevel, NULL, RSRC _CONF, TAKEL,

"Level of verbosity in error |ogging" },
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{ "NaneVirtual Host", ap_set_nanme_virtual _host, NULL, RSRC CONF, TAKEl
"A nuneric |IP address:port, or the name of a host" },
#i fdef _OSD _POSI X
{ "BS2000Account", set_hs2000_account, NULL, RSRC CONF, TAKEL
"Name of server User's bs2000 | ogon account nane" },
#endi f
#ifdef WN32
{ "ScriptlnterpreterSource", set_interpreter_source, NULL, OR FILElI NFO, TAKE1l
"WheretofindinterpretertorunWn32scripts(Registryor script shebangline)"},
#endi f
{ "ServerTokens", set_serv_tokens, NULL, RSRC CONF, TAKE1,
"Deterni ne tokens displayed in the Server: header - Mn(imal), OSor Full" },
{ "LimtRequestLine", set_limt_req_line, NULL, RSRC CONF, TAKEL,
"Limt on maxi mum si ze of an HTTP request |ine"},
{ "LimtRequestFieldsize", set_limt_req_fieldsize, NULL, RSRC CONF, TAKEL,
"Limt on maxi mum size of an HTTP request header field"},
{ "LimtRequestFields", set_limt_req_fields, NULL, RSRC CONF, TAKEl
"Limit (O =unlinmted) on max nunmber of header fields in a request nessage"},
{ "LimtRequestBody", set_limt_req_body,

{
}s

(void*)XtOf fsetOf (core_dir_config, limt_req_body),

OR_ALL, TAKE1,

"Limt (in bytes) on maxi num size of request nessage body" },
NULL }

core_module

APl _VAR_EXPORT nodul e core_nodul e = {

STANDARD MODULE_STUFF,

NULL, [* initializer */

create_core_dir_config, /* create per-directory config structure */
nerge_core_dir_configs, /* nmerge per-directory config structures */
create_core_server_config, [/* create per-server config structure */

merge_core_server_configs, [/* nerge per-server config structures */

core_cnds, /* command table */
core_handl ers, /* handl ers */
core_transl ate, /* transl ate_handl er */
NULL, /* check_user_id */

NULL, /* check auth */

do_not hi ng, /* check access */
do_not hi ng, /* type_checker */
NULL, /* pre-run fixups */

NULL, /* 1 ogger */

NULL, /* header parser */
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NULL, [* child_init */
NULL, /* child_exit */
NULL /* post_read_request */
b
mod_proxy

proxy_handlers

static const handl er_rec proxy_handlers[] =

{

}s

{"proxy-server", proxy_handler},
{ NULL}

proxy_cmds

static const command_rec proxy_cmds[] =

{

{" ProxyRequests", set_proxy_req, NULL, RSRC CONF, FLAG
"on if the true proxy requests should be accepted"},
{"ProxyRenote", add_proxy, NULL, RSRC_CONF, TAKE2,
"a schene, partial URL or '*' and a proxy server"},
{"ProxyPass", add_pass, NULL, RSRC _CONF, TAKEZ2,
"a virtual path and a URL"},
{"ProxyPassReverse", add_pass_reverse, NULL, RSRC _CONF, TAKEZ2,
"a virtual path and a URL for reverse proxy behaviour"},
{" ProxyBl ock", set_proxy_exclude, NULL, RSRC CONF, | TERATE,

"A list of nanes, hosts or donmains to which the proxy will not connect"},
{" ProxyRecei veBuffer Si ze", set_recv_buffer_size, NULL, RSRC CONF, TAKEL,
"Recei ve buffer size for outgoing HTTP and FTP connections in bytes"},

{"NoProxy", set_proxy_dirconn, NULL, RSRC _CONF, | TERATE,
"Alist of domai ns, hosts, or subnetstowhichtheproxywll connect directly"},
{" ProxyDomai n", set_proxy_domain, NULL, RSRC_CONF, TAKE1,
"The default intranet domain nane (in absence of a domain in the URL)"},
{"Al'l| owWCONNECT", set _al |l owed_ports, NULL, RSRC CONF, | TERATE,
"Alist of ports which CONNECT may connect to"},
{"CacheRoot", set_cache_root, NULL, RSRC CONF, TAKEL,
"The directory to store cache files"},
{"CacheSi ze", set_cache_size, NULL, RSRC CONF, TAKE1,

"The maxi mum di sk space used by the cache in Kb"},
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{" CacheMaxExpi re", set_cache_maxex, NULL, RSRC CONF, TAKEl
"The maxi mumtine in hours to cache a docunent"},
{" CacheDef aul t Expi re", set_cache_defex, NULL, RSRC_CONF, TAKEl
"The default tinme in hours to cache a docunent"},
{" CacheLast Mbdi fi edFactor", set_cache_factor, NULL, RSRC _CONF, TAKE1,
"The factor used to estimate Expires date from LastModified date"},
{"CacheCclnterval ", set_cache_gcint, NULL, RSRC CONF, TAKEl
"The interval between garbage collections, in hours"},
{"CacheDirLevel s", set_cache_dirlevels, NULL, RSRC CONF, TAKEl
"The nunber of |evels of subdirectories in the cache"},
{"CacheDi rLength", set_cache_dirlength, NULL, RSRC CONF, TAKEl
"The nunber of characters in subdirectory nanes"},
{" NoCache", set_cache_excl ude, NULL, RSRC _CONF, | TERATE
"A list of nanes, hosts or domains for which caching is *not* provided"},
{" CacheFor ceConpl eti on", set_cache_conpletion, NULL, RSRC CONF, TAKEL,
"Force a http cache conpletion after this percentage is | oaded"},
{"ProxyVia", set_via opt, NULL, RSRC CONF, TAKEl
"Configure Via: proxy header header to one of: on | off | block | full"},
{NULL}

proxy_module

modul e MODULE_VAR_EXPORT proxy_nodul e =

{

STANDARD _MODULE_STUFF

proxy_init, [* initializer */
NULL, /* create per-directory config structure */
NULL, /* merge per-directory config structures */

create_proxy_config, /* create per-server config structure */

NULL, /* merge per-server config structures */
pr oxy_cnds, /* command table */
proxy_handl er s, /* handlers */
proxy_trans, /* transl ate_handl er */
NULL, /* check_user_id */
NULL, /* check auth */

NULL, /* check access */
NULL, /* type_checker */
proxy_fi xup, /* pre-run fixups */
NULL, /* 1 ogger */

NULL, /* header parser */
NULL, /* child_init */

NULL, /* child_exit */

pr oxy_det ect /* post read-request */
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}s

mod_header

headers_cmds

static const command_rec headers_cnds[] =

{
{"Header", header_cnd, NULL, OR _FILEINFO, TAKE23
"an action, header and val ue"},
{NULL}
b

headers_module

nodul e MODULE_VAR_EXPORT headers_nodul e =

{
STANDARD MODULE_STUFF,
NULL, [* initializer */
create_headers_dir_config, /* dir config creater */
mer ge_headers_confi g, /* dir nerger --- default is to override */
creat e_headers_confi g, /* server config */
nmer ge_headers_confi g, /* merge server configs */
header s_cnds, /* command table */
NULL, /* handl ers */
NULL, /* filename translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
fi xup_headers, [* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child exit */
NULL /* post read-request */
b
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mod_info

info_cmds

static const command_rec info_crds[] =

{
{" AddMbdul el nf 0", add_nodul e_i nfo, NULL, RSRC_CONF, TAKEZ2,
"a nodul e nane and additional information on that nodule"},
{NULL}
i

info_handlers

static const handler_rec info_handlers[] =

{
{"server-info", display_info},
{ NULL}

b

info_module

nodul e MODULE_VAR _EXPORT i nfo_nodul e =

{
STANDARD MODULE_STUFF,
NULL, /[* initializer */
NULL, /* dir config creater */
NULL, /* dir nerger --- default is to override */
create_info_config, /* server config */
nmerge_i nfo_confi g, /* merge server config */
i nfo_cnds, /* command table */
i nfo_handl ers, /* handl ers */
NULL, /* filenanme translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, /* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
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NULL, /* child exit */

NULL /* post read-request */
b
mod_status

status_handlers

static const handl er_rec status_handlers[] =

{
{STATUS_MAG C TYPE, status_handler},
{"server-status", status_handler},
{NULL}

b

status_module_cmds

static const command_rec status_nodul e_cnds[] =

{
{ "ExtendedSt at us", set_extended_status, NULL, RSRC CONF, TAKEL,
"\"On\" to enable extended status information, \"OFf\" to disable" },
{NULL}
b

status_module

nodul e MODULE_VAR _EXPORT st atus_nodul e =

{
STANDARD MODULE_STUFF,
status_init, /[* initializer */
NULL, /* dir config creater */
NULL, /* dir merger --- default is to override */
NULL, /* server config */
NULL, /* merge server config */
st at us_nodul e_cnds, /* command table */
stat us_handl ers, /* handl ers */
NULL, /* filename translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
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NULL, /* type_checker */
NULL, /* fixups */
NULL, /* 1 ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child exit */
NULL /* post read-request */
b
mod_access

access_cmds

static const command_rec access_cnds[] =
{
{"order", order, NULL, ORLIMT, TAKE1,
"'all ow, deny', 'deny,allow , or 'nutual-failure' "},
{"allow', allowcnd, & ts_an_allow, OR LIMT, |TERATE2,
""from followed by hostnames or |P-address wildcards"},
{"deny", allow cnd, NULL, OR LIMT, |TERATE2,
"*from followed by hostnanmes or |P-address w |dcards"},
{NULL}

access_module

nodul e MODULE_VAR_EXPORT access_nodul e =

{
STANDARD MODULE_STUFF,
NULL, /* initializer */
create_access_dir_config, [* dir config creater */
NULL, /[* dir merger --- default is to override */
NULL, /* server config */
NULL, /* merge server config */

access_cnds,

NULL, /* handlers */

NULL, /* filenane translation */
NULL, /* check_user_id */

NULL, /* check auth */
check_dir_access, /* check access */
NULL, /* type_checker */
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NULL, [* fixups */
NULL, /* 1 ogger */
NULL, /* header parser */
NULL, /* child_init */
NULL, /* child_exit */
NULL /* post read-request */
|
mod_digest

digest_cmds

static const conmand_rec digest_cnds[] =

{
{"Aut hDi gest Fi | e", set_di gest_slot,

(void *) XtOffsetOf (digest_config_rec, pwfile), OR AUTHCFG TAKE12, NULL},

{NULL}

digest_module

nodul e MODULE_VAR_EXPORT di gest_nodul e =

{
STANDARD MODULE_STUFF,
NULL, /* initializer */
create_digest _dir_config, [* dir config creater */
NULL, /[* dir merger --- default is to override */
NULL, /* server config */
NULL, /* merge server config */
di gest _cnds, /* command table */
NULL, /* handlers */
NULL, /* filenanme translation */
aut henti cat e_di gest _user, /* check_user _id */
di gest _check_aut h, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, /* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child_exit */
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NULL /* post read-request */

mod_auth

auth_cmds

static const command_rec auth_cnds[] =
{
{"Aut hUserFil e", set_auth_slot,
(void *) XtOfsetOf (auth_config_rec, auth_pwfile), OR _AUTHCFG TAKE1l2,
"text file containing user |IDs and passwords"},
{"Aut hGroupFi |l e", set_auth_slot,
(void *) XtOfsetOf (auth_config_rec, auth_grpfile), OR AUTHCFG TAKE12,
"text file containing group nanes and menber user |Ds"},
{"Aut hAut horitative", ap_set_flag_slot,
(void *) XtOfsetOf (auth_config_rec, auth_authoritative),
OR_AUTHCFG FLAG
"Set to 'no' to allow access control to be passed along to | ower nodules if
the UserIDis not known to this nodul e"},
{ NULL}

b
auth_module

nodul e MODULE_VAR_EXPORT aut h_nodul e =
{

STANDARD MODULE_STUFF,

NULL, /* initializer */

create_auth_dir_config, /* dir config creater */

NULL, /* dir merger --- default is to override */
NULL, /* server config */

NULL, /* merge server config */

aut h_cnds, /* command table */

NULL, /* handl ers */

NULL, /* filename translation */

aut henti cate_basi c_user, /* check_user_id */

check_user _access, /* check auth */
NULL, /* check access */

NULL, /* type_checker */
NULL, /* fixups */
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NULL, /* 1 ogger */

NULL, /* header parser */
NULL, [* child_init */
NULL, /* child_exit */
NULL /* post read-request */

}s

mod_anon_auth

anon_auth_cmds

static const command_rec anon_aut h_cmds[] =

{
{" Anonyrmous", anon_set_string_slots, NULL, OR AUTHCFG | TERATE,
"a space-separated |list of user I1Ds"},
{" Anonynmous_Mist G veEnmi | ", anon_set _passwd_fl ag, NULL, OR_AUTHCFG FLAG
"Limted to "on' or 'off'"},
{" Anonynous_NoUser | d", anon_set _userid_flag, NULL, OR _AUTHCFG FLAG
"Limted to "on' or 'off'"},
{" Anonynous_VerifyEnmail", anon_set_verifyemail _flag, NULL, OR AUTHCFG FLAG
"Limted to "on' or 'off'"},

{" Anonynous_LogEmai | ", anon_set _| ogemai | _flag, NULL, OR_AUTHCFG FLAG
"Limted to "on' or 'off'"},
{" Anonynous_Aut horitative", anon_set_authoritative_flag, NULL, OR_AUTHCFG
FLAG

"Limted to "on' or 'off'"},

{NULL}
}s

anon_auth_module

nodul e MODULE_VAR EXPORT anon_auth_nodul e =

{
STANDARD MODULE_STUFF,

NULL, /[* initializer */

create_anon_auth_dir_config, /* dir config creater */

NULL, /* dir merger ensure strictness */
NULL, /* server config */

NULL, /* merge server config */

anon_aut h_cnds, /* command table */
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NULL, /* handl ers */

NULL, /* filename translation */
anon_aut henti cat e_basi c_user, /* check_user_id */
check_anon_access, /* check auth */
NULL, /* check access */

NULL, /* type_checker */

NULL, /* fixups */

NULL, /* 1 ogger */

NULL, /* header parser */

NULL, [* child_init */

NULL, /* child exit */

NULL /* post read-request */

}s

mod_log_config

config_log_cmds

static const command_rec config_log_cnds[] =
{
{"CustonLog", add_custom.|og, NULL, RSRC CONF, TAKE23,
"a file name, a customlog format string or format namne,
"and an optional \"env=\" cl ause (see docs)"},
{"TransferlLog", set_transfer_log, NULL, RSRC CONF, TAKE1,
"the filenane of the access |o0g"},
{"LogFormat", log_format, NULL, RSRC _CONF, TAKEl12
"a log format string (see docs) and an optional format nane"},
{" Cooki eLog", set_cookie_|og, NULL, RSRC CONF, TAKEl
"the filenane of the cookie |0g"},

{NULL}
}s

config_log_module

nmodul e MODULE_VAR_EXPORT config_| og_nodul e =

{
STANDARD MODULE_STUFF,
init_config_|og, [* initializer */
NULL, /* create per-dir config */
NULL, /* merge per-dir config */
nake_config_| og_state, /* server config */
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merge_config_ |l og_state, /* merge server config */
config_l og_cnds, /* command table */
NULL, /* handl ers */
NULL, /* filenane translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, /* fixups */
mul ti_| og_transaction, /* 1 ogger */
NULL, /* header parser */
NULL, [* child_init */
#i f def BUFFERED_LOGS
flush_all _I ogs, /[* child_exit */
#el se
NULL,
#endi f
NULL /* post read-request */
b
mod_alias
alias_cmds

static const command_rec alias_cnds[] =

{

{"Alias", add_alias, NULL, RSRC CONF, TAKE2,
"a fakenane and a real name"},
{"ScriptAias", add_alias, "cgi-script", RSRC _CONF, TAKE2,
"a fakename and a real nane"},
{"Redirect", add_redirect, (void *) HTTP_MOVED TEMPORARI LY
OR_FI LEI NFO, TAKE23,
"an optional status, then docunent to be redirected and destination URL"},
{"AliasMatch", add_alias_regex, NULL, RSRC _CONF, TAKEZ2,
"a regul ar expression and a fil enane"},
{"ScriptAliasMatch", add_alias_regex, "cgi-script", RSRC_CONF, TAKE2
"a regul ar expression and a fil ename"},
{"Redi rect Mat ch", add_redirect_regex, (void *) HTTP_MOVED TEMPORARI LY,
OR_FI LEI NFO, TAKE23,
"an optional status, then a regular expression and destinati on URL"},
{" Redirect Tenp", add_redirect, (void *) HTTP_MOVED_TEMPORARI LY
CR_FI LEI NFO, TAKEZ2,
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"a docunent to be redirected, then the destination URL"},
{" Redi rect Permanent"”, add_redirect, (void *) HTTP_MOVED PERVANENTLY,
CR_FI LEI NFO, TAKEZ2,

"a docunent to be redirected, then the destination URL"},
{ NULL}

b
alias_module

nodul e MODULE_VAR_EXPORT al i as_nodul e =

{
STANDARD MODULE_STUFF,
NULL, [* initializer */
create_alias_dir_config, /* dir config creater */
nerge_alias_dir_config, /* dir nerger --- default is to override */
create_alias_config, /* server config */
nerge_al i as_confi g, /* merge server configs */
al i as_cnds, /* command table */
NULL, /* handl ers */
translate_alias_redir, [/* filename translation */
NULL, /* check_user _id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
fixup_redir, [* fixups */
NULL, /* 1 ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child exit */
NULL /* post read-request */

b

mod_dir

dir_cmds

static const conmand_rec dir_cmds[] =

{
{"Directoryl ndex", add_i ndex, NULL,

DI R_CVD_PERMs, | TERATE

"alist of file nanes"},
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{NULL}

dir_handlers

static const handler_rec dir_handlers[] =

{
{DIR_MAG C_TYPE, handl e_dir},
{NULL}

b

dir_module

nodul e MODULE VAR EXPORT dir_nodul e =

{
STANDARD MODULE_STUFF,
NULL, /* initializer */
create_dir_config, /* dir config creater */
mer ge_di r_confi gs, /* dir nmerger --- default is to override */
NULL, /* server config */
NULL, /* merge server config */
dir_cnds, /* command table */
di r _handl ers, /* handl ers */
NULL, /* filenanme translation */
NULL, /* check_user _id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, [* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child_exit */
NULL /* post read-request */
b

-401-



WWW ——Apache

mod_log_agent

agent_log_cmds

static const comand_rec agent_|og_cnds[] =

{
{" Agent Log", set_agent_|og, NULL, RSRC_CONF, TAKEl
"the filename of the agent |og"},
{NULL}
i

agent_log_module

nmodul e agent _| og_nodul e =

{
STANDARD MODULE_STUFF
i nit_agent_| og, [* initializer */
NULL, /* create per-dir config */
NULL, /* merge per-dir config */
make_agent | og_state, /* server config */
NULL, /* merge server config */
agent _| og_cnds, /* command table */
NULL, /* handl ers */
NULL, /* filenanme transl ation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, [* fixups */
agent _| og_transacti on, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child_exit */
NULL /* post read-request */
b
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mod_log referer

referer_log_cmds

static const comand_rec referer_|log_cnds[] =

{
{"RefererLog", set_referer_log, NULL, RSRC_CONF, TAKEl
"the filename of the referer 10g"},
{"Refererlgnore", add_referer_ignore, NULL, RSRC CONF, | TERATE
"referer hostnanes to ignore"},
{ NULL}
b
log_module

nodul e referer_|l og_nodul e =

{
STANDARD MODULE_STUFF,
init_referer_|log, /* initializer */
NULL, /* create per-dir config */
NULL, /* merge per-dir config */
nake_referer_| og_state, /* server config */
NULL, /* merge server config */
referer_| og_cnds, /* command table */
NULL, /* handl ers */
NULL, /* filenanme translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
NULL, /* type_checker */
NULL, [* fixups */
referer_l og_transaction, /* | ogger */
NULL, /* header parser */
NULL, /* child_init */
NULL, /* child_exit */
NULL /* post read-request */

b
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mod_mime

mime_cmds

static const comand_rec mne_cnds[] =

{

{"AddType", add_type, NULL, OR _FILElI NFO | TERATE2,
"a mine type foll owed by one or nore file extensions"},
{" AddEncodi ng", add_encodi ng, NULL, OR _FILEINFO, | TERATE2,
"an encoding (e.g., gzip), followed by one or nore file extensions"},
{"AddLanguage", add_| anguage, NULL, OR FILEI NFO, | TERATEZ,
"a | anguage (e.g., fr), followed by one or nore file extensions"},
{" AddHandl er", add_handl er, NULL, OR_FILEI NFQO | TERATE2,
"a handl er nane foll owed by one or nore file extensions"},
{" ForceType", ap_set_string_slot_|ower,
(void *)XtOfF fsetOf (mime_dir_config, type), OR FILEINFO, TAKEL,
"a nmedia type"},
{" RenoveHandl er", renove_handl er, NULL, OR FILEI NFO, | TERATE,
"one or nore file extensions"},
{"Set Handl er", ap_set_string_slot_| ower,
(void *) Xt O fset O (m me_dir_config, handler), OR FILEINFO TAKEL,
"a handl er nane"},
{" TypesConfig", set_types_config, NULL, RSRC _CONF, TAKE1,
"the M ME types config file"},
{" Def aul t Language", ap_set_string_slot,
(void*) Xt OFfset O (m nme_di r_config, defaul t_I anguage), OR FILEI NFO, TAKE]L,
"l anguage to use for documents with no other |anguage file extension" },
{NULL}

mime_module

nodul e MODULE _VAR_EXPORT mi me_nodul e =

{

STANDARD_MODULE_STUFF,

init_mne, /[* initializer */
create_mine_dir_config, /* dir config creator */
mer ge_mi ne_di r_confi gs, /* dir config merger */
NULL, /* server config */

NULL, /* merge server config */
m ne_cnds, /* conmand table */
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NULL, /* handl ers */
NULL, /* filename translation */
NULL, /* check_user_id */
NULL, /* check auth */
NULL, /* check access */
find_ct, /* type_checker */
NULL, /* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child exit */
NULL /* post read-request */
b
mod_userdir

userdir_cmds

static const comrand_rec userdir_cmds[] = {

{"UserDir", set_user_dir, NULL, RSRC CONF, RAW ARGS,

"the public subdirectory i nusers' honedirectories, or'disabled , or'disabled
usernane usernane...', or 'enabled username usernanme...'"},

{NULL}
}s

userdir_module

nmodul e userdir_nodule = {
STANDARD _MODULE_STUFF

NULL, /* initializer */

NULL, /* dir config creater */
NULL, /* dir nerger --- default is to override */
create_userdir_config, /* server config */

NULL, /* merge server config */
userdir_cnds, /* command table */

NULL, /* handl ers */

transl ate_userdir, /* filenane transl ation */
NULL, /* check_user _id */

NULL, /* check auth */

NULL, /* check access */

NULL, /* type_checker */
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NULL, [* fixups */
NULL, /* | ogger */
NULL, /* header parser */
NULL, [* child_init */
NULL, /* child_exit */
NULL /* post read-request */
|
mod_so
so_cmds

static const command_rec so_cnds[] = {
{ "LoadModul e", | oad_nodul e, NULL, RSRC CONF, TAKE2
"a nodul e name and the name of a shared object file to load it froni}
{ "LoadFile", load file, NULL, RSRC CONF, | TERATE,
"shared object file or library to load into the server at runtine"},
{ NULL }

so_module

nmodul e MODULE_VAR _EXPORT so_nodul e = {
STANDARD MODULE_STUFF,

NULL, /* initializer */

NULL, /* create per-dir config */
NULL, /* merge per-dir config */
so_sconf _create, /* server config */
NULL, /* merge server config */
so_cmnds, /* command table */
NULL, /* handl ers */

NULL, /* filenane translation */
NULL, /* check_user_id */

NULL, /* check auth */

NULL, /* check access */

NULL, /* type_checker */

NULL, /* fixer_upper */

NULL, /* | ogger */

NULL, /* header parser */

NULL, /* child_init */

NULL, /* child_exit */
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NULL /* post read-request */
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